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I( I n S e : for Infor/Lawson Software

WHEN EXPERIENCE MATTERS Abo u‘t US

Founded in 1983, Kinsey has provided software sales, implementation, support and
development for 34 years.

Lawson reseller and implementation partner since 199v.
Lawson certified systems integrator partner.

Lawson complementary software partner.

Lawson’s “Go to” implementation partner for public sector.

Provide complementary Lawson software products.
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WHEN EXPERIENCE MATTERS Defi n i.ti O n fOr E R P

Continuous auditing is a tool for internal auditors mainly and to
some extent external auditors to continually gather audit
evidence to support auditing objectives and activities. This means
collecting data on processes, transactions and accounts to
establish compliance with regulation, procedures and policies.



Continuous Monitoring

I( I n S e : for Infor/Lawson Software

WHEN EXPERIENCE MATTERS

Benefits
Objective: » Lawson Activity » Unauthorized
* User
To collect information regarding user S rorm Access

activity that can be used for * Date-Time
* Action (FC)

auditing, security validation and S Blana

procedural risk analysis.

Analysis

e Activity based e |dentify over
SOD policy provisioned
violations access




Continuous Monitoring

lcinsey o SRR

WHEN EXPERIENCE MATTERS

Lawson I0S WebSphere Application Core IBM WebSphere Application Kinsey WebSphere Application Kinsey Server

JMS Queue v
holds the
transactions
to be
processed Ny U

Transactions are held

T Take the Kinsey

server off-line
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WHEN EXPERIENCE MATTERS Au d it

To collect information regarding user activity that can be used to
determine the user responsible for the transaction, the date and

time of activity, the action taken and the record processed.



I( I n S ey : for Infor/Lawson Software

WHEN EXPERIENCE MATTERS Au d it

I( Kinsey Activity Monitor X —
&« C | ® 192.168.100.136:9090/Session_Report/index.htm?APP=PORTAL&FROMDATE=2017-01-01&TODATE=2017-01-27 % 0
i Apps I( Kinsey Portal Other bookmarks
lansey [ v =lal?]c
Filter by: Date From 01/01/2017 @ Date To 01/27/2017 | Login ID f. Display hostname  Results per page:| 25 v
® Jser < Server ID IP Address Login ID Name First Activity Last Activity Last Form Form Description Forms Trans
LSF_PROD 192.168.100.103 lawson Lawson, Lawson 1/16/2017 10:34 AM 1/16/2017 3:06 PM  AP10.1 Vendor 4 11
« Date Range o
- Product Line Screen Description Count
®
Transaction Source mart ;
Office
LIVE AP155 Payment Forms Creation
: Add-in's
Drill to: LIVE AP150 Cash Requirements

° :O rm S umma ry LIVE AP10.1 Vendor

¢ :aeCO rd Deta | | LSF_PROD 192.168.100.128 lawson Lawson, Lawson 1/12/2017 4:04 PM 1/12/2017 4:04 PM CUO01.1 Currency Code
LSF_PROD 192.168.0.44 hroberts Roberts, Helen 1/12/2017 1:15PM 1/12/2017 1:15PM  AC07.1 Account Assignment

LSF_PROD 192.168.0.44 hroberts Roberts, Helen 1/12/2017 1:12PM 1/12/2017 1:12PM  AC07.1 Account Assignment

LSF_PROD 192.168.0.44 hroberts Roberts, Helen 1/12/2017 12:42PM 1/12/2017 12:42 PM AC07.1 Account Assignment

ISF PRODND 192.168.1NN0.1728 hrnherte Rnherts Helen 1/12/72017 9:51 AM 1/12/72017 9:51 AM Accnnint Ascishment
Copyright(c) - ver




I( I n S e : for Infor/Lawson Software

WHEN EXPERIENCE MATTERS Au d it

I( Kinsey LS Reporting X I( Lawson Security 9 Repor X -
C | ® 192.168.100.136:9090/KK_LS9ReportingPortal/filters.htm?SERVERID=LSF_PROD&PROFILE=APS&ID=200 a0
i Apps I( Kinsey Portal Other bookmarks
I(lnsey User - Last Logged In ), Emﬁﬂ
Server: LSF_PROD | Profile: APS Show Search Criteria
Fl |te r by: Expand Groups Collapse Groups Clear Filters Show/Hide Columns 6 records
~ User Drag a column and drop it here to group by that column
User Y Full Name Y Form Y Form Description Y Function Y Date/Time
° Form lawson Lawson, Lawson AP10.1 Vendor C 1/16/2017 3:06 PM
hroberts Roberts, Helen AC07.1 Account Assignment 1/12/2017 1:15 PM
® ACt| O n fnelson Nelson, Frank AP00.4 Company 10/18/2016 2:39 PM
hrogers Rogers, Hal GL20.1 Accounting Units - Accounts 9/29/2016 7:36 PM
® )ate/Tl me smiller Miller, Sarah HR14.1 Alternate Pay Rates 5/9/2016 12:46 PM

mnitka Nitka, Mike HR11.2 Compensation Analysis 5/9/2016 11:45 AM

* Record Accessed

Drill to:
e User Security

Copyright (c) 2017
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WHEN EXPERIENCE MATTERS

I( Kinsey LS Reporting

C | @ 192.168.100.136:9090/KK_LSIReportingPortal/filters.ntm?SERVERID=LSF_PROD&PROFILE=APS&ID=133

i Apps I( Kinsey Portal

Capture every Portal or MS
Add-in transaction processed

X I( Lawson Security 9 Repor X

Server: LSF_PROD | Profile: APS

oy a Lawson user and filter

Expand Groups

Collapse Groups

AR10.1
AR10.1
AR10.1

I(Insey User - Form Detail

Clear Filters

Y Form Y Form Description

Customer
Customer

Customer

Dy: Drag a column and drop it here to group by that column
Full Name
Lawson, Lawson
¢ Jser Lawson, Lawson
— Lawson, Lawson
* rorm

Lawson, Lawson

Lawson, Lawson

e Function Code

Lawson, Lawson

e Date

Lawson, Lawson

Lawson, Lawson

* Record Key
 |P Address

Lawson, Lawson

Lawson, Lawson

Lawson, Lawson
Lawson, Lawson

Lawson, Lawson
4

AR10.1
HR11.1
HR11.1
HR11.1
PO20.1
PO20.3
PO20.3
PO20.3
AP10.1
AP10.1

Customer

Employee

Employee

Employee

Purchase Order Entry
PO Line Options

PO Line Options

PO Line Options
Vendor

Vendor

Show/Hide Columns

for Infor/Lawson Software

Audit

—

Q| O

COther bookmarks

pd =le] - [HlAal? e

Show Search Criteria

1,056 records

Y | Functio Y’ Date/Time
3/23/2016 10:46 AM
3/23/2016 10:46 AM
3/23/2016 10:46 AM
3/23/2016 10:46 AM
3/23/2016 10:46 AM
3/23/2016 10:46 AM
3/23/2016 10:46 AM
4/12/2016 8:45 AM
4/12/2016 8:45 AM
4/12/2016 8:46 AM
4/12/2016 8:47 AM
5/4/2016 9:26 AM
5/4/2016 9:26 AM

Y Key3

Copyright (c) 2017
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WHEN EXPERIENCE MATTERS

k Kinsey Portal X I( Lawson Security 9 Repor X —

& C | ® 192.168.100.136:9090 a0
i Apps k Kinsey Portal Other bookmarks

I(Inseyﬂ Logged in as: admin E

Transaction Auditing Activity Monitor LAUA Reporting LS Reporting Landmark SoD Reporting Analytics Administration

[ ] By SyStem COde Last 24 Hours | Last 7 days | Last 14 days | Last 31 days | Last 90 days | Date From Date To

° By Date Transactions by System Code (Last 31 days) Transactions by System Code (Last 31 days)

Click and drag in the plot area to zoom in

*

N\ /\

. . o
o v W e e e e e e e e e e A 0 0 e 0 e e e e e e e e e W
Z2.]an 9. Jan 16. Jan 23. Jan

Transactions

73]
=
o
=
W
1]
73]
=
m
=

Total == Inquires Adds Changes -v- Deletes

LS SoD Violations by Policy Category (Production — LS3SERVER)
Asset Management Cash Management Closing Inventory Order Entry

4, @

Payables Payroll Receivables

®© ¢

Copyright Kinsey 2017

Transaction (%) by System Code (Last 31 days)
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I( I n S e b for Infor/Lawson Software ,

WHEN EXPERIENCE MATTERS U Na uth O r| Zed ACC@SS Al e rtS

Objective:
To identify when unauthorized access to a form has been
breached.

Method:

* Define alternative form privileges for a user
* Validate against user security

* Validate against user activity




Continuous Monitoring

I( I n S e b for Infor/Lawson Software

WHEN EXPERIENCE MATTERS U Nna uth O r| Zed ACC@SS Al e rtS

Security Access by User

. bthomas }

* smiller
 Form=GLA0 Rulem ALL ACGESS S
— ¢ Form=GL45.1 Rule=ALL ACCESS
* Form=GL190 Rule=ALL ACCESS

Full access is allowed for just these 3 users.

BUILDING A RULE

BY USER




Continuous Monitoring

I( I n S e - for Infor/Lawson Software

WHEN EXPERIENCE MATTERS U Nna uth O r| Zed ACC@SS Al e rtS

Security Access by Role

BUILDING A RULE
BY ROLE
e GLjournal
e GLadm .
e Form=GL40.1 Rule= ALL ACCESS

— e Form=GL45.1 Rule=ALL ACCESS
e Form=GL190 Rule=ALL ACCESS

Full access is only allowed for users assigned
one of these 2 Roles.




lkinsey

WHEN EXPERIENCE MATTERS

BUILDING A RULE

BY ROLE
e GLjournal

e GLadm .

e Form=GL40.1 Rule= ALL ACCESS
— e Form=GL45.1 Rule=ALL ACCESS
e Form=GL190 Rule=ALL ACCESS

Full access is only allowed for users assigned
one of these 2 Roles.

Continuous Monitoring

for Infor/Lawson Software =

Unauthorized Access Alerts

Based on User Activity

Found Activity
for
fnelson GL40.1

Found Activity for
hroberts GL40.1




I( I n S e : for Infor/Lawson Software

WHEN EXPERIENCE MATTERS SeC u rity Tu n i ng

Provide information that can be used to improve security by limiting
access based on actual user activity.



I( I n S e : for Infor/Lawson Software

Security Tuning

WHEN EXPERIENCE MATTERS

By combining Kinsey’'s User Security Report...
I sy ) K oy i x K oy i ~ 5 x with the User Activity Report....

< C | @ 192.168.100.136:2090/KK_LS9RepartingPortal/filters.ntm?SERVERID=LSF_PROD&PROFILE=APS&ID=169 @ < | M
I( Kinsey LS Reparting x I( Kinsey LS Reporting x I( Lawson Security 9 Repor X I( Lawson Security 9 Repor X I( Lawson Security 9 Repor X - x

== Apps I( Kinsey Portal

C | @ 192.168.100.136:9090/KK_L59ReportingPortal /filters.htm?SERVERID=15F_ PROD&PROFILE=APS&ID=137 (O vl # |

’ I Apps I( Kinsey Portal Other bookmarks
I(Insey User - Role - Task - Form

Server: LSF_PROD | Profile: APS I(Insey User - Form Summary ﬁ E ..J\-*- m E n

Expand Groups Collapse Groups Clear Filters Show/Hide Columns Server: LSF_PROD | Profile: APS Show Search Criteria

User x Role x Task X Expand Groups Collapse Groups Clear Filters Show/Hide Columns 37 records

User 7 Full Name Drag a column and drop it here to group by that column

¥ User: fnelson (1) User Y Full Name Y Form Y Form Description ¥ COUNT

¥ Role: ACAccountant (1) fnelson Nelson. Frank AM12.1 Addition Temnblate 3
w Task: AMAnalysis (65)

fnelson Nelson, Frank ACAccountant AMAnalysis

fnelson Nelson, Frank AM20.2 Additions and Adjustments 21

fnelson Nelson, Frank ANMZ20.3 ltems /
fnelson Nelson, Frank ACAccountant AMAnRalysis fnelson N AM20.6 - 1

Tnelson Nelson, Frank ALACCOUNTant AIVIANAIYsIS fnelson Nelson. Frank AM?20.9 Adjustment Date 10

fnelson Nelson, Frank ACAccountant AMAnRalysis fnelson T AM23.1 Asset Attributes

fnelson Nelson, Frank ACAccountant AMAnalysis fnelson Nelson, Frank AM90.1 Asset Book Analysis

fnelson Nelson, Frank ACAccountant AMAnRalysis fnelson T APOO.4 e

fnelson Nelson, Frank ACAccountant AMAnRalysis fnelson Nelson, Frank AP0O.S Process Level

fnelson Nelson, Frank ACAccountant AMAnNalysis fnelson e Fenl: AP10.1 Vendor

fnelson Nelson, Frank ACAccountant AMAnalysis fnelson Nelson, Frank AP10.5 Vendor, Company Codes

fnelson Nelson, Frank ACAccountant AMAnRalysis fnelson Nelson, Frank AP20 1 Basic Invoice

fnelson Nelson, Frank ACAccountant AMAnalysis fnelson Nelson, Frank AP30.1 Invoice Maintenance

fnelson Nelson, Frank ACAccountant AMAnRalysis fnelson Nelson, Frank AP30.5 s T

fnelson Nelson, Frank ACAccountant AMAnRalysis fnelson Nelson, Frank AR0O.1 Customer Group

fnelson Nelson, Frank ARO02.1 Process Level

Copyright (c) 2
fnelson Nelson, Frank ARDS5.1 Customer Class

Copyright (c) 2017




lcinsey

WHEN EXPERIENCE MATTERS

...we can determine the forms

a user has access rights to
but may or may not be using.

Filter by:
e User

* Role
 Security Class
* Form

 Date Range

C | ® 192.168.100.136:9090/KK

i Apps I( Kinsey Portal

I(Insey Users Security versus Activity

Server: LSF_PROD | Profile: APS

Expand Groups Collapse Groups

User *  Role ¥ Task x

I( Kinsey LS Reporting X I( Lawson Security 9 Repor X I( Lawson Security 9 Repor X

Clear Filters

User Y Full Name

w User: fnelson (3)
+ Role: ACAccountant (9)
» Task: ACAnalysis (130)
» Task: ACSetup (22)
w Task: AMAnalysis (65)
fnelson
fnelson
fnelson
fnelson
fnelson
fnelson
fnelson
fnelson
fnelson
fnelson

fnelson

Nelson, Frank
Nelson, Frank
Nelson, Frank
Nelson, Frank
Nelson, Frank
Nelson, Frank
Nelson, Frank
Nelson, Frank
Nelson, Frank
Nelson, Frank

Nelson, Frank

Security Tuning

for Infor/Lawson Software

59ReportingPortal/filters.htm?5ERVERID=L5F_PROD&PROFILE=AP5&ID=138

Show/Hide Columns

ACAccountant
ACAccountant
ACAccountant
ACAccountant
ACAccountant
ACAccountant
ACAccountant
ACAccountant
ACAccountant
ACAccountant
ACAccountant

Y Form

AMAnalysis
AMAnNalysis
AMAnalysis
AMAnalysis
AMAnalysis
AMAnalysis
AMAnalysis
AMAnalysis
AMAnalysis
AMAnalysis
AMAnalysis

Copyright (c) 2017

—

Q| O

COther bookmarks

SHEORCNOEE

Y Form Description

Additions and Adjustments
Adjustment Date

Items

Asset Book Analysis

Repairs

ltem Adjustment Interface Li...

Books

Transaction Interface Adjust...

Continuing Property Records
Asset Book Listing
Disposal LTD Analysis

'‘ALL_ACCESS'
'ALL_ACCESS'
'‘ALL_ACCESS'
'‘ALL_ACCESS'
'‘ALL_ACCESS'
'‘ALL_ACCESS'
'‘ALL_ACCESS'
'‘ALL_ACCESS'
'‘ALL_ACCESS'
'‘ALL_ACCESS'
'ALL_ACCESS'

Y COUNT

= M)
o

o O O O O ok Moo

Show Search Criteria

375 records *




I( I n S e : for Infor/Lawson Software

WHEN EXPERIENCE MATTERS SOD RiSk Analysis

Segregation of Duties (SOD) reporting validates that you have
the proper checks and balances in place to prevent fraudulent
activity.

To determine which users and policies present the highest
degree of risk.



lcinsey

WHEN EXPERIENCE MATTERS

By comparing your security settings...

I( Kinsey LS Reporting X I( Lawson Security 9 Repar X % I( Lawson Security 9 Repor X

<«

== Apps I( Kinsey Portal

I(Insey User - Role - Task - Form

Server: LSF_PROD | Profile: APS

Expand Groups

Role ®  Task x

User Y

User x

w User: fnelson (1)

Collapse Groups

Full Name

+ Role: ACAccountant (1)
w Task: AMAnalysis (65)

fnelson
fnelson
fnelson
fnelson
fnelson
fnelson
fnelson
fnelson
fnelson
fnelson
fnelson
fnelson

fnelson

Nelson, Frank
Nelson, Frank
Nelson, Frank
Nelson, Frank
Nelson, Frank
Nelson, Frank
Nelson, Frank
Nelson, Frank
Nelson, Frank
Nelson, Frank
Nelson, Frank
Nelson, Frank

Nelson, Frank

Clear Filters

Show/Hide Columns

ACAccountant
ACAccountant
ACAccountant
ACAccountant
ACAccountant
ACAccountant
ACAccountant
ACAccountant
ACAccountant
ACAccountant
ACAccountant
ACAccountant
ACAccountant

AMAnNalysis
AMAnRalysis
AMAnNalysis
AMAnRalysis
AMAnNalysis
AMAnRalysis
AMAnRalysis
AMAnNalysis
AMAnRalysis
AMAnRalysis
AMAnRalysis
AMAnRalysis
AMAnRalysis

AM?2
AM?2
AM?2
AM?2
AM?2
AM2
AM?2
AM2
AM?2
AM2
AM?2
AM?2
AM?2

Copyright (c) 2017

to our SOD policies....

I( Kinsey Advanced 50D R: X I(_ Kinsey Segregation of D1 X / I( Kinsey Partal -

&«

I Apps I( Kinsey Portal

lkinsey

Transaction Auditing

Overview

Lawson 10S Controls
Configuration
Scheduled Tasks
Transaction Audit Rules
Reporting Groups
SOD Policies
Scheduled Reports
User Administration
Problematic Forms
Metadata Editor
Manage Restrictions

View Error Log

C | @ 192.168.100.136:9090

ax 0O

Other bookmarks

Logged in as: admin

Activity Monitor Landmark Analytics Administration

153 v

LAUA Reporting LS Reporting SoD Reporting

pAR A AR kS A Investigate Discrepancies or Issues - Expenditure conflicts with Initiate Checks for Expenditure. If one individual has responsibility for more
than one of these functions, that individual could misappropriate assets and conceal the misappropriation. (05-01)

Investigate Discrepancies or Issues - Expenditure (or) Initiate Checks for Expenditures (or)
K AP20.1 - Basic Invoice (TKN) ¥ AP150 - Cash Requirements (TKN)
€ AP155 - Payment Forms C... (TKN) +

¥ AP156 - Bill of Exchange C... (TKN)

€ AP160 - Payment Tape Cr... (TKN)

¥ AP161 - Electronic Payme... (TKN)

¥ AP151 - Bill of Exchange ... (TKN)

¥ AP52.1 - Invoice Interface  (TKN)

€ AP30.1 - Invoice Mainten... (TKN)

¥ AP20.2 - Taxed Invoice (TKN)

¥ AP20.3 - Detail Invoice (TKN)

+

AND  ADD NEW GROUP

7 T T TT Y Investigate Discrepancies or Issues - Expenditure conflicts with Prepare Check. If one individual has responsibility for more than one of these
functions, that individual could misappropriate assets and conceal the misappropriation. (05-02)

155 7

WA 156 v

Y.¥ 5.7 Y7 5.¢ 5.¢ Review. Authorize or Sign Checks conflicts with Edit Vendor Master File. If one individual has responsibility for more than one of these

L R S I e T & B |




I( I n S e : for Infor/Lawson Software

WHEN EXPERIENCE MATTERS SOD RiSk Analysis

I( Kinsey Advanced SOD F= X I( Kinsey Segregation of D1 X -

& C | O 192.168.100.136:9090/500_Report/?SERVERID=LSF_PROD a0

i Apps [l Kinsey Portal Other bookmarks

(Insey ﬂ Segregation of Duties E E H

Production - LS3SERVER ¥

...we can create an SOD
violation report by User.

>j Security Violations for User: Bill Thomas (bthomas) Expand All  ©
ki) PAYABLES
Policy: 152 ii\f T':f ii\f T':f ii\f

Exa m p | e: Paya b | eS ( 153 ) ; Description: Review, Authorize or Sign Checks conflicts with Initiate Checks for Expenditures. Checks should be sighed by someone who did not initiate or prepare the check, in order to minimize the potential for
concealment of fraud. (03-01)

: - - Review, Authorize or Sign Checks: Initiate Checks for Expenditures:
Investigate Discrepancies or AP155 or AP156 or APLE0 or AP161 AP150
Type Object Task Description Rule Avail FC Prediction Type Object Task Description Rule Avail FC Prediction
EXpe N d |tu re |SS U eS CO nfl ICtS TKN  AP160 APProcessing Payment Tape GRANTED A,CD,IJ,M,N,PRSV ALL ACCESS, TKN AP150 APAnalysis Cash Requirements GRANTED A,C,D,IJ,M,N,PRSV ALL ACCESS,

Creation

with Initiate Checks for Policy: 153 % o o o o

Description: Investigate Discrepancies or Issues - Expenditure conflicts with Initiate Checks for Expenditure. If one individual has responsibility for more than one of these functions, that individual could

- misap atc a e S
Expe n d Itu re . = nitiate Checks for Expenditures:

AP150
diction ' Rule Avail FC Prediction

APProcessing Payment I3 ALL ACCESS, i APANnalysis  Cash Requirements GRANTED A,C,D,ILJLM,N,PRSV ALL ACCESS,
Creation :

TKN APProcessing  Basic Invoice  GRANTED  +,-,A,C,D,I,K,M,N,0,PSTV  ALL ACCESS, APAnalysis
TKN APProcessing Taxed Invoice  GRANTED +,-A,C,D,ILK,LLM,N,O,PSTV ALL ACCESS, F'!.DlE' | TElSk
TKN APProcessing Detail Invoice GRANTED +,-,A,C,D,I,K,L,M,N,O,PTV ALL _ACCESS,

TKN APProcessing  Invoice GRANTED  +,-,G,I,N,P ALL_ACCESS, Task | Form

Maintenance Task | All Objects
TKN APProcessing Invoice GRANTED A,C,D,E,ILN,P.R ALL ACCESS,




I( I n S e : for Infor/Lawson Software

WHEN EXPERIENCE MATTERS SOD RiSk Analysis

l¢ Kinsey LS Reporting % / ¢ Kinsey Advanced SODFR- X

T h e R iS k A n a IyS iS G ri d <« C | @ 192.168.100.136:9090/AdvancedSODReporting/?SERVERID=LSF_PROD&DDLDATE=60&PROFILE=APS

i Apps I( Kinsey Portal

COm blneS the SOD VIO|atIOn Priority: | 5 star v | Category: | All v I

- Security allows violation, but user has not actually done it - Violated 1 group in policy - Violated all groups in policy

report with actual user 17 15:32

User ID 8 - 11 12 13 14 15 16 24 25 26 27 28 29 31 32 152 153 155

activity to highlight the e
policies with the highest fnelson

degree of risk. Probers O
mnitka

schristian

cbrise

smiller

wsuez

Example: Payables (153);

Investigate Discrepancies or
Expenditure issues conflicts User ‘s Security violates the SOD Policy and at least 1 policy group has activity.

User ‘s Security violates the SOD Policy however the there is no form activity pertaining to the rule.

with Initiate Checks for B ousers Security violates the SOD Policy and both policy groups have activity.
Expenditure.

Copyright (c) 2017




lcinsey

WHEN EXPERIENCE MATTERS

By drilling on a specific

violation you can view the

I( Kinsey LS Reporting

X I¢ Kinsey Advanced SODR- X

6

i Apps I( Kinsey Portal

lkinsey

User’s security settings and a
policy access grid.

Drill to Security Reporting

B ~emy oo repremny

C ©® 132162100135

L&

= agps I Knsey Porad

I(Insey Task - Form
server: LSF_PROD | Profile: APS

Expand Groups Collapse Groups Clear Filters

Drag a column and drop it here to group by that column

Y Form
AP20.6
AP181
AP30.4
AP22.2
AP198
AP176
AP52.7
AP30.3
AP51.3
AP199
AP00.2
AP55.6
AP30.6
AP00.1

Task Y | Task Description
APProcessing Accounts Payable Pr...
APProcessing Accounts Payable Pr...
APProcessing Accounts Payable Pr...
APProcessing Accounts Payable Pr...
APProcessing Accounts Payable Pr...
APProcessing Accounts Payable Pr...
APProcessing Accounts Payable Pr...
APProcessing Accounts Payable Pr...
APProcessing Accounts Payable Pr...
APProcessing Accounts Payable Pr...
APProcessing Accounts Payable Pr...
APProcessing Accounts Payable Pr...
APProcessing Accounts Payable Pr...

APProcessing Accounts Payable Pr...

Y Form Description

Prepayment

Bill of Exchange Stat...

Invoice Cancel
Asset Management

Invoice Data Archival

Match Discount Acc...

Invoice Filter
Payment Schedule ...

Address Change Int...

Vendor Balance Yea...

Vendor Group User ...

Selection Criteria
Recurring

Vendor Group

Coanuricht () 2017

C | @ 192.168.100.136:9090/AdvancedSODReporting/?SERVERID=LSF_PROD&DDLDATE=60&PROFILE=APS

™ Y/ users
# 31 2 users
# 32 1 users
#4152 4 users
#4153 4 users

(AP151 or AP155 or AP156 or AP160 or AP161 or AP20.1 or AP20.2 or

B 0 emedian
EE SoD Remediation

AP20.3 or AP30.1 or AP52.1) and (AP150)
bthomas - Thomas, Bill

cbrise - Brise, Charlie

lawson - Lawson, Lawson

Investigate Discrepancies or Issues - Expenditure

FinSup APProcessing AP160

pd=lul - lHlA

Available FC
A,C,D,N,P
A,CD,,J,M,N,PRSV
+,-,C,LN,P

Cl
A,C,D,,J,M,N,PR,SV
AC,D,IL,M,NPRSV
I

+,-,C,LN,PS
A,CD,LN,P
A,C,D,LJL,M,N,PR,SV
A,CINP

ACI

€

A,C,D,,N,P

Y Rule
'ALL_ACCESS'
'ALL_ACCESS'
'ALL_ACCESS'
'ALL_ACCESS'
'ALL_ACCESS'
'ALL_ACCESS'
'ALL_ACCESS'
'ALL_ACCESS'
'ALL_ACCESS'
'ALL_ACCESS'
'NO_ACCESS'
'ALL_ACCESS'
'ALL_ACCESS'
'NO_ACCESS'

Show S

escription

ayment Tape
reation

AP20.1 Basic Invoice
AP20.2 Taxed Invoice
AP20.3 Detail Invoice

AP30.1 Invoice
Maintenance

AP52.1 Invoice Interface
1ecks for Expenditures
lask
APAnalysis

Object Description
AP150 Cash Requirements

) - Christian, Sammy

Rule

Hits

'‘ALL_ACCESS' 0

'‘ALL_ACCE
'‘ALL_ACCESS'

'‘ALL_ACCESS' 0
'‘ALL_ACCESS' 0

'‘ALL_ACCESS' 0

Rule
'ALL_ACCESS'

Hits
1

Production - LS35ERVER ¥

Policy: 153

User ID
Thomas, Bill

Brise, Charlie

P156 ' AP160 |AP161

bthomas
cbrise
lawson Lawson, Lawson

schristian Christian, Sammy

x k Lamson Securty 9 Rep

Drag a column and drop it here to group by that column
Y Full Name Y Form Y Form Description
AP20.1
AP20.1

User

lawson Lawson, Lawson Basic Invoice C

lawson Lawson, Lawson Basic Invoice C

Drill to User Activity

Convricht () 2017

CURPYIIRINIL L) LVL

Y Function Y Date/Time
1/11/2017 10:20 AM
1/11/2017 10:20 AM

Last60days ¥

AP20.1 | AP20.2

pd <ol |HlAal?]c

- X

% 0
COther bookmarks

a2

Data Last Updated: 1/27/17 15:32
o
S AN

AP150

* APS

AP20.3 |AP30.1 AP52.1

- S

Qs O

Show Search Criteria

Y Keyl

118
118




Continuous Monitoring

I( I n S e : for Infor/Lawson Software

WHEN EXPERIENCE MATTERS

Product Demo




Continuous Monitoring

I( I n S ey : for Infor/Lawson Software

WHEN EXPERIENCE MATTERS CO Im p I | me ntary SO I Utl ons

Transaction Auditing

\ 4

I

* Audit e 200+ Prebuilt Policies * Audit all object changes
* Security Tuning * Violation Reports  Email Notifications
 Unauthorized Access  Email Notifications

* Selectively audit over
6500 Lawson Forms

Landmark Reporting

User Risk Analysis Grid Build What-if scenarios
Role * Security Modeling for Users, Roles, Forms
Security Class

Usage Comparison

 Actor

* Role

e Security Class

e Lawson LPL Detall
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Installation

Remote installation services take

Security Consulting

between 1 and 3 days depending on Our team of security consultants have

the product selected. After testing most assisted over 60 Lawson clients build

customers are fully operational within 2

and maintain Lawson Security.

weeks.

Training

Training is also done remotely using

' ' Kinsey certified Lawson consultants. . '

Training takes anywhere from 1 to 3

days depending on the applicaitions
selected.
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Thank you for attending!

We hope you found it helpful!




