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Security Reporting

Provides detailed analysis of both Lawson S3 and Landmark security including all assignments
for Users, Actors, Roles, Security Classes, Tokens, Rules, Attributes, Business Classes,
Executables and Modules.

Security Modeling & Utillities

Create ‘what-if’ scenarios within your S3 security model without changing any security settings
and report back on what users are affected.

Security Auditing

Our security audit report enables you to monitor all changes to your S3 security model including
the before and after values of any specific setting.
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Segregation of Duties (SoD)

SoD reports validate that the correct checks and balances have been implemented within the
security model to avoid potential fraudulent activity.

Activity Monitor

Provides insight and control over your Lawson S3 applications by monitoring user activity. Use
this information to validate your Lawson security settings, verify user licensing, monitor sensitive
user activity, measure peak usage times or monitor software usage patterns.

SoD Conflict Remediation

Our SoD Remediation tools provide further insight into SoD violations by uniguely identifying
conflicts through actual user activity.
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Transaction Auditing

Transaction Auditing extends Activity Monitor by digging deeper into user field level activity for
the Lawson S3 applications. TA looks at all metadata to see what fields were viewed, added,

changed or deleted and the corresponding values.
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Objective 1 — Expedite the Audit Review Process

Compliance Dashboard for Infor-Lawson

Security Analyzer
Lawson Security Reports

Landmark Security Reports
Historical Change Reports

Security Audit Reports

Objectives

1.

kWD

Expedite the Audit Review Process

ldentify and Resolve Segregation of Duties Conflicts
Minimize User Provisioning Errors

Monitor Sensitive Activity

Maintain a Compliant Security Model
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ARSuper PDrta‘I]BDc:-kmarkAdminHDIe O S e r O rm u e S
ACAssetManager ACAccountant ARSuper
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PortalBookmarkAdminRole AllAccessRole AllAccessRole APSuper GLAccountant AllAccessRole
2 | (no description) FinSup HRDirector HRDirector HRDirector PortalBookmarkAdminRole APSuper .
- s o User Field Rules
Sys
i ot rami el i s e S o ma | o User Program Rules
5 AC AC00.1  Activity Group ACDLN,P I,N,P +-,1,N,P +-I,N,P +-I,N,P NO ACCESS MNO ACCESS
+| 14 |AC ACD0.2 Calendar ACDLN,P ALL ACCESS +-,1,N,P +-I,N,P ALL_ACCESS NO ACCESS NO ACCESS O : O r m C O n d Iti O n S
+| 23 |AC AC00.2  Activity Group Purge Status CINP ALL ACCESS MNO ACCESS NO ACCESS | NO ACCESS NO ACCESS
+| 27 |AC ACD1.1  Mass Activity Copy +-ACDFIMN,BRUNVZALL ACCESS MNO ACCESS NO ACCESS NO ACCESS NO ACCESS NO ACCESS _— -
+| 29 |AC ACD1.2 Additional Parameters NO FC ALL ACCESS MNO ACCESS NO ACCESS NO ACCESS NO ACCESS NO ACCESS O . I e I d C O n d Itl O n S
+| 31 |AC ACD1.3  Inquire Filter NO FC ALL ACCESS MNO ACCESS NO ACCESS NO ACCESS NO ACCESS NO ACCESS
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+ 78 |AC ACO3.6 Eguipment Assignment +-A,CLN,P ALL_ACCESS +-I,N,P +-I,N,P +-I,N,P NO ACCESS NO ACCESS
+ 85 |AC AC03.7 Role Assignment +-A,C,D,LN,P ALL_ACCESS +-I,N,P +-I,N,P +-I,N,P NO ACCESS NO ACCESS
+| 92 |AC ACD3.8 Roles +-8,C1l ALL ACCESS +-,1,N,P +-I,N,P +-I,N,P NO ACCESS MNO ACCESS P u rp O S e
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The Security Analyzer allows you to create custom reports for just the users you need to see. Then

easlily review the least restrictive access assigned to each form, table, program or field by user.

Expedite the Audit Review Process
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4] 132 AC ACO4 ALL ACCESS NO ACCESS NO ACCESS NO ACCESS NO ACCE +| 28 PO PO0O4.1 BGP-DESCRIPTION ALL ACCESS v ACCESS NO ACCESS NO ACCESS NO ACCESS
+ 17 AC ACOS ALL ACCESS NO ACCESS NO ACCESS NO ACCESS NQO ACCE +| 30 PO PO04.1 BUY-ACTIVE-STATUS ALL_ACCESS NO Al { ACCESS NO ACCESS NO ACCESS NO ACCESS
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+ |71 AC AC23 ALL_ACCESS NO ACCESS NO ACCESS NO ACCESS NO ACCE Ready | &= | | M o130% (=——0—(+)
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2

Users Roles Security Classes
Displays all User-Object security Displays all Role-Object security Displays all Security Class (Task)-
assignments. assignments Object security assignments.

& [

Objects Historical Save, Export, Emall
Displays all assignments for Automatically creates historical Save, Print, Export or Email your
Structures, Groups, Tables, copies of LS for reporting and custom reports at anytime.

Attributes, and Fields, comparison purposes

Expedite the Audit Review Process
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Listener
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Report Features

13 User gueries

8 Role queries

10 Task queries
Statistics & Metadata
Listener Activity
Orphaned Objects
Historical Comparisons
Profile Comparisons
Multiple Environments

©c O O O O O O O O

Purpose

0 Security Administration
0 Security Oversight
o Activity Monitoring

Expedite the Audit Review Process
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Security data Is pulled nightly or on demand from your LDAP server and stored in SQL tables

for easy access.

/ Lawson Security 9 Reporting - Role - Task - Form - Internet Explorer _[O] =] .
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ACAccountant ACAnalysis Activity N Server: LSF_PROD | Profile: APS Hide Search Criteria y q y
ACAccountant ACAnalysis Activity N giaid Selection O P rl ﬂt tO P D F O r rl nte r
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S TETUTE S ATEIES ST CustomerRole Y ApplicantRaole O E m al | S C h e d u | e d re p O rtS
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ACAccountant ACAnalysis Activity N EntryClerk
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. o FinSup Contains
ACAccountant ACAnalysis Activity
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ACAccountant ACAnalysis Activity N GLSuper v Add> < Remove
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ACAccountant ACAnalysis Activity N S P
ACAccountant ACAnalysis Activity N
. .. Form JAll
ACAccountant ACAnalysis Activity
ACAccountant ACAnalysis Activity N [] Run a historical comparison
ACAccountant ACAnalysis Activity N
ACAccountant ACAnalysis Activity A~ Run Report vi o
4 +135% - A'P Vv
Copyright (c) 2015
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e g - Role - Task - Form - Internet Explorer M= .
@ = |@ http: ffesbussrv:9090/KK_LSSReportingPortal ffilters. htm?SERVERID=L5F_PRODE O j @ = Kinsey LS Reporting | (22 Lawson Security 9 Reporting... [- AT R e p O rt O ptl O n S
lkinsey .. v o SHOBRCNEE-
Server: LSF_PROD | Profile: APS Show Search Criteria Ob t F It
Expand Groups Collapse Groups Clear Filters Show/Hide Columns 52 records * O . eC I e rS
Drag a column and drop it here to group by that column O CO u m n SO rt
= T Role (C) T Task (C) T Task Description (C) T Form (C) 7 | Form Description (C) T Available FC (C) T Rule (C) T Available FC (H) T Rule (H) - .
CHG FinSup AMSetup Asset Management S... AMOO.1 Book ACD,ILN,P 'A,C,IN,P' AC,D,IN,P 'ALL_ACCESS' [ ] O CO u m n G ro u pl n g
CHG ARSuper AMSetup Asset Management S... AMO00.1 Book AC,D,LN,P '"AC,ILN,P' AC,D,I,N,P 'ALL_ACCESS' .
ADD FinSup AMSetup Asset Management S... AM96.1 Asset Interface Adjustment ACD,ILN,P 'ALL_ACCESS' O D rl I aro u n d
ADD FinSup ACSetup Activity Management... AC00.2 Calendar A,C,D,I,N,P 'ALL_ACCESS' P . P D I: P .
ADD FinSup ACSetup Activity Management... AC135 Attribute Effective Date Up... ACD,ILN,P,RSV 'ALL_ACCESS' O rl nt to Or rl nter
ADD FinSup ACSetup Activity Management... AC10.2 Location Assignment AC,D,LN,P 'ALL_ACCESS' O EXpO rt tO M S EXCel
ADD FinSup ACSetup Activity Management... AC10.4 Location A,C,D,I,N,P 'ALL_ACCESS'
ADD FinSup ACSetup Activity Management... AC00.1 Activity Group A,C,D,I,N,P 'I,N,P' O CO m pare to H IStO rl Cal
ADD FinSup ACSetup Activity Management... AC210 Activity Listing ACD,ILN,P,RSV 'ALL_ACCESS'
ADD FinSup ACSetup Activity Management... AC200 Activity Group Listing AC,D,ILN,P,R,SV 'ALL_ACCESS' -
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ADD FinSup ACSetup Activity Management... AC228 Activity Group Relationship... A,C,D,I,N,P,R,S,V 'ALL_ACCESS'
ADD FinSup ACSetup Activity Management... AC105 Assignment Copy ACD,ILN,P,RSV 'ALL_ACCESS'
ADD FinSup ACSetup Activity Management... AC202 Status Listing AC,D,ILN,P,R,SV 'ALL_ACCESS' P u rp OS e
ADD FinSup ACSetup Activity Management... AC500 Activity Interface A,C,D,I,N,P,R,5V 'ALL_ACCESS'
ADD FinSup ACSetup Activity Management... AC204 GL Code Listing AC,D,ILN,P,R,SV 'ALL_ACCESS'
ADD FinSup ACSetup Activity Management... AC213 Activity Attribute Listing ACD,ILN,P,RSV 'ALL_ACCESS' O Secu rlty ReVI eW
ADD FinSup ACSetup Activity Management... AC208 Structure Listing AC,D,ILN,P,R,SV 'ALL_ACCESS'
ADD FinSup ACSetup Activity Management... AC510 Attribute Interface ACD,ILN,P,RSV 'ALL_ACCESS'
ADD FinSup ACSetup Activity Management... AC90.2 Actual, Commitment, Budget +,-,B,F, T
ADD FinSup ACSetup Activity Management... AC90.1 Activity Analysis | 'ALL_ACCESS'
ADD FinSup ACSetup Activity Management... AC207 Account Assignment Listing AC,D,ILN,P,R,SV 'ALL_ACCESS'
ADD FinSup ACSetup Activity Management... AC206 Account Category Override... A,C,D,I,N,P,R,5,V "ALL_ACCESS' -
: [ Copyright (c) 2015 ] : v
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Our historical reports will compare your current security settings to a historical point in time referencing what

has been changed. You can also generate security reports from the historical tables.

Expedite the Audit Review Process
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Compliance Dashboard for Infor-Lawson

2

Actors

Displays all Actor-Object security
assignments.

v

Objects

Displays all assignments for
Business Classes, Data Areas,
Fields, Modules, and WebApps.

Roles

Displays all Role-Object security
assignments

Historical

Automatically creates historical
copies of Landmark Security for
reporting and comparison
purposes

&

Security Classes

Displays all Security Class (Task)-
Object security assignments.

(»

Save, Export, Email

Save, Print, Export or Email your
custom reports at anytime.

Expedite the Audit Review Process




ecee Security Reports - Landmark ©
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£ Kinsey Landmark Reporting - Internet Explorer R e p O rt F e at u re S

G"\v |k http: /fesbussry:9090/KK_| MReportingPortal /7SERVERID=L5F_PRODEPROFILE =L TMDEY 0 j 0% 5 ¢ to3

k¢ Kinsey Landmark Reporting x[-

File Edit View Favorites Tools Help

|
I(Inseym @ Security Reporting Production - LSESER‘U’ER LTMDEV n

Data Last Updated: 6/21/16 10:06
EActnrs Roles E Security Classes

9 Actor queries
6 Role gqueries
5 Security Class queries

Actor - All Objects Role - Security Class Security Class - All Objects .
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Actor - Role - Security Class Role - Security Class - BusinessClass Security Class - Executable . .

Actor - Role - Security Class - BusinessClass Role - Security Class - Executable Security Class - Module VI eW al I p rOfI IeS
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Actor Attribute Settings

Actors without Roles

©C O O O O O O

Historical Comparisons

Purpose

0 Security Administration
0 Security Oversight

Copyright (c) 2016

Expedite the Audit Review Process




esee Security Reports - Landmark

k Kinsey Landmark Reporting k Lawson Security 9 Reporting

&« = C & |[3 esbussrv:9090/KK_LMReportingPortal/filters.htm?SERVERID=LSF_TEST&PROFILE=LTMGLD&ID=176
kAd'u'ilte SO0 Reporting

Report Options

iiE Apps k Kinsey Portal ﬂ MSM.com & * Dan’s kinsey.com T... (O other bockmarks

4|

Copyright (c) 2015

4

I(Inseym Actor - Role - Security Class 6 E @) Ob‘.eCt Filters

Server: LSF_TEST | Product Line: LTMGLD Show Search Criteria O CO umn Sort

Expand Groups Collapse Groups Clear Filters Show/Hide Columns 16,711 records o Column Grou | N

Actor A-XHRGIE x‘ . p g

‘ ‘Actnr « Y | Full Name Y H Role Y| Security Class Y | Security Class Description - O Drl I arou nd
w Actor: alawson (5) ‘—‘ 0O Save any q uery
» Role: Candidate ST (16) -
* Role: SecurityAdministrator_ST (13) O Prl nt tO P D F or prl nter
alawson Lawson, Alice SecurityAdministrator... ProductLineAuditLogAccess ST
alawson Lawson, Alice Securi:AdministratDr... Cﬁnﬁgﬂdminﬁ\ccesfST i O Export tO M S Excel
alawson Lawson, Alice SecurityAdministrator... BasicProductlLineAccess ST 0O Emall SChed U Ied re pOrtS
alawson Lawson, Alice SecurityAdministrator... DataAreaAdminAccess ST
alawson Lawson, Alice SecurityAdministrator... SecurityConfigAccess ST
alawson Lawson, Alice SecurityAdministrator... DataAreaAuthorAdminAccess ST
alawson Lawson, Alice SecurityAdministrator... ScheduledActionsAccess_ST
alawson Lawson, Alice SecurityAdministrator... UserAttributeForDataAreaAccess ST
alawson Lawson, Alice SecurityAdministrator... ProductLineBasicAccess ST
alawson Lawson, Alice SecurityAdministrator... ActorlnquiryAccess ST
alawson Lawson, Alice SecurityAdministrator... DataMenuAccess ST
alawson Lawson, Alice SecurityAdministrator... AgentMgmtAccess ST
alawson Lawson, Alice SecurityAdministrator... LTMAuditLogAccess ST Grants access to all audit views (i.e. View...
* Role: Admin_ST (29)

alawson Lawson, Alice Admin_ST MobileAdministrationWebAppAccess ST This security class grants access to mobil... ¥

Security data is pulled nightly or on demand from your Landmark server and stored in SQL
tables for easy access.

Expedite the Audit Review Process
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Compliance Dashboard for Infor-Lawson

/~ Kinsey Security Auditing - Internet Explorer
G@ - I@ http://esbussrv:3090/L59_Auditing/?SERVERID=LSF_PROD&_s=08&_ng=18GQUE O j (2 Kinsey Security Auditing x |_-
I( I n seym ﬂ Security Auditing
<advanced search> Advanced search I Production Server Results per page: I 25 O bJ e Ct C h an g eS C u S t O m Q u e r I eS
Action Date/Time User Affects Profile Role Security Class Type Object Previous Rule Current Rule Au d It any C h a-n g e to C re ate an d S ave
Favorites < More than 1000 transactions found...please narrow search. . . . .
(Fa_m”p Reports #s A-Add  3/30/201510:27 AM lawson - APS - ACAnalysis 10 TKN AC32.1 . 'LN,P, 4, -] ~ any o b J ect in th e custom q ueries usin g
Inance
All Changes this week #s A-Add  3/30/201510:27 AM lawson - APS - ACAnalysis 10 TKN  AC32.2 - NP4 ] secu nty model and the advance search
E_mpl Master Changes #s A-Add  3/30/201510:27 AM lawson - APS - ACAnalysis IO TKN AC32.3 - 'IN,P,+,-' H . . . .
Finance Users view the before and and filtering options.
Hr11 changes this week #s A-Add 3/30/2015 10:27 AM lawson - APS - ACAnalysis 10 RPT AC210 - - H
User Role Changes #s A-Add 3/30/2015 10:27 AM lawson - APS - ACAnalysis 10 TKN AC34.1 - 'LN,P,+,-' E after Va'l Ues.
Shared Reports #s A-Add  3/30/201510:27 AM lawson - APS - ACAnalysis [0 RPT AC213 - - H
All HR11 Changes
AP10.1 Changes #s A-Add  3/30/201510:27 AM lawson - APS - ACAnalysis IO PDL PDLS SLIVE - - E ) ) ) o ]
BN Changes #s A-Add  3/30/201510:27 AM lawson - APS - ACAnalysis [0 RPT AC410 - - H H I S t O r I C al A u d I tS N Ot I f I C at I O n S
Change made by Lawson
HR11 Sec Change YTD * A - Add 3’30!2015 10:27 AM lawson - APS - ACAnalysis 10 RPT AC217 - - H Generate reports based Print’ export Or email
Made by Lawson #s A-Add  3/30/201510:27 AM lawson - APS - ACAnalysis 10 RPT AC218 - - H . o )
Weekly changes _ On ObJeCt nameS, USer SChedU|ed nOtlflcatlonS
3‘ A - Add 3/30/2015 10:27 AM lawson - APS - ACAnalysis 10 RPT AC412 - - E
C:jgagj ) #s A-Add  3/30/201510:27 AM lawson - APS - ACAnalysis [0 TKN AC36.1 - 'LN,P,+,-' H Names or d ate Fan geS f()r any Saved repOrt_
This Week #s A-Add  3/30/201510:27 AM lawson - APS - ACAnalysis 10 TKN AC36.2 - 'IN,P,+,-' H " "
e to find just the data you
#s A-Add 3/30/2015 10:27 AM lawson - APS - ACAnalysis 10 RPT AC220 - - H d
s A-Add  3/30/201510:27 AM lawson - APS - ACAnalysis|0 TBL GLMASTER - " H neea.
j‘ A - Add 3/30/2015 10:27 AM lawson - APS - ACAnalysis IO RPT AC223 - - H o
& .:h A - Add 2/an/72015 1027 AM  |lawienn - aApS - Ardnalecic 1N RPT ACIIG - - m n
H155% v

Expedite the Audit Review Process




esee ODjective 2 — Identify and Resolve SoD Conflicts

Compliance Dashboard for Infor-Lawson

SoD Policy Library
SoD Reports

SoD Remediation

Objectives

1.

kW

Expedite the Audit Review Process

ldentify and Resolve Segregation of Duties Conflicts
Minimize User Provisioning Errors

Monitor Sensitive Activity

Maintain a Compliant Security Model




Segregation of Duties

Compliance Dashboard for Infor-Lawson

v 240 Delivered Policies

With our delivered policies covering Asset Management, Cash Management, Closing Procedures,
Inventory Control, Order Processing, Payables Management, Receivables Management, and Payroll
you will receive immediate benefits from the SoD reports. You can also define your own policies using

the SoD admin screen,

v Over 2,200 Predefined Rules

Our Lawson application consultants have defined over 2,200 rules that are used to validate that your
security conforms to the 240 SoD delivered policies. You have full flexibility over adding or changing any

of the rules.

v Automatic Email Notifications

Once you have defined a report simply add it to our schedule so you can be notified when a security
change causes an SoD violation.

The Segregation of Duties application is designed to ensure that you have the proper checks
and balances built in your security model to prevent fraudulent activity. With the added

flexibility of our ad-hoc reporting you can create, save, and email critical reports as needed.

ldentify and Resolve SoD Conflicts




esee Segregation of Duties

= - Internet Explorer _ O x|
G@ = Ik http: //esbussry: 9090/ }jj k Kinsey LS Reparting | k Kinsey Portal x |_- m ﬁ {@}

| File Edit View Favorites Tools Help

I(Insey Logged in as: admin

Transaction Auditing ‘ Activity Monitor ‘ LAUA Reporting LS Reporting Landmark SoD Reporting Analytics Administration

Chart by Category
Based on Policies Star Ratings
: HEN

Reflects User Conflicts H -

H B
SoD Report Advanced SoD
Production LS Production LAUA Test/Development LS Test/Development LAUA
Production - LAUA SoD Violations by Policy Category
Asset Management Cash Management Closing Inventory Order Entry

A

H €

Payables Payroll

»

P €

Copyright Kinsey 2015
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ldentify and Resolve SoD Conflicts




esee Segregation of Duties

Compliance Dashboard for Infor-Lawson

8 Predefined Categories

Library includes 240 Policies

2,200+ Rules

Policy Ratings

Create New Categories

Create New Policies

Create New Rules

Modify any Existing Policies

Define rules by Form, Role, Security Class or Field

£ Kinsey Portal - Internet Explorer

G@v Ik http:/fesbussrv: 2090/

klﬁ'lseyPn'H

PEl] o 75 =

lKinsey

Transaction Auditing ‘ Activity Monitor ‘ LAUA Reporting

Overview
Lawson 105 Controls
Configuration

Scheduled Tasks

‘ ASSET MANAGEMENT | CASH MANAGEMENT

LS Reporting

CLOSING

Logged in as: admin

Landmark SoD Reporting Analytics Administration

50D Policy Report
INVENTORY MIN ORDER ENTRY PAYABLES PAYROLL RECEIVABLES

Add New Policy

Transaction Audit Rules 1

Reporting Groups
S0D Policies
Scheduled Reports
User Administration
Problematic Forms
Metadata Editor
Manage Restrictions

View Error Log

ID Enabled Importance Title/Comment
Ty Initiate Disposal of Fixed Assets conflicts with Reconcile Fixed Assets Subsidiary Ledger to General Ledger. One person should not have responsibility — »~
over both the access to assets and the responsibility for maintaining the accountability for such assets. (10-11) WV
2 WD Investigate Discrepancies or Issues - Fixed Assets conflicts with Initiate Disposal of Fixed Assets. If one individual has responsibility for more than one of A |§|
these functions, that individual could misappropriate assets and conceal the misappropriation. (13-10) v
Investigate Discrepancies or Issues - Fixed Assets (OR) Initiate Disposal of Fixed Assets (0R)
¥ AM250 - Inventory Works... (TKN) P AM145 - Mass Disposals  (TKN)
AND AND  ADD NEW GROUP
¥ AM252 - Inventory Comp... {TKN} P AMA40.1 - Disposals (TKN)
+ | + |
3 A QA A Sk ks Initiate Disposal of Fixed Assets conflicts with Edit Fixed Asset Master File. If one individual has responsibility for more than one of these functions, that (]
individual could misappropriate assets and conceal the misappropriation. (10-14) WV
Initiate Disposal of Fixed Assets (oR) Edit Fixed Asset Master File [or)
¥ AMAD.1 - Disposals [TKN) » AM20.2 - Additions and A... [TKN)
V¢ AM145 - Mass Disposals (TN} ¢ AM20.3 - ltems (TKN)
AND AND ADD NEW GROUP
+ I ¢ AM20.4 - Books (TKN}
K AM20.1 - Quick Addition  (TKN)
+ I
4 'E:? i:{ ‘I:L:' E’k E:E Investigate Discrepancies or Issues - Fixed Assets conflicts with Reconcile Fixed Assets Subsidiary Ledger to General Ledger . If one individual has P
responsibility for more than one of these functions, that individual could misappropriate assets and conceal the misappropriation. (13-11) WV
5 W Reconcile Fixed Assets Subsidiary Ledger to General Ledger conflicts with Edit Fixed Asset Master File. If one individual has responsibility for mare than ~
one of these functions, that individual could misappropriate assets and conceal the misappropriation. (11-14) WV v
W
- e A AL A A e A e ota M o e . ma T, o e v . =

Copyright Kinsey 2016
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ldentify and Resolve SoD Conflicts




esee Segregation of Duties

ICtS
ICtS

User / Policy Conf

Policy / User Conf

Composite Roles / Policy Conflicts
Role / Policy Conflicts

Differences Report

Activity Conf
Microsoft Excel Ex

ICtS
nort

Unlimited Saved Reports
Scheduled Email Notifications

Drill Directly to Security Reports

[ a Kinsey Segregation of Duties - Internet Explorer

@ w [ l¢ nttp:/jesbussrv:3090/50D_Report/?SERVERID=LSF_PROD

k Kinsey Segregation of Duties 0 |_-

PEll*] o 35 i

| File Edit View Favorites Tools Help

I(Inseyﬂ H Segregation of Duties

Reports
@ User-Policy (302.6 KB)

@ Policy-User (301.2 KB)

® Role Group-Policy (306.1 KB)
@ Differences (199.9 KB)

Bl Excel (13.8KB)

4 AllLS Reports (328.8 KB)

B SoD-Listener Violations

“~ kinsey

(v) ASSET MANAGEMENT

Policy: 001 -ﬁ. 'I.J:? 52? ﬁ -s"z

such assets, (10-11)

@ Security Violations for User: Helen Roberts (hroberts)

Segregation of Duties Report (AM)
Production - LS3SERVER - Profile: APS

User - Policy

El=lal?]c

| Production - LS3SERVER [M]

Data as of: Thu Jul 07 09:34:33 CDT 2016 A

Display All Conditional Logic

Expand aAll

Description: Initiate Disposal of Fixed Assets canflicts with Reconcile Fixed Assets Subsidiary Ledger to General Ledger. One persan should not have responsibility over both the accass to assets and the responsibility for maintaining the accountability for

Group 1. Group 2:
Eavorites AM145 or AM40.1 or AMA1.1 or daved 1.1 or GL120 AM270 or GL45.1
ACAccountant Type Object Task Description Rule Avail FC Prediction Type Object Task Description Rule Avail FC Prediction
AM TKN  AMI145 ACCapitalization Mass Disposals GRANTED ACDLIMN,PRSNY  ALL ACCESS, TKN  GL43.1 Controller Journal Control  GRANTED  +,-B,C,Fl ALL ACCESS,
AP TEMN  AM40.1 AMProcessing Disposals GRANTED A,D,LN,P,G,R Al F55 GRANTED  +-BCFRI ALL ACCESS,
Asset Management TEMN  AM41.1 AMProcessing Reinstate Disposed Assets GRANTED  A,D,LN,B.R ALL ACCESS, GLProcessing GRANTED +,-B,CFl ALL ACCESS,

BR expert Policy: 003 -ﬁu 'I.J:? 52? ?k ﬁ
Cash Description: Initiate Disposal of Fixed Assets conflicts with Edit Fixed Asset Master File. If one individual has responsibility for more than one of these functions, that individual could misappropriate assets and conceal the misappropriation. {10-14)
Cash Mgmt Group 1: Group 2:
Closing ° AM145 OrJ-QM-!ID.l - : - AMZ20.1 0er|\-‘120.2 or AM20.3 or AM20.4 - . -
Type Object  Task Description Rule Avail FC Prediction Type Object Task Description Rule Avail FC Prediction
Financal policies TKN AM145 ACCapitalization Mass Disposals GRANTED  A,C,D,LLM,N,P,R,SV ALL ACCESS, TKN AM20.1 ACCapitalization Quick Addition GRANTED A ALL_ACCESS,
Hstener Violations TKN  AM40.1 AMProcessing  Disposals GRANTED A,D,IN,P,Q.R Al AMAnalysis GRANTED AF ALL_ACCESS,
Payroll SOD Report AMProcessing GRANTED AF ALL_ACCESS,
TKN  AM20.2  ACCapitalization Additions and Adjustments GRANTED A,C,D,LN,P,RS ALl ACCESS,
AMAnalysis GRANTED A CDLNP.RS  ALL ACCESS,
AMProcessing GRANTED A,C,D,LN.P.RS ALl ACCESS,
TKN  AM20.3 ACCapitalization ltems GRANTED +-ACFILNFR ALL ACCESS,
AMAnalysis GRANTED +-ACFLNPR ALl ACCESS,
AMProcessing GRANTED  +-ACFILNFR ALl ACCESS,
TKN  AMZ0.4 ACCapitalization Books GRAMNTED +,-A,CIN,PR ALl _ACCESS,
AMAnalysis GRANTED +-ACILNPR ALl ACCESS,
AMProcessing GRANTED  +,-A,CIN,P,R ALL_ACCESS,

Vv Policy: 006 ﬁ ﬁ ﬁ -;:;,- ?:‘;"

Description: Initiate Purchase of Fixed Assets conflicts with Initiate Disposal of Fixed Assets, One person should not have responsibility over both the access to assets and the responsibility for maintaining the accountakility for such assets (07-10)

< > 4 Group 1:

Group 2:

H10% - g
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Compliance Dashboard for Infor-Lawson

Kinsey Advance D Repumg - Intn et Expre : s LJ I: e at u re S
I(Insey AdvancedSD[}Repurting Production - L53SERVER[M] | | PHS v nn O User VIO athn
Data Last Updated: 9/17/15 10:05 = =
" o User Violation 1 Group

— 0 (W CHIC : o User Violation >1 Group
= [] H B "Bl
p—rte ] | B B N
- [] | O O | ] " BEEEE_ BN _ B _BE=EE_BE=RE BE=RE EE=
— [] W | [ W | [
o— L] H N B N
——— ] H| B W B ] "HEECEE_ BN B BE=EE BE=RE BEERE EE=
| —— ] | B Bl
= ] | B B N

] | B N | B
— ‘B BE BE BE BE BE BE BE BE B R BE BE B BE BE BE EEE BEERE B BE BE_ Purpose
R O H B N B
- O H B N B
j= 0 i B m :
b aliENEEEN BN BECEN BN BN BN BEeEN BN BN BN BECEE BN BN B 0|00/ m 0|0 0 SoD Oversight
-— [] H B W | B o
- H| N B B BN B B BN B N BN E N B B O 0 SoD Remediation
P CHEE B BE B BE BE BE B BE BE BE BE BE BE BE BE LRl O
- [] _ N _BE
J— O H | B B | B ] O
— ] B B
- ] H| B O B ] "B _EEEEEEREERE BE B BE B BE BN
- Wm0 W |0 W m .| 0 0 m e elojlglolgoldg B O
| O N NI
= A :
P ] | B O B N ] B B N 000 W O § 0O/ Wm0,
r I I I I I I I -ﬁ I I I (| I I I I I I I 1 I g
. = Security allows violation, but user has not actually done it D - Violated 1 groupin policy . - Violated all groups in policy

The Segregation of Duties User Conflict Matrix is a great tool when strategizing how to
remediate conflicts. The colors reflect the level of risk for each user policy combination.

ldentify and Resolve SoD Conflicts
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Compliance Dashboard for Infor-Lawson

/~ Kinsey Advance SOD Reporting - Internet Explorer =lolx Features

m' Ik http: ffesbussrv: 3090 /Advanced5S00DReporting /7SERVERID=L5F_PROD&PROFILE=PHS }:'j k Kinsey Advance SOD Reporting |_- @ ﬁ {@}

| File Edit View Favorites Tools Help

J o5 EAMsN [=] suggested Sites = ] Web Slice Gallery =

I(Inseym Advanced SOD Reporting Production - LSESER‘U’ERI PHS n

Displays Conflict Detalls

2 T Data Last Updated: 5/17/15 10:05 Allows ‘What-1f’ Modeling
: . - S AN
l e Amm::'::ger AMPmces;r{,::fL_ACCESS} EITEACI:ZER:; AEIL A:;!SSII-I ShOWS a.” AﬁeCted Users

Record Fixed Asset Transactions

AM Maintenance AMProcess (ALL_ACCESS) ALL_ACCESS ALL_ACCESS 0

©C O O O O O

Role Task Form Description Rule Hit ‘ “ry
AC Maintenance ACMaintenance AC160 Asset Management Interface "ALL_ACCESS' O — AMProcess (ALL_ACCESS) ALL_ACCESS ALL_ACCESS 0 <ee pS Wh at' If Log
AM Maintenance AMInquiry AM20.1 Quick Addition 'ALL_ACCESS' 0 AM Maintenance AMProcess (ALL_ACCESS) ALL_ACCESS ALL_ACCESS O
AMProcess AM115 Mass Additions 'ALL_ACCESS' 0 AM Manager AMProcess (ALL ACCESS) ALL_ACCESS ALL_ACCESS 1 D - II t U A t- -t
AM20.1 Quick Addition 'ALL_ACCESS' 0 AM Manager AMProcess (ALL_ACCESS) ALL_ACCESS ALL_ACCESS O rl O Ser C IVI y
AM20.2 Additions and Adjustments 'ALL_ACCESS' 0 — AM Maintenance AMProcess (ALL_ACCESS) ALL_ACCESS ALL_ACCESS 1 . .
AM20.3 [torms ALL_ACCESS' 0 AM Manager ~ AMProcess (ALL_ACCESS) ALL_ACCESS ALL_ACCESS O :) I I I to Secu rlty Re po I"[S
(AM20.2 Books "ALL_ACCESS 1) ! AM Manager AMProcess (ALL_ACCESS) ALL ACCESS ALL_ACCESS O
AMSetUp AM15.1 Single Invoice Interface 'ALL_ACCESS' 0 AM Manager AMProcess (ALL ACCESS) ALL ACCESS ALL ACCESS O
AMI6.1 Asset Interface Adjustment ‘ALL_ACCESS' 0 AM Manager AMProcess (ALL_ACCESS) ALL_ACCESS ALL_ACCESS 1

AMI7.1 ltem Interface Adjustment

IEIII DCCESSI D —LJ 'IHI I"Ia“a El B R 'l“" FOCESS | '-LL_‘ LC:ESS B "LL_‘ L::ESS et f bl "LL 1 L::ESS D

AM Manager AMProcess (ALL_ACCESS) ALL_ACCESS ALL_ACCESS 0

GM Admin Support GMSetUp AC160 Asset Management Interface  'ALL_ACCESS' O AM Manager  AMProcess (ALL_ACCESS) ALL_ACCESS ALL_ACCESS 0
. . . . AM Manager AMProcess (ALL ACCESS) ALL_ACCESS ALL_ACCESS O
Investigate Discrepancies or Issues - Fixed Assets -

ol S form  Deseription e i AM Maintenance AMProcess (ALL_ACCESS) ALL_ACCESS ALL_ACCESS O O C ’]ange RUIG 0] A” Ian|ry
OFinance Other Systems Inquiry AMOtherSysinquiry AM250 Inventory Worksheet 'ALL_ACCESS' 2 — AMProcess (ALL_ACCESS) ALL_ACCESS ALL_ACCESS O

AM252 Inventory Comparison ‘AL ACCESS' 0 AM Maintenance AMProcess (ALL_ACCESS) ALL ACCESS ALL_ACCESS 0 O Re move Task from Role

- ] ] 1 4g— —_— — p— —_———
AM Maintenance AMInguiry AMZ50 Inventory Worksheet ALL ACCESS 2 :::::ana =t mﬁmcess {i:::: igi::} i:: iggi:: i:: igg:gg
AM252 Inventory Comparison 'ALL_ACCESS' O anager rogess (ALL_ ) ALL_ AL Ao

AMReporting AM250 Inventory Worksheet 'ALL_ACCESS' 2 AMManager ~ AMProcess (ALL_ACCESS) ALL_ACCESS ALL ACCESS 0 @) Remove ROle from USGI’

AM Manager AMProcess (ALL_ACCESS) ALL_ACCESS ALL_ACCESS 0

el Options

AM252 Inventory Comparison "ALL_ACCESS' O
AM Manager AMProcess (ALL_ACCESS) ALL_ACCESS ALL_ACCESS O
D AM Manager AMProcess (ALL_ACCESS) ALL_ACCESS ALL_ACCESS 1
[] AM Manager  AMProcess (ALL_ACCESS) ALL_ACCESS ALL_ACCESS O
|:| AM Manager AMProcess (ALL_ACCESS) ALL_ACCESS ALL_ACCESS O -
|:| Changes
L Y

0% -
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Compliance Dashboard for Infor-Lawson

SoD Composite Role Validation

Security Profile & Environment Comparisons

Objectives

1.

ok w

Expedite the Audit Review Process

ldentify and Resolve Segregation of Duties Conflicts
Minimize User Provisioning Errors

Monitor Sensitive Activity

Maintain a Compliant Security Model




esoe S0D Composite Role Validation

= Duties - Internet Explorer

@ L4 Ik http://esbussry:3030/500_Report/?SERVERID=LSF_PROD }:‘j @ k Kinsey Segregation of Duties |_-

=] g3
) .9 €0

| Fle Edit View Favorites Tools Help

J sis EAmsn (] suggested Sites = ] Web Slice Gallery ~

Uses Standard SoD Reporting Options KINS@Y" [l seeresstoncrouses
Validates Against Selectable SoD Policies
Returns Composite Roles / Policy Conflict Report | >

Pornnrt Tarmn T 1. asan [ P + &l =

2O0OHE

| Production - LS3SERVER[M]

Select Roles

[ ]Select All Roles
ACAccountant

[] ACAssetClelrk

[] ACAssetClerk
ACAssetManager

[[] ACBRJobScheduler
ACDataEntry

[] ACExpert

[] APInquery

[] APSuper

[] ARSuper

[] AllAccessRole

[ ApplicantRole

[] AshantiTestRole

[] BRBiller

[] BRContractAdministrator
[] BRExpert

[ ] BRReportingAdministrator
[] BRRevenueAnalyst

[[] CustomerRole

)
Save Report Run Report
ORDER ENTRY PAYABLES
1 should not have responsibility over both the access to
esponsibility for more than one of these functions, that
v

W

H140% -

%

o
2 SOD Reporting - v4.5 - Thu Jul 07 09:58:49 CDT 2016 - Internet Explorer O =] est Only Select R
I |k hittp: //esbussrv: 9050/S0D_Report/tmp/LS3_975313037_sortedbyuser.htm o @ dni 5.7 o
l Kinsey Segregation of Dutes | |t 50D Reporting - v4.5 -Thu ... _
| File Edit View Favorites Tools Help
- AlE
"Role Test" performed against Roles: =
ACAccountant; ACDataEntry;
@ Security Violations for User: Role Test Expand All
(v) ASSET MANAGEMENT
Policy: -i':g
003
WL
Description: Initiate Disposal of Fixed Assets conflicts with Edit Fixed Asset Master File. If one individual has responsibility for more than one of these functions, thatindividual could misappropriate assets and conceal the misappropriation. {10-14)
Group 1: Group 2
AM145 or AM40.1 AM20.1 or AM20.2 or AM20.3 or AM20.4
Type Object Task Description Rule Avail FC Prediction Type Object Task Description Rule Avail FC Prediction
TKN  AMA40.1 AMProcessing Disposals GRANTED A,D,N,PO.R A, TKN  AM20.1 AMAnalysis Quick Addition GRANTED AF ALl ACCESS,
AMProcessing GRANTED AF All_ACCESS, PEMENT
TKN  AM20.2 AMAnalysis Additions and Adjustments GRANTED ACD|I,N,P,R,S AllL ACCESS,
AMProcessing GRANTED ACDJI,N,P.R,S ALl ACCESS,
TKN  AM20.3 AMAnalysis Items GRANTED  +-AGF,ILN,P,R  All ACCESS,
AMProcessing GRANTED +-AGFLN,P.R ALl ACCESS,
TKN  AM20.4 AMAnalysis Books GRANTED +-AGCLN,P,R ALl ACCESS, ith R ile Ei
VI econclie Fixe
AMProcessing GRANTED +-ACLN,P,R  AlL ACCESS, ..
accountability for
Policy: ﬁ
008
A Ak
Description: Initiate Purchase of Fixed Assets conflicts with Initiate Disposal of Fixed Assets. One person should not have responsibility over both the access to assets and the responsibility for maintaining the accountability for such assets (07-10) .
Assets conflicts w
Group 1: Group 2: ]
AM12.1 or AP20.1 or PO20.1 AM145 or AMA40.1 eal the misapprop
Type Object Task Description Rule Avail FC Prediction Type Object Task Description Rule Avail FC Prediction
TKN  AM121 AMProcessing Addition Template GRANTED +-ACD,IN,P All ACCESS TKN  AM40.1 AMProcessing Disposals GRANTED AD,INPQR A,
Policy: ﬁ?
o0 e e 1Y 7
Description: Initiate Purchase of Fixed Assets conflicts with Edit Fixed Asset Master File. If one individual has responsibility for more than one of these functions, thatindividual could misappropriate assets and conceal the misappropriation. (07-14
s} h f d fl h Ed d le. If dividual h o} bility f h f th f h dividual Id pprop d | th pprop ( )
Group 1: Group 2:
AM12.1 or AP20.1 or PO20.1 AM20.1 or AM20.2 or AM20.3 or AM20.4
Type Object Task Description Rule Awvail FC Prediction Type Object Task Description Rule Avail FC Prediction
TKN  AM12.1 AMProcessing Addition Template GRANTED +-ACDJIN,P ALl ACCESS, TKN  AM20.1 AMAnalysis Quick Addition GRANTED AF ALL_ACCESS,
AMProcessing GRANTED AF ALL_ACCESS,
TKN  AM20.2 AMAnalysis Additions and Adjustments GRANTED ACD/I,N,P,RS ALl _ACCESS, o
AMProce ssing GRANTED ACD/,N,P,R,S ALl ACCESS,

[R10% - 4

Minimize User Provisioning Errors




esee Profile & Environment Comparison

Compliance Dashboard for Infor-Lawson

The purpose of providing profile comparisons is to assist you with determining
why a two profiles are behaving differently.

« Compare User Role assignments between profiles

« Compare User Role assignments between servers

« Compare User Role assignments between servers & profiles
e Comparison logic extends to all LS reports

Minimize User Provisioning Errors
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Compliance Dashboard for Infor-Lawson

Activity Monitor

Transaction Auditing

Objectives

1.

a bk w

Expedite the Audit Review Process

ldentify and Resolve Segregation of Duties Conflicts
Minimize User Provisioning Errors

Monitor Sensitive Activity

Maintain a Compliant Security Model




esee ActiVity Monitor

Compliance Dashboard for Infor-Lawson

Activity Monitor is designed to provide insight and control
over your Lawson applications. Extensive metadata
analytics allow you to closely monitor how your

ap
ex
va

nlications are being used and where you may be
nosed to a security risk. You can use this information to

idate your Lawson security settings, monitor user

activity, measure peak usage times or monitor software
usage patterns. With the added capabillity of providing the
transaction record keys, Activity Monitor is an invaluable
auditing tool when guestions arise surrounding changes
made to your Lawson system.

Monitor Sensitive Activity
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@ orm Detail - Internet Explorer P [=] B3
m < [k httm:/jesbussrvis0s0/kec_LssReportingPortal fiters. htmseRvERID=L57_prot O ] | #4| | |_Kinsey LS Reporting | K Lawson security e Reporting... % ||| A An alyze
J Fle Edit | View Favorites Tools Help
<z Pl msn [S] suggested Sites 2] Web Slice Gallery -
I(Insey User - Form Detail 6 E E Al O By User
Server: LSF_PROD | Profile: APS Show Search Criteria O By —orm
Expand Groups Collapse Groups Clear Filters Show/Hide Columns 44 records * O By :u nctlon Code
Drag a column and drop it here to group by that column 0 By :)ate
Transactic ¥ IP Address Y User Y Form Y Form Description Y ‘ Func ¥’ ‘ Date/Time Y ‘ Key 1 Y | Key * Y| Key 3 Y|AuditY ‘ -
PORTAL  192.168.100.1..  lawson AP10.1 Vendor C 6/6/2015 1:56 PM 1 103 I o0 By Record Key
PORTAL 192.168.100.1... lawson AP10.1 Vendor N 6/6/2015 1:56 PM 1 102 . .
PORTAL 192.168.100.1... lawson AP10.1 Vendor N 6/6/2015 1:56 PM 1 103 % O Drll to SeCU rlty Reports
PORTAL  192.168.100.1..  lawson AP10.1 Vendor N 6/6/2015 1:56 PM 1 101 | o Tied to SoD Policies
PORTAL 192.168.100.1... lawson AP10.1 Vendor N 6/6/2015 1:56 PM 1 100 m
PORTAL 192.168.100.1... lawson AP10.1 Vendor N 6/6/2015 1:56 PM 1 1 m
PORTAL 192.168.100.1... lawson AP20.1 Basic Invoice c 10/10/2015 2:03 PM 118 KIN... 1 m
PORTAL 192.168.100.1... lawson AP20.1 Basic Invoice Cc 10/10/2015 2:03 PM 118 KIN... 1 m
PORTAL 192.168.100.1... lawson AP20.1 Basic Invoice I 10/10/2015 2:03 PM 118 KIN... 1 m -
PORTAL 192.168.100.1... lawson AP20.1 Basic Invoice | 10/10/2015 2:03 PM 118 KIN... 1 m
PORTAL 192.168.100.1... lawson AP20.1 Basic Invoice N 10/10/2015 2:02 PM 118 KIN... 1 m
PORTAL 192.168.100.1... lawson AP155 Payment Forms Creation A 10/10/2015 10:00 AM MJ... LS3.. m
PORTAL 192.168.100.1... lawson AP156 Bill of Exchange Creation I 10/10/2015 9:54 AM LS3... m
PORTAL 192.168.100.1... lawson AP156 Bill of Exchange Creation J 10/10/2015 9:54 AM LS3.. m
PORTAL 192.168.100.1... lawson AP156 Bill of Exchange Creation I 10/10/2015 9:53 AM LS3... m o
PORTAL 192.168.100.1... lawson AP150 Cash Requirements A 10/10/2015 9:40 AM MJN LS3... m vy
Copyright (c) 2015
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All Activity Monitor data can be displayed using our LS reporting application. This allows you to
create unlimited custom reports and associate actual usage to a users security settings.

Monitor Sensitive Activity
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Compliance Dashboard for Infor-Lawson

Feature Kinsey Infor-Lawson

Predefined Audits v

Ability to Audit all 6500+ Forms
Customizable Audit Rules
Ad-hoc Reporting

Historical Reporting

Saved Favorite Reports

Report Scheduling

Automatic email distribution
Drill to Security

Drill to User Activity Monitor

CLLLLCLLLC LS

Audit Inquiries

Monitor Sensitive Activity
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:'DKinseyTransactiDnAuditRe x9 ¥ - - Analyze
' & = C & [ esbussrv:9090/PagingTransReporting/?_s=0& nqg=1&QUERY=5T%3DAND%26RET_RO%3D1%26FC_C%3D1%26HH%3D1%260C%3D1%26NB%3D1 Qe =
i pApps Kinsey Portal MSN.com [C2 other bockmarks
- . " ¥ 2 ]
kinsey [ u]elalz]c Every Add
| v O : | =] - o Every
<advanced search> Advanced search Display hostname  Results per page: O Eve ry C h an g e
Date/Time User IP Prod Line Form AuditCode Function Keyl Key2 Key3 Keyd4 Key5 Serverild Tran Type
Favorites < = MORE »>> 06/25/15 2:32PM lawson 192.168.100.133 LIVE AP10.1 42,43,87, C-Change 1 100 LSF_PROD PORTAL . = O Eve ry Delete
Group Reports
Payrnll Form Function VLO-LOCATION-CODE Vendor Group Vendor Field Name Value New Value O Eve ry I n q u i ry
Empl Master changes by AP10.1 C- Change 1 100 VDR-EFFECTIVE-DATE  02/26/2014 06/25/2015
Lawson AP10.1  C- Change 1 100 VGP-DESC Metropolis IDN Vendaor Master
AP10.1 C- Change 1 100 VDR-ADDRZ2 Unit 100 Unit 1234 O Any FO rm
Shared Reports
AC Account Assignment Changes MORE  06/25/15 1:56 PM lawson 192.168.100.133 LIVE AP10.1 42,43,87, C-Change 1 103 LSF_PROD PORTAL . 0 B WhO
AC Activity Group Changes MORE  06/01/15 4:59 PM lawson 192.168.100.133 LIVE GL10.1 42, C- Change 3 LSF_PROD PORTAL . y
AC Activity Master Changes O Wh D
AC Setup Changes MORE  06/01/154:50 PM lawson 192.168.100.133 LIVE GL20.3 42, C-Change 1 2000 LSF_PROD PORTAL LA O N at ay
AP Deleted Vendors MORE  06/01/15 4:50 PM lawson 192.168.100.133 LIVE GL20.3 42, C- Change 1 2000 LSF_PROD PORTAL .
AP Exceeded Max Invoice Amount O Befo re/After Val U eS
_ MORE  06/01/15 4:47 PM lawson 192.168.100.133 LIVE GL20.6 42, C- Change LSF_PROD PORTAL .
AP Invoice Approval Changes
AP Missing Required Fields MORE  04/29/15 1:50 PM lawson 192.168.100.124 LIVE GL20.2 42, C- Change 0 0 1 3010 LSF_PROD PORTAL .
AP New Vendors _ L
MORE  04/29/15 1:50 PM lawson 192.168.100.124 LIVE GL20.3 42, C- Change 1 3010 LSF_PROD PORTAL .
AP Setup Changes R e O rt
AP Vendor Groups Changes MORE  04/29/15 1:45PM lawson 192.168.100.124 LIVE GL20.2 42, C- Change 0 0 1 3010 LSF_PROD PORTAL . p
AP Vendor Master Changes MORE  04/29/15 1:45PM lawson 192.168.100.124 LIVE GL20.3 42, C - Change 1 3010 LSF_PROD PORTAL .
AP Vendor Term Changes
AR Credit Limit Exceeded MORE 04/29/15 1:45 PM  lawson 192.168.100.124 LIVE GL20.2 42, C- Change 0 0 1 3010 LSF_PROD PORTAL . O By U Ser
AR Customer Credit Limit Changes MORE  04/29/15 1:45PM lawson 192.168.100.124 LIVE GL20.3 42, C - Change 1 3010 LSF_PROD PORTAL . .
AR Customer Master Changes . O By —O rl I I
MORE  04/29/15 12:09 PM | 192.168.100.124 LIVE GL20.3 42, C-Ch 1 1000 LSF_PROD PORTAL i
AR Customer Term Code Changes 1291 awson anee -
AR Exceeded Order Limit MORE 04/29/15 9:16 AM lawson 192.168.100.124 LIVE CuUo1.1 42, C- Change CAD LSF_PROD PORTAL . O By — u n Ct| O n COd e
AR Missing Tax ID _
MORE  04/29/159:16 AM lawson 192.168.100.124 LIVE cUol.1 42, C- Change CAD LSF_PROD PORTAL .
AR New Customers - O By :)ate
T AR Crtiin Chanane % Copyright(c) 2015 - ver 1.4 .

All Transaction data can be displayed in our TA reporting application. Create unlimited custom
reports and send automatic email notifications.

Monitor Sensitive Activity
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Compliance Dashboard for Infor-Lawson

Object Modeling

Role and Security Class Modeling
Security Visualizer
Object Comparison

Notifications

Objectives
1. Expedite the Audit Review Process

ldentify and Resolve Segregation of Duties Conflicts
Minimize User Provisioning Errors

Monitor Sensitive Activity

Maintain a Compliant Security Model
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s0000 Security I\/Iodeling & Utilities

Compliance Dashboard for Infor-Lawson

Objects Roles

Reveal how changing
an objects assignment
or rule on any given
security class will effect
the associated users.

See how adding or
removing a role from a
user will effect the users
security privileges.

Sec Classes Utilities

Discover how adding Compare, map, copy
or removing a security and upload security
class from a role will assignments directly to
effect the users LDAP.
associated with that
role.

Our set of modeling tools give you the flexibility you need to foresee the cause and effect of making a change to your security model
prior to implementing any updates. Once you're comfortable with the results our utilities can help you expedite the process.




esee Security Modeling — Role Modeling

=@ g - Internet Explorer =] g3

G_i’@ - |@ http: //esbussrv:3090/L59_Report_WhatIf/?SERVERID=L5F_PROD 0= [‘__f] /= Kinsey Role Modeling X [- ket F e at u reS

I(Insey“ Role Modeling Production Server  [W| | - Profile: APS E
Tue Jun 09 13:56:29 CDT 2015 Refresh Security s

| Add Role | Remove Role Add Task Remove Task Run Report O Ad d a' RO I e to a- U Ser
Available Users: Add Role: Available Roles: Add Task: O Re m Ove a RO I e fro m a U Ser
Ifnelsun - fnelson (Nelson, Frank) M IACAcmuntant M ACBRlobScheduler - AC and Br Job Scheduler Jobs
ACAccountant ACBalanceRpting - Activity Management Balance Reports, Inquiries A d d
Roles Assigned: ACAssetManager Tasks Assigned: ACBudget 10 - AC Budgets Ing Only O A a' S e CC I a'SS to a' R O I e
ACAssetManager ACDataEntry ACAllocateAdm ACBudgets - Activity Management Budget Processing
ACExpert ACExpert ACAnalysis ACBurdens - Activity Management Burdens O R e m Ove a S e CC I aSS fro m a R O I e
ARSuper APSuper ACBurdens ACCapitalization - Activity Capitalization 1
FinSup ARSuper ACDataEntry ACDataBasics - Activity Management Databasics Processing . .
PortalBookmarkAdminRole AllAccessRole ACDatamart ACDataEntry - Activity Management Data Entry O LI n kS to SECU rlty An aIyZ e r
FinSup ACSetup ACDatamart - Activity Management Datamart Setup
GLAccountant AMAnRalysis ACRates - AC BR Billing Rates And Tables
Add HHRDirector AMProcessing ACResource - AC Resources, Roles, Assignment Rates
PortalBookmarkAdminRole Allinguiry ACSetup - Activity Management Setup
DataAreaAccess ACTransRpting - Activity Management Transaction Reports, Inquiries

ACTransaction - Activity Management Transaction Entry, Posting
AMAnalysis - Asset Management Analysis

Add TIAMCAnalysis - Asset Management Clerk Analsis

AMCSetup - Asset Management Clerk Setup

AMProcessing - Asset Management Processing

AMSetup - Asset Management Setup

APAnalysis - Accounts Payable Analysis

APPLSS - Applicant Self Service

APPLSSINQ - Test Addition Inquire

APProcessing - Accounts Payable Proccessing Screens

APSetup - Accounts Payable Setup Screens

AllAccess - AllAccess

AlIGENAccess - All Access Security Class For GEN

Alllnguiry - Inquiry to all tokens

AllIRMAccess - All Resource Management Access
AshantiTestClass - AshantiTestClass Vv
BNFiles - BN Flles

0% v g

Model the affect of changing any User-Role or Role-Security Class assignment.

Maintaining a Compliant Security Model




Security Modeling — Role Modeling

Compliance Dashboard for Infor-Lawson

’@H H2-¢-FRBAEES|= 1855075020 [Read-Only] - Microsoft Excel G E o B R
Home Insert Page Layout Formulas Data Review Developer AddIns Acrobat & @ o F =
2L oEe s R E 35 WS S, 2B
Workbook Views | Show | Zoom | Window kacros |

G652 - (- fc | ALL_INQUIRES v
2] A B C D E F G |

1 Summary of Lawson Access (LS9 Security) - Forms Roles assigned to User

GLAccountant
PortalBookmarkAdminRole
2 Roles added to users:fnelson = {GLAccountant}Roles deleted from t ACAccountant
3 Users
Sys

4 Code FormID Title Role Security Class  Available Functions _
+ |582 AM  AMFL.6 Conversions NO FC ALL ACCESS
+ |584 AM  AMFL.7 Invoice Interface NO FC ALL ACCESS El
+ |586 AM AMFL.8 Activity Interface NO FC ALL ACCESS
+ |588 AM  AMFL.9 Miscellaneous Processing NO FC ALL ACCESS
+| 590 AM  AMLF.1 OLAP Dimension Retrieval Format AC,D,IN,P ALL ACCESS
+ |592 AP AP00.1 Vendor Group A,C,D,IN,P ALL_INQUIRES
+| 1594 aAp AP00.2 Vendor Group User Fields ACIN,P ALL_INQUIRES
+| |[596 AP AP00.3 Vendor Class A,C,D,IN,P ALL_INQUIRES
+ |598 AP AP00.4 Company A,C,D,IN,P ALL_INQUIRES
+| |600 AP AP00.5 Process Level A,C,D,IN,P ALL_INQUIRES
+ |602 AP AP00.6 Company Approval A,C,D,I,N,P ALL_INQUIRES
+ |604 AP AP00.7 Distribution Reporting Set Up +-A,C,D,IN,P ALL_INQUIRES
+ |606 AP APO1.1 Pay Group A,C,D,IN,P ALL_INQUIRES
+ |608 AP AP01.2 Pay Group Options AC,LI ALL_INQUIRES
+| |610 AP AP01.3 Electronic Transfer Identification +,-4,C,l ALL_INQUIRES
+ |612 AP AP01.4 Pay Group Company Relationship +,-1 ALL_INQUIRES
+ |614 AP AP01.5 Pay Group Security C ALL_INQUIRES
+| |616 AP AP02.1 Reportable Income Group AC,D,IN,P ALL_INQUIRES i
M 4 ¥ M| Forms  Form Conditons . Tables . Program Codes . Fields . Field Conditons . Function Code Defintions .~ ¥ 4] 3
Ready | 3 | |[EDE 160% (o) Y O

Projected changes to User permissions are highlighted in blue.

Maintaining a Compliant Security Model
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Compliance Dashboard for Infor-Lawson

/~ Kinsey Object Modeling - Internet Explorer

— ODbject Modeling

@ L 4 Ik http:/fesbussrv:9090,KK_LS9ReportingPortal fiwhat4f. htm?SERVERID =L5F _PROD&FPR }:Fj k Kinsey LS Reporting

| f Kinsey object Madeling x [-

{n} 28 503

| File | Edit View Favorites Tools Help

I(Insey Object Modeling

‘Search |£xP1ﬂ.1

Production - LSBSEFWERI ASR E

Data Last Updated: 9/17/15 10:05

Object Relationships

s T35k - Financelnq Hide
Type System Code Name Description # of SoD Rules m—ser - oesgin Hide
Form/Executable AP AP10.1 Vendor 2 Run SOD Report
Find Affected Objects
Status Task Task Rule Role Rule

/ APVenMastlng AP Vendor Mast view only. IN,P THAPSenior Corporate AP Senior - - ®
«/ Financelng Finance Inquiry Only NP THAPProcessor Corporate AP Processor — - -
o APProcessorCorp AP Processor Cor NP vAP10VendorUpdate vAP10VendorUpdate o —-—

P b o THAPVendorView Corporate AP Vendor View Only
+w/  APVendorUpdate Update AP10 ACDINP ' THMAACCt THMA Accountant - -

Add object to a Task

iR
'!'! i i
Ui
.ltt

Change Log

Copyright (c) 2015
Copyright (c) 2015
+145% - g

Features

0 Select any Form or Table

o Map by Security Class (Task)
o Map by Role

o Map by User

o0 Add Object to a Sec Class

0 Delete Object from Sec Class
o Change FC Rule

O Run SoD Report

0 Link to Security Reporting

Maintaining a Compliant Security Model




esee Security Modeling - Visualizer

Compliance Dashboard for Infor-Lawson

I(I n Sey . Security Visualizer

Settings Things to do Clear mapping Reload

= = = =
Al

I 0 ) s

fnelson hrogers lsuzer =miller
(Frank Melson) {Hal Rogers) (Lawson User} {Sarah Miller}
§ i f
‘ hroberts ‘ aWwson mnitka

{}leien Hc:-berh"] [Lawson Lawson) [Mike Nitka)

no| Features

i A2

Data Last Updated: 6/24/15 12:34

Production Server | I * APS

o Map from any object

o Drill to Security Reports

o Drag and Drop
Assignments

o0 Obiject Filtering

I‘II EEEEEEEEEE NN

Fg! = Lawson Security 9 Reporting - Task - Form - Internet Explorer
=5 GTE'?}" | K http: /jesbussrv:9030/KK_LSSReportingPartalfiters.htm?ser) O|F) k¢ Kinsey LS Reporting | f¢ Lawson Security 8 Reporting... [- e
=, | Fle Edt View | Favorites Tools Help
s | R aweme e | o linsey -..c.ro pl o] [Hlal2]cE
— Server: LSF_PROD | Profile: APS Show Search Criteria
Expand Groups Collapse Groups Clear Filters Show/Hide Columns 31 records
portalBockmarkdmitirdle GlACcountant Drag a column and drop it here to group by that column
— Task Y | Task Description Y |Form Y | Form Description Y | Available FC Y |Rule Y| =~
AMSetup Asset Management... AMO00.2 Books +,-,A,Cl 'ALL_ACCESS'
AMSetup Asset Management... AMO5.1 Account Group A,C,D,ILN,P 'ALL_ACCESS'
AMSetup Asset Management... AM13.2 Asset Groups +,-,A,C,D, "ALL_ACCESS'
. Mh! AMSetup Asset Management... AMO02.2 Units of Production... AB,C,F,l 'ALL_ACCESS'
| : | _ AMSetup Asset Management... AMO06.3 Product Category +,-,A,C,LN,P 'ALL_ACCESS'
REiotatetdo () ACTRnEmry (53 DataAreafceess @ ARt {ecemalizatic | AMSetup Asset Management...  AMO04.1 Personal Use A,C,D,I,N,P 'ALL_ACCESS'
" \ AMSetup Asset Management... AMO02.1 Methods A,C,D,I,N,P "ALL_ACCESS' )
= AMSetup Asset Management... AM18.2 Repair Activity Inter... +,-,A,CIN,P 'ALL_ACCESS'
‘ AMSetup Asset Management... AMO06.4 Asset Class Depreci... +,-,A,C,l "ALL_ACCESS'
J;!'.CAnaI-,rsis {149! ACBurdens {15) ACDatamart (2) Alllnguiry (1) A#"uﬂPrucessing {9*;'!] liﬁﬂPrngmms ISEf:l FRFiles (100) AMSetup Asset Management... AM18.1 Repair Invoice Inter... +-AGLNP r
— — ———— 1 AMSetup Asset Management... AMO6.6 Depreciation Alloca... +,-,4,C,D,,N,P,R,U "ALL_ACCESS'
AMSetup Asset Management... AM11.1 Disposal Property A,C,D,IN,P 'ALL_ACCESS'
AMSetup Asset Management... AMO06.1 Type A,C,D,IN,P "ALL_ACCESS'
< AMSetup Asset Management... AMO7.2 Locations +,-,A,Cl 'ALL_ACCESS'
Copyright (c) 2015 AMSetup Asset Management... AMO09.1 Accounting Unit Gr... AC,D,LN,P "ALL_ACCESS' v |

=

Copyright (c) 2015

H150% - g

Use the Visualizer to quickly see how Users, Roles and Security Classes are connected.

Maintaining a Compliant Security Model
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Compliance Dashboard for Infor-Lawson

= Kinsey Object Comparison - Internet Explorer

m L ] IQ http://esbussrv: 9090/kK_L59ReportingPortal fcompare. him?SERVERID =L5F_PRC pj ﬁ Kinsey Object Comparison

I(I nsey Object Comparison

<[]

I Production Server I * APS

AL

> AR -

Compare what?] Roles [] Compare objects

Compare

Records: 798

Y:I

+
+

+ + + + + + + + + + + +

Role (a) Role (b)

s |
HRClerical (10) HRGeneralist (12)
HRGeneralist (12) HRClerical (10)
CustomerRole (4) RSSRequester (4)
Task CustomerRole RSSRequester
AlIGENAccess v v
Css v X
DataAreaAccess v v
RSS » v
STEST v v
RSSRequester (4) CustomerRole (4)
SmartReconAdminRole (5) SmartReconRole (3)
SmartReconRole (3) SmartReconAdminRole (5)
EmployeeRole (5) ManagerRole (6)
ManagerRole (6) EmployeeRole (5)
ACAssetManager (1) BRRevenueAnalyst (2)
ACAssetManager (1) GLReportWritter (2)
ACAssetManager (1) APSuper (2)
ACAssetManager (1) ACBRJobScheduler (2)
ACAssetManager (1) BRBiller (2)
ACBRJobScheduler (2) ACAssetManager (1)
ApplicantRole (3) VendorRole (3)

Common
Objects

9
9

3

%
3
0
E:
S

Absorbed (%)

60, 2% I
60, 20 |

60.0% I ——

60.0% I

60.0% I

571 S0 |

57 1 | —
50.0% M—

50.0%

50.0% M—

50.0%

50.0% M—

50.0%

50.0%

75.0%

90.0%

75.0%

75.0%

60.0% I 100.0%

60.0%
66.7%
80.0%
50.0%
50.0%
50.0%
50.0%
50.0%
100.0%

66.7% ks

H125% ~ 2

The Object Comparison utility provides a quick visual of potentially redundant Roles or Security
Classes.

Analyze

©C O O O O O

Role Redundancy

Role Absorption

Sec Class Redundancy
Sec Class Absorption
Filter by Object Name
Drill to Security Reports

Maintaining a Compliant Security Model
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F——— - Notifications

07@ = |@ hittp: {fesbussrv:9090/L59_Auditing/?SERVERID =L 5F _PROD&_s=0&_ng=1&GQUE O j {2 Kinsey Security Auditing X [- I 5 fol
I(Inseym Security Auditing E E
<advanced search> Advanced search I Production Server Results per page:| 25 S e C u rity C h an g e R e p O rtS

@ egation of Duties - Internet Explorer M= E3
Favorites @ hd |é http://esbussrv:9090/500_Report,?SERVERID=LSF_PROD ,DJ H (2 Kinsey Segregation of Duties % [- AT

0

| o0 SoD Conflict Reports

Finance ) egregation of Duties % ? (-P . .

T KINSRY B oo El=Al?]c o Transaction Audit Reports
0

Empl Master Changes —]
. Production Server .V
Finance Users I .

Hr11 changes this week

Security Reports

:'D Kinsey Transaction AuditRe X ¥ | &= @l 2
User Role Changes
Reports _€ = C & | [ esbussrv:9090/PagingTransReporting/?_s=0&_nq=1&QUERY=5T%3DAND%26RET_RO%3D1%26FC_C%3D1%26HH%3D1%260C%3D1%26NB%3D1 @7 =
R A I(I FA insey Portal MSM.com 7 other bookmarks
Shared Reports ) User-Policy (441.3 KB)
All HR11 Changes icv- - : . 4
| @i lansey [ e IIHI
AP10.1 Changes @ Role Group-Policy (444.5 KB)
BN Changes @ Differences (151.2 KB) <advanced search> Advanced search Display hostname  Results per page
Change made by Lawson
& v Excel (14.7 KB) HIDE @ = e~ faske - Foern - Iniermet Explorer =10 ]
HR11 Sec Change YTD HIDE — =
Made by L @. All LS Reports (324.3 KB} Favorites " @@ o |_@ http: //esbussrv: 3090,/KK_L59ReportingPortal filters. htm?SERVERID =L5F_PROD: 0O j /=2 Kinsey L5 Reporting |@ Lawson Security 9 Reporting... [- {03 5.¢ Gos
ade by Lawson — < MORE 7
SoD-Listener Violations Group Reports - -
Weekly changes Rul Payroll (Insey Role - Task - Form ist | (8 ) ? "
Favorites Rul
Changes 8 AC Export ! E?ﬂon:mer changes by Server: LSF_PROD | Profile: APS Show Search Criteria
Isfrla\.y;! ) ACAccountant ® Pric - Expand Groups Collapse Groups Clear Filters Show/Hide Columns 5,591 records
is Wee Shared Reports
This Month All ] Rul AC Account Assignment Changes MORE Drag a column and drop it here to group by that column
APSuper T O| Ac Activity Group Changes ORE Role T Task T  Task Description T |Form 7 | Form Description T Available FC T | Rule Y[E]
BR expert ® T AC Activity Master Changes ACAccountant ACAnalysis Activity Management Analysist AC03.6 Equipment Assignment +,-,A,CI,N,P T
Cash ® TH Acs etup Changes MORE ACAccountant ACAnalysis Activity Management Analysist ~ AC34.1 Compute Parameters A,C,D,I,N,P il
Cash Mgmt ® TH AP Deleted Vendors MORE ACAccountant ACAnalysis Activity Management Analysist ~ AC20.6 Activity Group Budget Header A,C,D,I,N,P T
Closing P AP Exceeded Max Invoice Amount ACAccountant ACAnalysis Activity Management Analysist AC23.1 Spread Codes A,C,D,IN,P I
MORE . .. . .
Financal policies - AP Invoice Approval Changes ACAccountant ACAnalysis Activity Management Analysist AC41.4 Resource Time Entry (AC and GL) +,-,A,C,D,I,N,P,R "
) . . AP Missing Required Fields MORE ACAccountant ACAnalysis Activity Management Analysist ~ AC07.1 Account Assignment +,-,A,CI,N,P if(form.AGA_ACTIVITY_GR...
Finance ® AP New Vendors VIORE ACAccountant ACAnalysis Activity Management Analysist AC20.9 Budget Header Selection I "
Finsup @ T AP Setup Changes ACAccountant ACAnalysis Activity Management Analysist AC36.1 Activity Total Range A,C,D,I,N,P I
p g
Listener Violations i AP Vendor Groups Changes MORE ACAccountant ACAnalysis Activity Management Analysist ~ AC18.3 Assigned Vendor Resource Rates +,-A,C,D,I,N,P il
Payroll SOD Report o v AP Vendor Master Changes MORE ACAccountant ACAnalysis Activity Management Analysist ~ AC37.2 Allocation Group by Step +,-,A,C,D,I,N,P,R,U T
Copvrightlc) 2015 - ver 3.94 4 < AP Vendor Term Changes ACAccountant ACAnalysis Activity Management Analysist ~ AC10.4 Location A,C,D,I,N,P 'ALL_ACCESS'
e MORE
AR Credit Limit Exceeded ACAccountant ACAnalysis Activity Management Analysist ~ AC20.8 Budget Lock C,I,N,P ik
AR Customer Credit Limit Changes MORE ACAccountant ACAnalysis Activity Management Analysist ~ AC37.1 Allocation Group +,-,A,C,D,I,N,P,R,U il
AR Customer Master Changes VIORE ACAccountant ACAnalysis Activity Management Analysist ~ AC08.1 Category Structure +,-,A,CIN,P,X il
AR Customer Term Code Changes ACAccountant ACAnalysis Activity Management Analysist ~ AC40.2 Additional Information (ol ik
AR Exceeded Order Limit MORE ACAccountant ACAnalysis Activity Management Analysist ~ AC03.5 Asset Assignment +,-,A,CI,N,P ik
AR Missing Tax 1D MORE ACAccountant ACAnalysis Activity Management Analysist AC10.1 Activity AC,D,LN,P 'NO_ACCESS'
AR New Customers ACAccountant ACAnalysis Activity Management Analysist AC18.1 Assigned Person Resource Rates +,-,A,C,D,IN,P I
AR Catiin Chanaac %
. ACAccountant ACAnalysis Activity Management Analysist ACA41.3 AC only Totals I,N,P "
ACAccountant ACAnalysis Activity Management Analysist AC10.2 Location Assignment A,C,D,I,N,P 'NO_ACCESS'
ACAccountant ACAnalysis Activity Management Analysist AC40.1 Journal Entry (AC only) +,-,A,C,D,I,N,P,R "
ACAccountant ACAnalysis Activity Management Analysist ACA41.2 Additional Information C,l I
ACAccountant ACAnalysis Activity Management Analysist AC32.3 Account Category Selection I " -
“ 4 v
Copyright (c) 2015
H1N% v g

Maintaining a Compliant Security Model
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Client Benefits

Compliance Dashboard for Infor-Lawson

<

Improved Capabillities

Our Security application provides
In-depth reporting analysis of
Lawson S3 and Landmark Security
data.

$

Saves Money

Our clients have reduced labor
Intensive security reviews from a
few weeks to a few days.

Expanded Offerings

User monitoring, transaction
auditing, segregation of duties
reporting and security modeling
provide critical insight to your
Lawson system.

Audit Compliant

Our tools assist with developing
and maintaining an audit
compliant security model as well
as investigating questionable
transaction activity.

®

Time Saver

Custom Security definition and
audit reports save you hours of
validating user security.

[o]

Cost Effective

Our tools are very affordable when
compared to competing products.




esee Services

We can help.

Upgrades Security Consulting

Our staff of certified consultants and

project managers can guide your Our team of security consultants
clients through the complete upgrade ' have helped over 60 Lawson clients

process. build and maintain Lawson Security.

ERP Consulting

Kinsey consultants have been
' ' Implementing net new Lawson . '
Implementations for over 18 years.

Our consultants are Lawson certified

In every application suite.




esee New Offerings
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WHEN EXPERIENCE MATTERS

LANDMARK SECURITY REPORTING

Risk Management Solutions for Lawson/Landmark
Simplify reporting, reduce risks and increase the visibility to your security model.

Security Reporting

Kinsey's Security Reports provide func-
tionality that complements Infor
Lawson's delivered reports. Our pre-
built queries and unlimited filters pro-
vide critical insight into your Landmark
security settings.

Historical Reporting

By taking periodic snapshots of your
security model you will have access to
point in time security reports.

Historical Comparison

Compare current Landmark settings to
any of your historical smapshots to see
how your model has changed.

Email and Export Solutions

Using our built in export and scheduling
options you can monitor security
settings through automatic email
notifications.

Free Hosted Option
Owr free Landmark reporting includes
both our product and hosting services.

Kinsey & Kinsey Inc. | 26 North Park Boulevard | Glen Ellyn, lllinocis 60137 | 630-858-4866 | www.kinsey.com copyright 2016

Kinsey's Landmark Security Reports provide another dimension to Infor
Lawson’s standard security reports. By providing a commeonly accepted
interface our reports make it simple and efficient to quickly review your
security settings. Easily transform your queries into reports or simply
export your results to Microsoft Excel. This fast and easy approach has
made this an invaluable tool when evaluating Landmark Security.

FREE
Feature Standard Advanced
Actor Role Report Included Included
Actor Role Security Class Report Included Included
Actor Role Security Class Business Class Report Included Included
Actor Role Security Class All Objects Report Included Included
Actor Attributes Report Included Included
Actor without Roles Report Included Included
Role Security Class Report Included Included
Role Security Class Business Class Report Included Included
Role Security Class All Objects Report Included Included
Roles without Actors Report Included Included
Security Class Business Class Report Included Included
Security Class All Objects Report Included Included
Security Classes without Roles Report Included Included
Role and Security Class Comparison Matrix Included Included
Filter by Actor, Role, Security Class, Object or Rule  Included Included
Support for |E or Chrome Included Included
Multiple Enwvironment Support Included Included
Multiple Product Line Support Included Included
Print Reports to Printer Included Included
Export Reports to PDF Included Included
Software User Guides Included Included
Drill Around Advanced Only Included
Save Favorite Reports Advanced Only Included
Historical Snapshot Reports Advanced Only Included
Historical Comparison Reports Advanced Only Included
Server Comparison Reports Advanced Cnly Included
Profile Comparison Reports Advanced Cnly Included
Role Comparison Report Advanced Only Included
Security Class Comparison Report Advanced Only Included
Export to MS Excel Advanced Only Included
Report Scheduling Advanced Only Included
Training Cnline Video Included

lcinsey

WHEN EXPERIENCE MATTERS

INFOR LAWSON SECURITY REPORTING

Competitive Upgrade

Simplify reporting, reduce risks and increase the visibility to your security model.

Security Reporting

Kinsey's Security Reports provide func-
ticnality that complements Infor
Lawson's delivered reports. Our pre-
built queries and unlimited filters pro-
vide critical insight into your Lawson 53
security settings.

Historical Reporting

By taking periodic snapshots of your
security model you will have access to
point in time security reports.

Historical Comparison

Compare current LS settings to any of
your historical snapshots to see how
vour model has changed.

Server Comparison

Compare current LS settings from one
environment to another to identify
differences between profiles. This is
valuable when trying to determine why
your Test and Production security
settings are behaving differently.

Email and Export Solutions
Using our built in export and scheduling
options you can monitor security

settings through automatic email
notifications.

Talk to us about
competitive

upgrade pricing.
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If you have purchased a 3rd party Lawson security reporting solution that
may not be everything you were hoping for, talk to us about our competi-
tive upgrade option. Our product offers features not found in any other
security reporting solution.

Standard Features

User Role Report

User Role Security Class Report

User Role Group Report

User Role Security Class Report

User Role Security Class Form Report
User Attributes Report

User ChecklLs Settings

Role Security Class Report

Role Security Class Element Group Report
Role Security Class All Objects Report
Role Security Class Form Report
Roles without Users Report

Security Class Element Group Report
Security Class Form Report

Security Class All Objects Report
Unassigned Security Classes Report
Filter by User, Role, Security Class, Form or Rule
Support for IE or Chrome

Multiple Environment Support
Multiple Product Line Support

Print Reports to Printer

Export Reports to PDF

Export to MS Excel

Software User Guides

Drill Around

Save Favorite Reports

Historical Snapshot Reports
Historical Comparison Reports
Server Comparison Reports

Profile Comparison Reports

Report Scheduling
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Kinsey & Kinsey, Inc.
26 North Park Boulevard
Glen Ellyn, IL. 60137
630-858-4866

g.henson@kinsey.com

call 757-621-8236

www.Kinsey.com

Thank you for attending!

We hope you found it helpful!
00000
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