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Our Background

Founded by Dan and Brad Kinsey, Kinsey has
provided software sales, implementation, support
and development for over 30 years.

Lawson reseller and implementation partner since
1997

Lawson Certified Systems Integrator Partner
Lawson Complementary Software Partner

Lawson’s “Go to” Reseller/Implementer for Public
Sector

2 time Partner of the Year

Focusing on the development of Lawson
complementary software products
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Most companies know of 2 options...

o build the model from scratch
o use pre-built security templates
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But how can you be sure that...

o your environment will be secure

o your auditors requirements will be met

o your users will be able to access what the need
o it will be flexible and easy to maintain

- _
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Have you considered how you will...

minimize duplicating forms in the model

include your custom forms

discover the forms actually required by your users
discover the form permissions they will need
minimize reconfiguration efforts

build a model that will satisfy your auditors

build a model that will not disrupt your users

find the time to take on this project
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Or you could take a different approach...

o Use the information you already have to
automatically build an audit compliant model
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So how do we do it?

o We base the model on actual user activity.

o Use our prebuilt SoD policies to ensure audit
compliance.

o Provided reporting to validate that proper access has
been granted.

o Continue monitoring user activity, security changes and
SoD violations going forward.
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LAUA Security Methodology

LAUA security is a structured Silo model built by creating Security Classes that restrict access to specific System Codes, Forms,
Function Codes and Tables. A major restriction of this model is that it fails to provide any ability to share security settings between

Security Classes. And since users can only be attached to a single Security Class, a slightly different job requirement requires an

entirely new Security Class.




LAUA Silo Structure
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=  Full access is provided by
default

=  Security Classes restrict
access to System Codes,
Tables, Forms and
Function Codes

= Users are attached to a
single Security Class

=  Aslightly different role
requires an entirely new
Security Class
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LS9 Security Methodology

Lawson has changed the security model to follow a role based structure. In this model Security Classes are created to group a
series of forms together to accomplish a specific task. (i.e. AP Setup). These Security Classes (tasks) are then assigned to Roles

within the organization (i.e. AP Manager). Security Classes can be shared between multiple roles and users can be assigned to IS

more than one role in the organization.




LS9 Structure
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No User access is provided by default

Security Classes (Tasks) grant specific Form, Function Code and Table access
Objects are shared between Roles and Users
Multiple Roles can be assigned to a User |
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Complementing Lawson Solutions

What are our customers biggESt Conce rnS?

Cost
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» Define your organization’s Roles (AP Manager, AP Clerk)
» Define a list of operational tasks (AP Invoice Entry, Check Processing)

» Assign form names to each (over 6500 forms)
» Assign table names to each

» Determine access Rules for each form (ACDINP+-)

» Build your Task (Security Classes)

» Build your Roles

» Determine which forms each user needs to access for proper class assignments
» Assign your Task (Security Classes) to your Roles

» Assign your Roles to your Users

» Implement form Rules

» Build conditional logic
» Perform positive and negative




EEEEEEEEEEEEEEEEEEEE

» Define your organization’s Roles (Ap Manager, AP Clerk)
» Define a list of operational tasks (AP Invoice Entry, Check Processing)

» Assign form names to each Task (over 6000 forms)
» Assign table names to each Task

» Determine access Rules for each form (AcDINP+-)

» Build your Task (Security Classes)

» Build your Roles

» Determine which forms each user needs to access for proper class assignments
» Assign your Task (Security Classes) to your Roles

» Assign your Roles to your Users

» Implement form Rules

» Build conditional logic
» Perform positive and negative Testing
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The Challenge

and the forms a User needs to access
Organizing over 6,500 forms and tables into Security Classes
Properly restricting function code access for each form

conditional rules

Verifying User security
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Our 3 Step Approach

Customize,
Analyze & Validate &

Tune Dep'oy

We’re with you every step of the way =
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» Use our Listener to find the forms that are being
accessed

» Analyze LAUA using our SOD violation report

Analyze &

» ldentity common access points between Security Tune
Classes to eliminate redundant classes
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Conversion Utility

» Create Security Classes

» Create Roles Build & Load
» Assign Security Classes to Roles

» Assign Roles to the appropriate Users

» Create LS9 profile using Lawson’s load utilities
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Roles

IC Clerk

Security Class Categories: Setup, Processing, Analysis, Update Batch Job, Purge Batches,
Reports, Interfaces, and Miscellaneous.
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» Compare and tune form access rules

» Evaluate and create conditional logic

Customize,

» Validate User access Validate &
Deploy

» Activate Security 9
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Deploy
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OnLine CONTROLLER Depreciation Allocatlon AMO6E.6 +INPRU ACD Controller AssetManagement13 INP+- b~
‘ Record: M 4 47 of 470  » M | & Unfittered ‘ Search I ]

ole to LAUA Class functi
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Security Dashboard — Security Admin Reports

C [ esbussrv/KX_LSORopartingPortal
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s SEPARRNCS MATIVED Lawson Security 9 Reporting
A 4,
e
User - All Objects Role - Task
User - Group Role - Task - Element Group
User - [dentities Role - Task « Form
User - Role - Task Role - Task - Object
User - Role - Task - Form Roles Without Tasks
User - Roles Roles Without Users
User Attribute Settings
User CheckLS is "NULL"
User CheckLS Setting

LS8 User ‘Check LS" Status

W YES

A~

Tasks O
OO
forms Per Task
Repeated Forms
Repeated Tables
Tables Per Task
Task - All Objects
Task - Element Group
Task - Form
Tavk - Table
Unassigned Objects
Unassigned Tasks

[} Other bockrana

00 ¥ A g
Production Sarver v APS D | o

Data Last Updated: 6/10/14 0000

Role - Task Counts Form Count Summary

Role - User Counts User - Form Detail

Structures User - Form Summary
Structures - Children Users Security versus Activity
Structures - Parents

Table Statistics

User - Group Counts

User Attribute Counts

User ChecklS Counts

Unassigned Objects
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Security Dashboard — Security Admin Reports

v 2T ————

G | [ wsbussrdKE_LSOReportingPortal filkers him PSERVERID<LSF_PRODEPROFILE < APSAID= 160 B4 =
i o Wy ESBion Forme P ] MSMoom iy - Sacurty Ve ] Dtwr bookraria
5
[KINS@Y  user - Role - Task - Form 4% 04
LB L DR R AT “h canrch Criter
Expand All Groups Collapse All Groups Ramava All Filters Export To Excel 4,804 total recards

Drag a column and drop it here to group by that column

Liser T Raole T Role Desor 7 Task T Task Description T Faorm T Form Description T Rule 7|~
frelsan ACExpert ACAllacations Activity Managemant Allecation Processing AC30.5 Factar ALL_ACCESS'
frielson ACExpert ACAllacations Activity Manasgamant Allocation Processing AC131 Allocation Updats "WLL_ACCESS
frielson ACExpert ACAllacations Activity Managemant Allocation Processing AT, 1 Compute Parametens ALL_ACCESS
frelson ACExpert ACAllocations Activity Managemant Allpcation Processing M 10,1 List BLL_ACCESS"
frelsan ACExpert ACAllac Hanagameant Allocation Processing AC36.1 Activity Total Range ALL_ACCESS'
frielson ACExpert ACAlla: ansgemant Allccation Processing MX10.2 Define List "ALL_ACCESS
frelsan ACExpert ACAlla anagement Allocation Processing ACHD.6 Activity Allocation ALL_ACCESS'
frielson ACExpert ACAllac anagemant Allccation Processing ACIT2 Allocation Group by Step "BLL_ACTESS
frelsan ACExpert ACAllac anagement Allocation Processing AC37.1 Allocation Group ALL_ACCESS'
frielson ACExXpert ACAllacations Actiwity Managamant Allocation Processing Mx10.3 List Copy BLL_ACOESS"
frelsan ACExpert ACAllacations Activity Managemant Allecation Processing ACZID Allocation Listing ALL_ACCESS'
frelson ACExpert ACAllgcations Activity Managemant Allccation Processing ACI22 Activity Selection ALL_ACOESS
frielsan ACExpert ACAllacations Activity Managemant Allecation Processing ACL3D Allocation Caloulakion ALL_ACCESS'
frelson ACExpert ACAllgcations Actiwity Managemant Allocation Processing AC3I0.4 Mew Allocation WLL_ACOESS
frielson ACExpert ACAllacations Activity Management Allocation Processing AC30. 1 Allocation ALL_ACCESS'
fmelson ACExpert ACAllacations Activiby Managemant Allccation Processing R 50.1 Compute Statemant ALL_ACCESS
frielson ACEwpert ACAllacations Activity Managemant Allocation Processing ACD2. 1 Status W

fredson ALExpert ACAllacations Activiby Managemeant Allcoation Processing AC323 Account Cabegory Salaction "ALL_ACIDESS
frielson ACEwpert ACAllacations Activity Managemant Allocation Processing AC35.1 Activity Total Names ALL_ACCESS
frielson ACExpert ACAllpcations Actlwity Managamant Allooaticn Procassing AC3I8.2 Activity Total Range Headar BLL_ACOESS'
frelsan ACExpert ACAllacations Activity Managemant Allecation Processing AC30.3 List allocation ALL_ACCESS'
frelson ACExpert ACAllgcations Activity Managemant Allggaticn Processing AC32.1 allocation Pogl BLL_ACOESS
frelsan ACExpert ACAllacations Activity Managemant Allecation Processing AC30.2Z Multiple Poal Aliocation ,C

smiller ACExpert ACAllacations Activity Managemant Allcoation Processing ACH.S Factar ALL_ACCESS
smilber ACExpert ACAllacations Activity Managemant Allecation Processing ACL3L Allocation Update ALL_ACCESS'
smiller ALExpert ACAllocations Activity Managemant Allcoation Processing AC3HL1 Compute Parametens "ALL_ACCESS
samiller ACExpert ACAllacations .n'l.ctmt'.- Hana{:ement Allpcation Processing M 10, 1 List ALL_ACCESS'

" Copyright (] 2014
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Security Dashboard — Security Reports for Audit Review
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& GLACoowntant
& GLRepartWritter
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# HRDirector
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Query Descripion:

SAVE CANCEL

Us=rname [users that have roles attsched)

# Fnelson (Nebon, Frank|
# hraberts (Robes, Helen)

# hrogers ([Bogers, Hal)

# lawson |Lawsan Lawson)

4

smiller {Millar, Sarah)

5

Lt

-

Befresh Security
Dhata barst upadated: Mom Ji 09 000000 COT 2014

System Code

AL - AcTrany Management
AL - Aeog Dradly Balance
A - Asset Management
AF - Arcounts Payable
AR - Acoounts Receivable
BL - Billing

BN - Bersfits

BF - AC Billing Revenus
CE - Cash Ledger

CW - Contract Waork

- Case Carts

©T - Bills of Exchange

EB - Budget Architect
ED-EDI

EE - Emplayes Expanss
EMN - Enterprize Reporting
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Security Dashboard — Security Reports for Audit Review

H9-¢-QS&AYE)- 286230035.xIsx - Microsoft Excel -B2X
Home Insert Page Layout Formulas Data Review View Developer Add-Ins - 9 X
| C11 -2 I-l Customer E
Bl A B @ E F G H | K T
1 |Summary of Lawson Access (LS9 Security) - Forms Roles assigned to User
ProcessFlowRole ProcessFlowRole
ProcessFlowRole PortalBookmarkAdminRole PortalBookmarkAdminRole
PortalBookmarkAdminRole FormPersonalizationRole FormPersonalizationRole
EFSAdmin SuperAdminRole SuperAdminRole
SuperAdminRole EFSAdmin EFSAdmin
LawsonQueryToolsRole LawsanQueryToolsRole LawsonQueryToolsRole
BatchRole BatchRole BatchRole
2 Mon Feb 18 14:13:22 CST 2013 AllAccessRole SuperAdminRole AllAccessRole AllAccessRole ‘
3 Users
Sys
4 |Code FormID Title Role Security Class  Available Functions smiller mnitka hroberts fnelson hrogers
5 |ap AP10.1  Vendor ALL ACCESS ALL ACCESS ALL ACCESS NO ACCESS ALL ACCESS
ﬂ 7 |ApP AP10.2  Vendor Location ALL_ACCESS ALL_ACCESS I,N,P,+- I,N,P,+- I,N,P+,-
ﬂ 9 |ap AP10.3  One Time Vendor ALL ACCESS ALL_ACCESS I,N,P,+,- 1L,N,P+,- 1,N,P+,-
ﬂ 11 |ap AP10.4 ICustomer I NO_ACCESS ACDLNP I,N,P,+,- I,N,P,+,- I,N,P,+,-
ﬂ 13 |ap AP10.5 Vendor, Company Codes NO_ACCESS ALL_ACCESS I,N,P,+- I N,P+- I,N,P+,-
ﬂ 15 |ap AP10.6 Location, Company Codes NO_ACCESS ALL ACCESS IN,P,+,- IN,P,+,- IN,P,+,-
ﬂ 17 |ap AP10.7 Vendor Approval NO_ACCESS ALL_ACCESS I,N,P,+- I,N,P+- I,N,P+,-
ﬂ 19 ap AP10.8 Cross Border Payment Options NO_ACCESS ALL_ACCESS ILN,P,+,- ILN,P,+,- ILN,P,+,- =
ﬂ 21 ap AP10.9 Vendor Address NO_ACCESS ALL_ACCESS I,N,P, I,N,P,+- I,N,P+,-
+ [ 23)F CU00.1  Currency Table ALL_ACCESS ALL_ACCESS ALL_ACCESS NO ACCESS ALL_ACCESS
ﬂ 25 |IF CUDL.1 Currency Code ALL ACCESS ALL_ACCESS ALL_ACCESS NO ACCESS ALL_ACCESS
ﬂ 27 |IF CU0L.2  Currency Codes ALL_ACCESS ALL_ACCESS ALL_ACCESS NO ACCESS ALL_ACCESS
ﬂ 29 |uN UNJS.1  Active Jobs ALL ACCESS NO ACCESS ALL ACCESS NO ACCESS ALL ACCESS
ﬂ 31 |uN UNJS.2  Completed Jobs ALL_ACCESS NO ACCESS ALL_ACCESS NO ACCESS ALL_ACCESS
ﬂ 33 |uN UNJS.3  Waiting Jobs ALL ACCESS NO ACCESS ALL_ACCESS NO ACCESS ALL ACCESS
ﬂ 35 |uN UNJS.4  Change Job ALL ACCESS NO ACCESS ALL_ACCESS NO ACCESS ALL_ACCESS
ﬂ 37 |un UNJS.5  Job Submission ALL_ACCESS NO ACCESS ALL_ACCESS NO ACCESS ALL_ACCESS
ﬂ 39 |uN UNJS.6  RunJob Immediately ALL ACCESS NO ACCESS ALL ACCESS NO ACCESS ALL ACCESS
ﬂ 41 |uN UNJS.7  Find ALL_ACCESS NO ACCESS ALL_ACCESS NO ACCESS ALL_ACCESS
ﬂ 43 |UN UNJS.8  Job Information ALL ACCESS NO ACCESS ALL ACCESS NO ACCESS ALL ACCESS
ﬂ 45 |UN UNJS.3  Change Job ALL_ACCESS NO ACCESS ALL_ACCESS NO ACCESS ALL_ACCESS
ﬂ 47 |UN UNPD.1 Print File Information ALL ACCESS NO ACCESS ALL_ACCESS NO ACCESS ALL_ACCESS
ﬂ 49 |UN UNPD.2 Find Print Detail ALL ACCESS NO ACCESS ALL_ACCESS NO ACCESS ALL_ACCESS
ﬂ 51 |un UNPM.1 Print Manager ALL_ACCESS NO ACCESS ALL_ACCESS NO ACCESS ALL_ACCESS
ﬂ 53 |uN UNPM.2 Print File Window ALL ACCESS NO ACCESS ALL_ACCESS NO ACCESS ALL ACCESS
ﬂ 55 |UN UNPM.3 User Print File ALL_ACCESS NO ACCESS ALL_ACCESS NO ACCESS ALL_ACCESS
ﬂ 57 |uN UNPM.4 Distribute Print File ALL ACCESS NO ACCESS ALL_ACCESS NO ACCESS ALL ACCESS
4| |59
W 4 ¢ M| Forms  Form Conditions - Tables -~ Program Codes “Fields ~ Field Conditions Function Code Defintions %0 [ I
Ready | 23
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Security Dashboard — Security Change Reporting

[ Kinsey Reporting x V| Lawson Security S Reporting % W\ =R lan e
&« C' A | [O esbussrv/LS9_Auditing/?QUERY=lawson&_nqg=18&_s=1&SERVERID=LSF_PROD Q< =

[ ESBus Home Page Google [ Lawson Security 9 Re

kinsey  iawson |l a || M = [x

204

Favorites =
Group Reports Results per page: -
Finance Category Action Date/Time User User Affected Profile Role Security Class Object Object Type Previous Rule  Current Rule
Finance Users
=) Add 03/3/13 8:58 PM - - ASR - sNewClass - - - -

Shared Reports

AccountsPayable3
Updates in MIJN = Delete 03/3/13 8:49 PM - - ASR - sNewClass - - - -

Search for Lawson

i)

u Add 03/3/13 8:40 PM - - ASR - sNewClass - - - -
Changes
(Production) fs Update  03/29/139:34AM  lawson - APS - ACAllocations  AC30.1 TKN 'NO_ACCESS'  'ALL_ACCESS'
Today
This Week b ! . , ,
This Month Update 03/29/13 1:33 PM lawson - APS - ACAnalysis CUCODES TBL 1,A 1,A,M
Changes (Test) P Update  03/29/13 1:28 PM lawson - APS - ACAnalysis CUCODES  TBL 'ALL_ACCESS' 'LA'
Today
This Week
This Month Fr Add 03/29/131:02PM  lawson - APS - BNFiles BR cat - "ALL_ACCESS'
"‘ Update 03/29/13 1:01 PM lawson - APS - BNFiles BENEFIT TBL - ‘™'
"‘ Update 03/29/13 1:01 PM lawson - APS - BNFiles BENEFICRY TBL - 'NO_ACCESS'
fo Add 03/29/13 1:00 PM lawson - APS - APProcessing AP04.1 TKN - -
f“ Add 03/29/13 1:00 PM lawson - APS - APProcessing AP02.1 TKN - 'NO_ACCESS'

Kinsey & Kinsey

Version 1.1 o Update  03/29/13 12:59PM  lawson - APS - APProcessing AP00.2 TKN 'ALL_ACCESS' 'C,I'
Copyright (c) 2013




Security Dashboard — Object Comparison

# 3 | [ eshussry/KE_| SOReportingPartalicompare. hbm @5 m
i hop ) Wineey ESlkmioma Pu.. ol MScow | ey - Sacarity e 71 Giter boctrasts
linsey assonsonse < s 4 @ 4l
WHER EXPERIEMES MATTERS L59 - Object Comparison Data Last Updated: 6/9/14 00-00
Compare what? Security Roles = Compare
¥ Compare objects Records: 1,026
Role (a) Rale (b) Commaon Similarity (3) Absorbed (%)
= 7= Ohjects
4+ ACBRIobSchedular (1) GlAccountant (1) 1 ——| 000 Bl
4+ GlAocountant [1] ACBRIobScheduler (1) 1 — 100, 0% — (] (%%
+ SrnartReconAdminRale (94) SmartReconfole (90) 90 I 959 .______________________________________________Bliili1
4 SmartRaconfola (90} SmartReconfdminRole (3] 90 I 55,7 . 05, TH
4 HREClerical (560) HRGeneralist [T6d) L7 — T2.6% | TL9%
+ HRGeneralist (764) HRClerical [560) 557 I— T16% . _______________________________________________ N ki
4 ACDataEntry [69) BRReportingAdministrator [B3] 55— 63.4% L TL1%
4+ BRAReportingddministrator (83} ACDataEntry (69) SO — B3.4% | B0.5%
4+ HEDirector (1332) HRGeneralist [764) 733 I 538% L%
4+ HREGeneralist (764) HRDirector [1332) 733 — 53.8% I 55.0%
+  ACAccountant [467) ACExpert (405) 18] — 47.8% T ———— B0
+ ACExpert [405) ACAccountant (467 187 E—— 47.8% 1 60L4%
4+ EmployesRole [715) ManagerRole [376) 45 A6.8% L 92.6%
+ Managerfsle (176) Ernpleyeefiole (715 I45 I 45.8% I 4B 7%
4 HRClerical (560] HRDirector [1332) 557 I 41.7% I 41.6%




[™ Kinsey & Kinsey Reporting

€« - C f [9 esbussrv/SOD_Report/ & v
| ESBusHome Page [ St Charles - Time Entry. Google

I(lnsey Segregation of Duties x| @ (ﬁﬁ (2]

LAUA Security Report M a

Segregation of Duties Report v3.2 =
Lawson LS9 Security TEST Server

( Open Saved Report J Tue Dec 18 16:59:31 CST 2012
( Create New Report | Display All Conditional Logic
Level of Importance SHOW - Category: CLOSING
HIDE - Category: RECEIVABLES
Star Rating of 5 only |
c Rule Category: RECEIVABLES
ategory Rule Name: 44-49 Record Sales Orders conflicts with Ind; dently | gate AR Di _ If one individual has responsibility for more than one of these functions. that individual could misappropriate assets and conceal the misappropriation..
¥ ASSET MANAGEMENT Rule Logic: (OE110 or OE111 or OE114 or OE129) and (AR245 or AR264 or AR265)
:Z CASH MANAGEMENT Token  Exists in Security Class...  Token Description Rule Reason  Rule Prediction/Conditions
* CLOSING OE110  OrderEntryt Batch Order Release GRANTED ALL_ACCESS,
¥ InveNTORY -
¥ ORDER ENTRY OE111  OrderEntry1 Electronic Payment Batch Order Release ~ GRANTED ALL_ACCESS,
¥ PAYABLES OE114  OrderEntry1 Ship Immediates GRANTED ALL_ACCESS,
¥ PayROLL OE129  OrderEntry1 Daily Shipment Journal GRANTED ALL ACCESS,
v ly Ship! - d
FIRECEIVABLES AR245  AccountsReceival Disputed Transaction Report GRANTED LA,
Policy Token Filter:
ASSET MANAGEMENT - Rule Category: RECEIVABLES
¥ 10-11 Initiate Disposal of Fix Rule Name: 44-50 Investigate Discrepancies or Issues - Revenue conflicts with Record Sales Orders_ If one individual has responsibility for more than one of these functions, that individual could misappropriate assets and conceal the misappropriation.
¥ 11-13 Investigate Discrepanc Rule Logic: (OE110 or OE111 or OE114 or OE129) and (BL290)
I 1114 Reconcile Fixed Asset Token  Exists in Security Class...  Token Description Rule Reason  Rule Prediction/Conditions
"f 7-10 Initiate Purchase of Fixe OE110  OrderEntry1 Batch Order Release GRANTED ALL_ACCESS,
¥ 7-11Initiate Purchase of Fixe OE111  OrderEntry1 Electronic Payment Batch Order Release  GRANTED ALL_ACCESS,
¥ 510 Initiate Disposal of Fixes =
OE114  OrderEntry1 Ship Immediates GRANTED ALL_ACCESS,
C'-'QJ OE129  OrderEntry1 Daily Shipment Joumal GRANTED ALL_ACCESS,
v 57- ¥ - o
Lp 8 Iniiate Non-Routine Tt BL290  Billing Sales Journal GRANTED  ALL ACCESS,

W select Al

Rule Category: RECEIVABLES

I Run a "Role Test” - roles Rule Name: 44-51 Record Sales Orders conflicts with Maintain/Authorize its R Adjustments. If one individual has responsibility for more than one of these functions. that individual could misappropriate assets and conceal the
misappropriation.

Rule Logic: (OE110 or OE111 or OE114 or OE129) and (AR36.1 or AR36.2)

LS9 Report (htm) 78.1 k8) Token

Exists in Security Class...  Token Description Rule Reason  Rule Prediction/Conditions
LS9 Report (zip) (4.1 k8)
OE110  OrderEntry1 Batch Order Release GRANTED ALL_ACCESS,
SAVE | Run SOD R - g;ll gr:erintry: ?:ct;’omc zaymem Batch Order Release gxzig j:iijggizz‘
it it
al o oF 11 7r erinry 7\p Tme iates GRANTED ALL_ACCESS, =

propriate level of



)\ H2-&- NERAVE)- Self Service Templates.xisx - Microsoft Excel - =
= Home Insert Page Layout Formulas Data Review View Developer Add-Ins @ - = x
623 e &
A B C D E F
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2 |ESS EmployeeSS Employee Self Service BN31.1 Speed Benefit Entry ALL_ACCESS
if(isElementGrpAccessible(COMPEMP' ", 'BN' form. BEG_COMPANY form BEG_EMPLOYEE))
3 |ESS EmployeeSS Employee Self Service BN33.2 Employee Stock Option Grant {ALL_ACCESS} else {NO_ACCESS}
if(isElementGrpAccessible(COMPEMP',", BN',form.BEG_COMPANY,form.BEG_EMPLOYEE))
4 |ESS EmployeeSS Employee Self Service BN33.3 Employee Stock Option Vesting Detail {ALL_ACCESS} else {NO_ACCESS}
if(isElementGrpAccessible(COMPEMP' " 'BN' form.BXR_COMPANY form.BXR_EMPLOYEE))
5 |ESS EmployeeSS Employee Self Service BN33.4 Employee Stock Option Transaction {ALL_ACCESS} else {NO_ACCESS}
if(isElementGrpAccessible(COMPEMP',", BN',form.BEN_COMPANY form.BEN_EMPLOYEE))
6 |ESS EmployeeSS Employee Self Service BN47 1 Beneficiaries {ALL_ACCESS} else {NO_ACCESS}
if(isElementGrpAccessible(COMPEMP' ", 'BN' form. BAE_COMPANY form.BAE_EMPLOYEE))
8 |ESS EmployeeSS Employee Self Service BS09.1 Employee Annual Enrollment Rules {ALL_ACCESS} else {NO_ACCESS}
if(isElementGrpAccessible(COMPEMP',", BN',form.BEN_COMPANY form.BEN_EMPLOYEE))
9 |ESS EmployeeSS Employee Self Service BS10.1 Web Enrollment Current Benefit Inquiry {ALL_ACCESS} else {NO_ACCESS}
if(isElementGrpAccessible(COMPEMP' " 'BN' form. EFD_COMPANY form.EFD_EMPLOYEE))
10 |ESS EmployeeSS Employee Self Service BS11.1 Web Enrollment Employee Flex Dollar Inquiry {ALL_ACCESS]} else {NO_ACCESS}
if(isElementGrpAccessible(COMPEMP',", BN',form.PLN_COMPANY form.EMP_EMPLOYEE))
11 |[ESS EmployeeSS Employee Self Service BS12.1 Web Enrollment Eligible New Plans {ALL_ACCESS} else {NO_ACCESS}
if(isElementGrpAccessible(COMPEMP' ", 'BN' form.COP_COMPANY form EMP_EMPLOYEE))
12 |ESS EmployeeSS Employee Self Service BS13.1 Web Enrollment Coverage Options {ALL_ACCESS]} else {NO_ACCESS}
if(isElementGrpAccessible(COMPEMP',", BN’ form.CVR_COMPANY ,form. EMP_EMPLOYEE))
13 |[ESS EmployeeSS Employee Self Service BS14.1 Web Enrollment Coverage Amounts {ALL_ACCESS} else {NO_ACCESS}
if(isElementGrpAccessible(COMPEMP' ", 'BN' form. PRE_COMPANY form.EMP_EMPLOYEE))
14 |ESS EmployeeSS Employee Self Service BS15.1 Web Enrollment Contribution Limits {ALL_ACCESS]} else {NO_ACCESS}
if(isElementGrpAccessible(COMPEMP',",'BN' form. DEP_COMPANY form DEP_EMPLOYEE))
15 |[ESS EmployeeSS Employee Self Service BS30.1 Web Pending Dependent Benefits {ALL_ACCESS} else {NO_ACCESS}
if(isElementGrpAccessible(COMPEMP' " 'BN' form. BNB_COMPANY form.BNB_EMPLOYEE))
16 |ESS EmployeeSS Employee Self Service BS31.1 Web Pending Employee Benefits {ALL_ACCESS]} else {NO_ACCESS}
if(isElementGrpAccessible(COMPEMP',",'BN' form. BEN_COMPANY form.BEN_EMPLOYEE))
17 |[ESS EmployeeSS Employee Self Service BS32.1 Web Enrollment Stop Benefits Update {ALL_ACCESS} else {NO_ACCESS}
if(isElementGrpAccessible(COMPEMP' " 'HR' form. ECM_GOMPANY form.ECM_EMPLOYEE))
18 |ESS EmployeeSS Employee Self Service ES01.1 Comments {ALL_ACCESS]} else {NO_ACCESS}
if(isElementGrpAccessible(COMPEMP'," 'HR' form. EPL_COMPANY form EPL_EMPLOYEE))
19 |[ESS EmployeeSS Employee Self Service ES02.1 Employee Personal Selects {ALL_ACCESS} else {NO_ACCESS}
if(isElementGrpAccessible(COMPEMP' " 'HR' form.FSH_COMPANY form.FSH_EMPLOYEE))
20 |ESS EmployeeSS Employee Self Service ES10.1 Family Status Change History {ALL_ACCESS]} else {NO_ACCESS}
if(isElementGrpAccessible(COMPEMP'," 'HR' form. HSU_COMPANY form.HSU_EMPLOYEE))
21 |[ESS EmployeeSS Employee Self Service HRO7 .1 Supervisor {ALL_ACCESS} else {NO_ACCESS}
22 Employee Self Service HR10.1 Data ltem Aftributes INP+-

ESS EmployeeSS
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» Security Overview and Kickoff

» Software Installation

» Technical Support

» Kinsey Project Manager

» Report Training

» Creation of Security Classes and Roles
» Security Class and Rule Analysis

» Assist with Data Element Security
» Assist with Conditional Logic

» Proof of Concept Workshop

» Security Testing

» Security Training

» Go Live Support
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» Listener (Activity Monitor)
» Security Builder
» Segregation of Duties Reporting

» Security Dashboard
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» Implementation Project Plan

» Project Status Reports

» Client Security Assessment Guide

» Productive Preparation Practices Document
» Security Setup Documentation

» Testing Process Documentation

» SMP Technical Documentation

» SMP User Documentation

» Testing Strategy

» Troubleshooting Checklist

» How Single Sign-on Works Document
» Listener Pivot Tables

» LAUA Audit Reports

» Qutlier Report

» SOD Violation Report
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WHEN EXPERIENCE MATTERS

Takes advantage of the knowledge already put into LAUA security
Utilizes actual form usage to fine tune security settings
Re-engineers LAUA to automatically build your LS9 security model
Includes all Custom Forms created in your system

Leverages Lawson’s utilities for building LDAP

Takes significantly less time than other methods

Requires less of your resources

<X X X X < X X

It’s built around your business practices




Compliant, Secure, Flexible

We can help

Guy Henson
™ VP Business Development
cell: 757-621-8236
WHEN EXPERIENCE MATTERS g.henson @Kkinsey.com
www.kinsey.com
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