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Administrative Login  

Youôll have your own custom URL for accessing the Kinsey Serverôs main menu. 

 

 
 

Select the Administration tab to log into the Admin page  

 

 
 

Enter your administrative User name and Password  
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Configuration  

Basic Server Configuratio n  

 

 
 
The only options you may  want  to change on th is form pertan to the Tomcat system 

debugging logs . You can turn System Debug on or off and set the Debugging Level.  The 

higher the level the more detailed the logs will be.    

 

Global Configuration  

The gl obal configuration option determine how long you want to keep history on any email 

reports.  Reports are emailed based on the schedule they are attached to.  This would 

include SOD reports, Transaction Auditing reports and Security Audit Reports.   

 

 
 

Tran saction Auditing Global Configuration  

These  option s are  only need ed for customers who have purchased the Transaction Auditing 

or Activity Monitor (Listener) applications.  

 

 
 
Auditing Enabled  Check this box if you want Transaction Auditing data saved.  Th is flag 

only controls the storing of data.  Refer to the installation guide on 

turning off the application.  

Listener Enabled  Check this box if you want Listener data saved .  This flag only controls 

the storing of data.  Refer to the installation guide on t urning off the 

application.  
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Stats  Retention  Set the length of time you would like to retain TA and Listener 

statistics.  

Skip URIôs Enter any URLôs you would like skipped in the collection of data. 

 

Segregation  of Duties Global Configuration  

This option is  only need ed for customers who have purchased the Segregation  of Duties  

application.  

  

The configuration option allows you to determine the function codes that will cause a 

violation with a policy.  By default the system is  set to A (add), C (change) and  D (delete) .  

This means that if an LS user has access to any one of these  function codes on a form  then 

the form could be in violation depending on the rules of the policy.  Forms without the 

function codes defined in the function code violation field are considered inquiry -only and 

treated the same as no -access.  

 

SOD Function Code Violations  Enter the function codes that will cause a form to be in 

violation if active. The function codes entered here only 

pertain to the header on a form.  Line code functi on codes 

are not checked when looking for SOD violations.  

 

Role(s) to skip SOD Report  You can configure the application to skip LS9 admin roles 

so they do not continually show on the SOD reports.   

 

SecClasses to skip SOD Report  You can configure the appl ication to skip LAUA admin 

security classes so they do not continually show on the 

SOD reports.  

 

Use database for LS  SOD (not LDAP) ï Check this option if you want the SOD reports to use 

the Kinsey LS SQL  database to check for SOD violations or 

leave this  option unchecked to if you want SOD to check 

LDAP directly.  This option is checked by default.  

Treat conditional logic as NO_ACCESS ï by default any form using conditional logic to 

determine access will be treated as having A,C, or D 
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acces. If you want fo rms with conditional logic to be 

teated as through a user will not have A,C, or D access 

then check this box and the conditional logic forms will not 

be flagged in violation of a policy.  

 

Note: T he SOD application will u se the security settings found in  th e profile  name  field 

defined under LS Security Configuration (LDAP Profile)  

 

Note: The function codes A, C  and  D are default settings. The actual function codes used by 

the SOD application are defined in the SOD Function Code Violations field . 

 

Temporary F ile Locations  

This information will be configured on installation. Temporary files are maintained on the 

server used for the Kinsey application.  For questions please contact Kinsey technical 

support.  
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Infor ADFS Configurtation (Production Server)  

Thi s information will be configured on installation.   

 

Lawson Configuration Production Server  

This information will be configured on installation. 

 

The follow ing  fields may occastionally need to be updated  

Lawson Product Line   Enter the Production product l ine  

Web S erver    Enter the Web Server URL  

Web User  This is the system admin user used to retrieve all security and 

transactional data.  

Web Password   Enter the Web User password  

Security Model  The Security Model checkbox is used to control the security 

mode l available when running SOD reports.  

LS Security Configuration (Production Server)  

This information will be configured on installation . 
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The follow fields may occastionally need to be updated  

LDAP Server   Enter the server ID  

LDAP User   Enter the user ID  of a read -only LDAP user  

LDAP Password  Ente the read -only users password  

LDAP Profile   Enter the default LDAP Profile for reporting purposes.  

Employee fields  Changing the field names will have an adverse affect on the Terminate 

Employee LS Report.  If you  need additional fields pulled from Lawson 

contact Kinsey support for more infomation.   

Reporting Fields  The security reports will include the fields displayed on the 

configuration screen. To hide fields by default from the report check 

the hidden check bo x next to the field name.  You will have the option 

of overriding the default when the report is run.  

Lawson Configuration Test Server  

Refer to the Lawson Configuration Production  Server  instructions for more information.  

LS Security Configuration (TEST Se rver)  

Refer to the LS Production Server instructions for more information.  
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Scheduled Tasks  

 

The scheduled tasks option allows you to maintain schedules or run on de mand the 

programs that will retrieve  or purge data for  the reporting databases.   

 

 

 
 
Appl ications:  LS Reporting   

Defining a Schedule  

 

 

Select the Edit  icon next to the process you want to schedule.  
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Month (s)  Select a month or every month  

Day(s)   Select the day of the month to run the process  

Hour(s)  Select the time of day to run the process.   The process can be run based on 

increments starting 12:00am.  

Minute(s)  Select the minutes past the hour or the minutes in increments based on the 

starting hour selected.  

Weekday(s)  Select the day of the week that you want to run the process.  

 

Note: You c an use either the Day(s) or Weekday(s) criteria but not both.  When using Day(s) 

set the Weekday(s) option to ôAny Week Dayô.  When using Weekday(s) set the Days(s) 

option to ôAny Dayô  
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Transaction Audit Rules  

 

From the Adminstrative page select òTransactio n Audit Rulesò.  The existing rules will be 

displayed  on one of two tabs for either Lawson S3 or Landmark (CloudSuite). Use the icons 

next to the report name to either edit or delete the audit rule.  To add a new rule select the 

òCreate New Audit Ruleò link  in the top right corner .   

 

 
 
For all new rules t he system will automaticall y assign an Audit Rule ID.  This ID can be used 

in the selection criteria when setting up reports.  This is helpful of you are setting up a group 

of tokens (forms) or a group of us ers that you want to audit.  When you create a report you 

can simply request a query of all records matching the Audit Trail ID instead of creating 

criteria to match user names or token IDôs. 
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Creating or Changing an Audit Rule  for Lawson S3  

Start by sel ecting the Lawson S3 tab and a list of existing S3 defined audit rules will be 

displayed.  

 

 
 

To edit an audit rule click on the blue pencil icon next to an existing rule or to create a new 

rule select the óCreate New Audit Ruleò in the upper right corner of the screen.  

 

 
 

Audit Rule ID:  Automatically assigned  

Lawson Servers:  Select the server you would like to audit  

Rule Description:  Enter a description describing the purpose  of the audit  

Product Lines:  Enter the Product Line(s) you would like to audit  

User Names:  Enter a list of users you would like to audit. Enter the users Lawson 

login ID as the User Name.  To specify multiple users put a semicolon 

between each name.  Leaving the field blank will automatically audit all 

Lawson Users.  
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Tokens:  Enter a list  of token or form names you would like to audit. To specify 

multiple tokens put a semicolon between each token name. For 

example HR11; AP10; GL20.  Leaving the field blank will automatically 

audit all Lawson tokens.  

 Hint: The application will match token names based on the number of 

characters entered. For example if you enter òAP1ò the system will 

audit all tokens beginning with AP1 (AP10.1, AP10.2, AP11.1, AP12, 

et.)  

Function Codes:  Enter the Function Code you would like to audit. Leaving the field 

blank  will automatically audit all Lawson Function Codes.  

IP Address:  Enter the IP address that you want to audit.  The application will 

match the originating IP address with the address entered from left to 

right. For example if you enter 192.168 and leave the  3rd and 4th 

segment blank the system will pick up all transaction from IP 

addresses matching the first 6 digits.  

Audit Start Time :  Enter the starting time for the audit to start capturing activity . 

Audit End Time :  Enter the ending time for the audit to st op capturing activity.  

Enable Data Retention :   

Selecting this option  will allow you to set data ret ention policies for the 

data capture in this audit. If you do not set data retention policies all 

data will be kept indefinetely.  Valid options are Never, 1,  2,4, 13, 26 & 

52 weeks.  

Remove Inquiries After :   

Select the time period that you want to keep all data inquiry records. 

This will include function codes ô(I)nquiry, (N)ext, (P)revious,(+) Page 

down ( - ) Page up.  

Remove Add/Change/Deletes after :   

Enter the time period that you want to keep all non - inquire records.  

 

Select  SAVE  to save your entry.  

 

Creating or Changing an Audit Rule  for CloudSuite (Landmark)  

Start by selecting the Landmark tab and a list of the existing defined Landmark audit will be 

displaye d.  
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To edit an audit rule click on the blue pencil icon next to an existing rule or to create a new 

rule select the óCreate New Audit Rule ò in the upper right corner of the screen. 

 

 
 
Landmark  Server  Select t he app roiate server from the  drop down  option . 

Product Line   Select t he app roiate product line  from the  drop down  option . 

Business Class  Enter the name of the Business  Class you want to audit.  

Description  Enter the description or reason on why thi s audit is being defined. This 

is for references purposes only.   

Key Fields  Manually check all fields highlighted in Red.  
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Reporting Groups  

 

Reporting Groups provide additional security for  saved Transaction Audit and LS  Audit 

Reports.  This system will only allow users to save or run reports within their own group  or 

run reports from  the  shared  group . 

 

 
 

Select Reporting Groups from the left navigation pane. All users previously created under 

User Admi nistration will be display.  

 

Creating  or Deleting  a New Group  

 

To create new groups click on the Edit Group  button.  

 

Enter a Group name and select Add  

 

To delete an existing Group select the red X next to the 

group name.  
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Assigning or Removing a Use r  to a Group  

 

 
 

Click on any of the Group  name s to  add a  user to the group .  To delete a user select the 

delete icon next to the userôs name. 

 

Any user added to the Administrators Group will be given  full access to all reporting groups.  

This user is not considered a n admin istrator  for any other configuration purpose;  this only 

allows the user to see all reports in all groups.   
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SOD Policy Maintenance  

Using th e URL provided during the installation launch the Kinsey Portal home page.  

 

 

 

To add or change SOD policies start with the Administration  Portal Page, then select SOD 

Policies  from the links on the left.  
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SOD Policies and Rules  

 

 

 

 

The delivered polic ies are divided in to 9 categories. Additional categor ies can be added  to 

hold  any other policies that do not fit into one of the existing categories.  

Enabling/Disabling a Policy  

Each policy can be permanently disabled by un -checking the óEnabledô check box.  Any 

policy that is disabled will be removed from the SOD report. To enable a policy check the 

appropriate box next to the policy.  

Rating a Policyôs Level of Importance 

The system will display the 8  available categories and the individual policies. Eac h policy has 

a level of importance rating of 1 to 5 stars, with 5 being the most important.  When the 

application is installed every policy received a 3 star rating. The rating is then used to filter 

the policies you need to review when you run the SOD rep ort.  To change the Importa nce 

levels simply click  the star  to increase or decrease the level.  

Viewing or Editing a Policy  

You can view or change the object  assignments for any of the pre -built policies by clicking 

on the View/Edit link.  
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Every pre -buil t policy is creat ed using 2 object  groups.  The groups are joined  using AND 

logic, but the objects  within each group are evaluated using OR logic.  By combining 

AND/OR logic we are able to combine what would traditionally require multiple rules into 

one ru le.  

 

The example above sh ows 2 groups with 2  and 4 objects  respectfully. When evaluating this 

policy the application will validate  your security setting against 8  rules.  

  

The user is in violation of the policy if  that have at least A,C or D access to :  

 AM40.1 and AM20.1  or  

 AM40.1 and AM20.3  or  

 AP40.1 and AM 20.4  or  

 AP40.1 and AM 2- .1  or  

 AM145 and AM20.1  or  

 AM145 and AM20.3  or  

 AP145  and AM 20.4  or  

 AP145  and AM 2- .1   

 

If any of these conditions are true the policy is considered to be in violation.  

 

Note: Only óUpdate ô access is considered  to be a violation of a policy . If just Inquiry function 

codes are granted for a token that has add, change or delete capabilities, then the token is 

considered to have NO ACCESS. For example form AM 40 .1 has available func tion codes 

A,C,D,I,N,P,+, - . If you restrict access to AM 40 .1 to just I,N,P,+,  set to it No Access or set it 
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to Inquiry Only  the SOD report will not consider this form to be in violation of the policy. 

Refer to the ñInquiry-only special exceptionsò section of this manual for more information.  

Adding a Object  to an existing policy  

To add a n object  to an existing policy type the object ID  in the open cell under the 

appropriate group and click on the plus (+) sign left of the field . Ther e are 6  type s of 

objects  you can add to a rule. Forms (tokens), Tables, System Codes, Roles, Security 

Classes or Fields.  When the object ID is entered the system will attempt to identify the 

object type.  If the field type cannot be auto identified you will be prompted to select  the 

type of ID entered.  

 

 

 

Any combination of objects can be used when defining a policy. If you enter a Form (token) 

ID you can use a wild card (ó*ô) to define a series of forms. For example AP20.* will look for 

AP20.1, AP20.2, AP20.3, etc.   

 

Note: Whe n using wild cards to identify on -line tokens be sure to include the ó*ô after the 

fifth character (.). In the example above if the token is entered as AP20* instead of AP20.* 

you will be including all of the AP200 reports in the rule.  

Deleting a n  Object  f rom an existing policy  

To delete the assignment of a object simply click on the delete icon  next to the object 

name.  

Adding a Group to an existing policy  

To add a new Group to a policy click on the ADD NEW GROUP button and fill in the 

appropriate object ID ôs.  












































