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Introduction

The Kinsey LS Dashboard provide s greater access to information pertaining you user

security for both Lawson S3 security and Landmark.

The security reports are designed to help with the admi  nistration of Lawson Security with
qgueries showing detailed security information by  User, Actor, Role and Security Class

including all objects and rules.

The Security Analyzer is specifically built as an audit report to easily review acc ess by user.

The Microsoft Excel output makes it easy to analyze object level security by user.

The Security Audit report provides details on changes made to your security model including
who made the change, when it was made , the parameter changed and the comparative

data of the fields changed

These independent queries have been designed to provide access to your data in the
quickest most robust method possible through a browser interface. The Security Dashboard
reports provide critical insight into y our security model for your security administrators and

your security auditors.
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Setting your Default Home Page n
You can set your preferred Home page on the dashboard by selecting the home page icon in
the top right corner of your screen. This setting is saved as a browser cookie and will be lost

whenever you clear your browser cache.

Configuring your LDAP Reporting Profile
The data used to generate the LS reports is pulled directly from your LDAP database. The
LS Dashboard Report s can be executed through your standard browser interface . You can

launch the dashboard using the URL provided by your security administrator.
Launch the Security Dashboard from your Windows browser .

Click on the Administration Tab and select Configuration. You will be asked for a user ID and

Login. See you security administrator for this information.

EEErE)
/m
€« C [ esbussrv:0090 @ x|=
i3 Apps [ Kinsey Portal [ MsM.com ] G et

klnsev" Logged in as: admin u

Transaction Auditing Activity Monitor LAUA Reporting LS Reporting SoD Reporting Analytics Administration

Overview Lawson 10S Controls Configuration Scheduled Tasks Transaction Audit

I
N

Rules
. .
Reporting Groups SOD Policies Scheduled Reports User Administration Problematic Forms

4

Metadata Editor Manage Restrictions View Error Log

~
=D)

Copyright Kinsey 2015
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Scroll down tothe LS Security Configuration option for either Test or Production and click on

the + sign.

= LS9 Security Configuration (Production Server)

LDAP Server: |s3server.corpnet. Jawson.com | LDAP User: [CN=root, CN=lwsn,DC=Is3server
LDAP Port: [389 | LDAP Password: [Lawson1875
LDAP Base Search: [CN=lwsn,DC=Is3server | LDAP Profile: [APS
User LDAP Base |
Search:

LDAP Paging Size: [1000 ‘ RMID Trans\ation|

Productline:

LDAP "back-office" | ‘

LDAP
Service: Company:Employee" LIVE_EMPLOYEE

Service:

Collect Employee
termination data:

Employee f"c‘i)'ﬂ:[tt? [COMPANY,EMPLOYEE, DATE_HIRED,TERM_D#

Lawson LDAP Server Settings

LDAP Profile: [APS |

LDAP Profile Enterthe default LS Profile you use for reporting . The reporting application
will allow youto  change the profile prior to running a query but the Profile
entered here will be used as the default.

User Active but Terminated Report Requirement

Collect Employee
termination data:

Employee ﬂ;’ﬁéctt? COMPANY EMPLOYEE DATE_HIRED TERM_D/

There is a User security report that will validate if a terminated employee is still active in the
security model . The report requires  data to be retrieved from the Lawson HR tables. To

enable the feature select the &ollect Employee termination data 6check box.

The report will include the field name s entered in the Employee Fields to Collect cell. You
can collect da ta for any field that would indicated the employee has been terminated. This

would generally be the TERM_DATA field but a user defined field might also hold the

information you need.

Examples of the fields generally used are: COMPANY, EMPLOYEE, HIRED and T ERM_DATE

Note: If you do not run the Lawson HR application this report will not work in your

environment.
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Security  Reports
The Security Admin reports are designed specifically for anyone that needs to main tain
security functionality ~ in the LDAP model. Although the se reports can be us ed by the

auditors, they provide more insight into the technical aspects of the model that is not

generally required by an auditor. The Security Analyzer was built specifically for the audit
team.
Launch the Security Dash  board and select the Security Reporting icon from the LS Reporting
tab.
€ - C A [3esbussrv:0090 @ =
2 apps Y Kinsey Portal [ MSN.com (3 Other bookmarks
I(Inseyk Logged in as: admin n

Transaction Auditing | Activity Monitor ‘ LAUA Reporting ‘ LS Reporting | SoD Reporting | Analytics ‘ Administration ‘
Security Reporting Security Analyzer Security Auditing Object Modeling Role Modeling Object Comparison Security Visualizer Security Utilities

Last 24 Hours Last 7 days Last 14 days Last 31 days Last 90 days Last 180 days

LS9 Security Changes (Last 31 days)

Identity | §
Prod Line | §
Category 8
Program  pl—
Table 8
Form (Token) o3 1
Field | §
Element | §
Security Class  y—
ROIE  p—— 5
User AUNDULE ol —
0 2 4 6 8 10 12 14 16 18 20 22 24 26 28

Changes

M pProduction [l Development

Copyright Kinsey 2015
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Start by s electing the server

and security profile you want to report on in the top right

corner of the screen.  You can select to view reports based on current settings or historical
shapshots. Historical snapshots can be create d through the administration panel. Refer to
the Kinsey Administrator Guide, page 12, Schedule Tasks for more information.
Production Server v | * APS r | E
Data Last Updated: 12/3/14 14:43
[ Kinsey LS Reparting X - a8 x
&« C [ @ esbussn:9090/kK L S9ReportingPortal ISERVERID=LSF_PRODAPROFILE=APS @ 4@ i
5 apps [l Kinsey Portal Other bookmarks

kinsey B

n“““ E“"'“

Active Lawson Users Role - Security Class

Disabled User - Attributes

Disabled User - Identity

User - All Objects

Securlty Class

- Security Class - Form
User Active - but Terminated

- noEmployee Record
te Settings

S is Not Set

S Setting

Security Configuration
Securi ing

ProdLine/SysCode

LIVE/AC

LVE/ZZ

MIN

MIN/CW

- Tipes ADD,CHG,DEL, 550

- Security Class - All Objects
- Security Class - Element Group
e - Security Class - Form

s Counts

Forms Per Security Class

Security Class - All Objects

Security Class - Form
Security Class
Security C

oN

Action

onN
OFF/NO_ACCESS
onN
OFF/ALL_ACCESS

Security Class - Element Group

Setas default| production - 1535ERV

Metadata
Metadata
Metadata

Metadata

Metadata - Tables

Struc

- Form Keys

- Forms

- Forms-FC Desc

Forms-Fields

Structures - Children

Structures - Parents

Table Statistics

Table:

Tables assoclated to F (V)
User Access by System Code

sociated to Forms (v10)

Unassigned Objects

g-ilAl?]c

Data Last Updated: 6/9/17 11:32

** Activity lacking Security
Form Count Summary
User - Form Detail

User - Form Summary

Users Security versus Activity

Obect types not used in security madel

400

600 700 500 900 1000 1100

The Security Reporting dashboard comes preconfigured with reports by

User, Role, Security

Class and statistical information about your model. If you have also purchase the Activity

Monitor (Listener) application a separate group of reports will provide you will information

on how Lawson is being used.
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Report Features

Pre -Report Filters

The report filters allow you to restrict the amount of information that will be retrieved from
the database prior to generating the report. This is helpful when you are working with a

large amount of data any only want a small subsection to analyze.

All of the report filters follow the same convention. The filter field options will vary

depending on report selected.

[ Kinsey LS Reporting

C @ esbu

PROFILE=APS&ID=141 @%@

i apps ¢ Kinsey Portal Other bookmarks

I(Insey Role - Security Class - Form ﬁ n n

Server: LSF_PROD | Profile: APS Hide Search Criteria
Field Selection

Role All M

Security Class | All v

Form All v
Run a historical comparison
Compare profiles

Run Report

For example, on the Role i Security Class i Form report you will have the option of filtering
by Role, Security Class or Form . If you need to filter by any other field you can do that
once the grid is populated. Al'l filters assume 0 ANaWes Imogysatsfy

the criteria for  data to be displayed

There are 2 methods when using filters. The first simply provides the option of selecting the
condition and filling in the value. For example, in the above example to report on a specific

Role youwouldsimply change the fASkhé eat i Bagwafilandhe apprdpriate
value. Repeat the process for the Security Class and Form fields. If you want the

application to return all value s for a field you do not need to make a selection.

Filter Expressions

Equals Value entered mus t match data exactly.
Contains Value entered must be contained within the data.
Starts With Data returned must start with value entered.
Ends With Data returned must end with the value entered.

meani

ng
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Is Between Date returned must fit within the range selected.
Regular -Ex Similar to OR logic.  Entered as value | value | value etc. This is u seful

when trying to view records with specific dates.

The second method allows you to select from a list of possible values. This option can take a
little time to populate depending on the size of the model. The values shown are based on

the information available in your security model

e - o x
| Kinsey LS Reporting X ) | Role - Security Class - Fo X

C 1Y | ® esbussrv:9030/KK_LS9ReportingPortal/filters.htm?SERVERID=LSF_PROD&PROFILE=APS&ID=141 e %@ :

¢ Kinsey Portal 7 Other bookmarks

I(Insey Role - Security Class - Form ”

Server: LSE_PROD | Profile: APS Hir
—

I Role Advanced v I

—
Show|500 v |entries Search:

Search:
Role Role “

1TestRole-withdash 1TestRole-withdash No data available in table
2DaveNone 2DaveNone

Showing 0 to 0 of 0 entries
ACAccountant ACAcc Description that is long

AChssetClerk

ACAssetManager Add >
ACDataEntry

ACExpert

AllAccessRole AllAccessRole

< Remove

APInquery

ApplicantRole Add All >>
APSuper

ARSuper test description

BRBiller

BRContractAdministrator

<< Remove All

BRExpert o

Showing 1 to 40 of 40 entries
Previous ‘ o ‘ Next

Security Class | Al v

Form Al v
Run a historical comparison

Compare profiles

Run Report

Startby selectin g fAAdvancedo as the condition.aldfthe applicati on
available values associated with the specific field. For instance , in the example above all of
the available Roles are displayed . At this point you have a few ways of selecting the Roles

you would like included on the report
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Adding or

By holding down the CTRL key

Removing

Selected Values

key you can select a range of values

button will move the selections to the

select the

it ems

you want included on

you can select individual values or by holding down the Shift

selected column . To remove a values from the list

n the

6Se kRanmbwd 6

col umn an

the report . Clicking he Add >

d cl

[k Kinsey LS Reporting % i [ Role - Security Class - F= %
C 1 |© esbussn

I finsey Para @

(1) 171 ——

Server: LSF_PROD | Profile: APS

Role Advanced v
Show 500 * entries

Role

Search

GLReportWritter
GLSuper
HRClerical
HRDirector
HRGeneralist

ONLYACDataEntry
POBuyer

Smar

VendorRole

ONLY ACDataEntry Class

-]

-0

Hi

Search
Role

No data avallable in table

Showing 0 ta 0 of 0 entries

Showing 1 1o 40 of 40 entries

Security Class| All
Form Al
Run a historical comparison

Compare profiles

Run Report

4 rows selected

Previous | 1| Next

- a8 x

Q& 0

ther bookmarks

HE |

rch Criterd,

ck

on
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Adding or  Dropping All Values

To add all values simply click onthe  Add All >>

<< Remove All button.

Tip: There

may be time where

button.

want selected rather that selecting a large list for inclusion.

To remove all select the

itos

easier to add

[ Kinsey LS Reparting X ) ¢ Role - Security Class - - %

J tinsey Pomst 00

kinsey . oo o
Server: LSF_PROD | Profile: APS
Role Advanced ¥

Show | 500 v entries

C (1 | © esbussrva090/KF_LS9ReportingPortal/filters hm?SERVERID=LSF

Search:
Role -

No data avallable in table

Showing 0t 0 of D entries

Security Class| All
Form Al
Run a historical comparison

Compare profiles

Run Report

Previous  Next

@0

Other beskmarks

Search:
Role -

1TestRole-withdash

Add
ACAssetManager
< Remove .
ACDatantry
ACExpert
Role
Add All == APinqugry
ApplicftRole

-
ARSuper
BRBiller

BRContractAdministrator

BRExpert

1TestRole-withdash

Acc Description that is long

AllAccessRole

test descriptior

Showing 1 to 40 of 40 entries
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Filtering the Available Values

The A Sear ol adlowyaouxo filter the list of entries displayed. The application used

Afcontainsd |l ogic to filter the dat a.
[ Kinsey LS Reparting X / [k Role - Securty Class - £+ X [
C Y @ Notsecure | esbussry KK ) mISERVE A a % @ :
R finsey Poral Other bogkmarks
kmsey' Role - Security Class - Form 08
Server: LSF_PROD | Profile: APS Hide Search Cr

Mo data avallable in teble

Showing 0 to 0 of 0 entries

ered from 40 total entries)

In this example, to display all of the roles related t
the search box. At this point | can click on the Add All button to move them to the selected
list. You can remove items from the selected list by entering a condi tion and selecting the

<< Remove All button.

Note: In all cases you can Add or Remove by combining the methods or repeating a method
as needed. For example you could Add all values containing fi a d mianddhen also Add all

values containing fAsupero.
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Historical Comparisons

When you run a historical comparison the application will ONLY return the changes between

the current security model and the baseline you are comparing to. This should not be

considered a true change audit report but rather a differe
security review. You should use the Security Audit Reporting application

time and date of any security changes and

After you have selected the appropriate filters chec

The application will prompt you for the time sta

nces report from the last approved

comparison dates are available see your system administrator about creating a baseline

shapshot.

[c Kinsey LS Reporting %/ kg User - Role - Security C1= X

C | ® esbussrv:3030/KK LS3ReportingPortal/fiters.htm

i apps [l Kinsey Portal

I(Insev User - Role - Security Class

Server: LSF_PROD | Profile: APS

Field Selection
Role All v
Security Class All v
User All v

¥ Run a historical comparison | Select comparison date ¥

Select comparison date
12/31/2015 03:38 AM

Compare profiles

12/02/2016 09:51 AM

Run Report 01/23/2017 04:18 PM

Note: Y ou cannot run

database for reporting.

D=LSF_PROD&PROFILE=APS&ID=176

This option will be hidden when running histor ical

to determine  the
/or the person who made the change.
k the O6Run a historical
mp you would like to compare against . If no
a4 @

Other bookmarks

pdRl? ]

Hide Search Criteria

a historical comparison if you have selected a historical

reports.

cComp:

Kinsey Confidential
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Changing Pre - Report Filters

To change your selection criteria without exiting the report simpl

y select the Sho w/Hide

Search Criteri a link in the upper right corner of your screen.
[m) x
[l Kinsey LS Reporting % ) K User - Role - Security CI= X
& ®ssbussr\/BCBC,KK,LSPRepnrng:m;\m\(e\:hlm7SERVERD:LSF,HOD&F‘ROFLE:AFS&ID:175 @ w| @

£ apps ¢ Kinsey Portal

I(Insey User - Role - Security Class

Server: LSF_PROD | Profile: APS

Other bookmarks

plal2]cl

Hide Search Criteria

—

Field Selection
Role All v
Security Class | All v
User All v

L)' Run a historical comparison

L) Compare profiles

Run Report

Showing and Hiding Columns

The a pplication has two methods for showing or removing columns from the grid. The first
option allows you to set the default columns for all security reports through the LS Security
Configuration option on the Administrative Configuration page.

like hidden by default.

Check the fields you would

Note: not all fields show on all reports

Overview = LS9 Security Configuration (Production Server)

Lawson 105 Controls
Configuration
Scheduled Tasks
Transaction Audit Rules
Reporting Groups
SOD Policies
Scheduled Reports
User Administration
Problematic Forms
Metadata Editor
Manage Restrictions

View Emror Log

LDAP Server: [s3server.corpnet lawson.com |
LDAP Port: 389 |

LDAP Base Search: [CN=lwsn,DC=Is3server

User LDAP Base Search: |

LDAP Paging Size: [1000
LDAP "back-office” Service:[ ]

Collect Employee termination data:

Employee fields to collect: |CDMF’ANY EMPLOYEE! DATE_H\RED'TERM_DPJI

LS Security  Hidden Friendly Name
Reporting Fields:

Database Field
L Attribute ATTRIBUTE

Attribute Value ATTRIBUTE_VALUE

Audit AUDITED
Available FC AVAILABLEFC
Check LS CHECK_LS
Company COMPANY
Count ListenerCount
Date DATE

Date ACCESSED_AT_DATE
Date/Time ACCESSED_AT
Employee EMPNUM

Field Description LABEL

Form TOKEN

Form Description TITLE

Full Name FULLNAME
Function FC

Hidden HIDDEN

Kinsey Confidential
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The s econd option allows you to change the columns displayed once the grid is populated
The application will default to the settings found under the LS Security Configuration option

on the Administrative Configuration page

Select the Show/Hide Columns butto n to select the columns you want displayed.

Expand Groups Collapse Groups Clear Filters Show/Hide Columns

Drag a column and drop it here to group by that column

User T | Full Name =T

hroberts Roberts, Helen Show/Hide Columns %
hroberts Roberts, Helen ¥ User

hroberts Roberts, Helen ¥/ Full Name

hroberts Roberts, Helen ¥/ Role

hroberts Roberts, Helen Role Description
hroberts Roberts, Helen ¥ Task

hroberts Roberts, Helen Task Description
hroberts Roberts, Helen ¥ Form

hroberts Roberts, Helen ¥ Form Description
hroberts Roberts, Helen ¥ Available FC

hroberts Roberts, Helen ¥ Rule

hroberts Roberts, Helen

hroberts Roberts, Helen

hroberts Roberts, Helen

hroberts Roberts, Helen AllAccessRole ACCapitalization

Kinsey Confidential Page 16 of 81



Security Dashboard User Guide

On-The -Fly Report Filters
You can also f ilter your results once the grid has been populated. Select the filter icon next

to the field name in the header.
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