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Introduction

The Kinsey LS Dashboard provides greater access to information pertaining you user security for both

Lawson S3 and Landmark security.

The security reports are designed to help with the administration of Lawson Security with queries
showing detailed security information by User, Actor, Role and Security Class including all objects and

rules.

The Security Analyzer is specifically built as an audit report for S3 security to easily review access by
user. The Microsoft Excel output makes it easy to analyze object level security by user.

The Security Audit report provides details on changes made to your security model including who made
the change, when it was made, the object changed and the comparative data of the fields changed.

These independent queries have been designed to provide access to your data in the quickest most
robust method possible through a browser interface. The Security Dashboard reports provide critical
insight into your security model for your security administrators and your security auditors.
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Setting your Default Home Page n

You can set your preferred Home page on the dashboard by selecting the home page icon in the top
right corner of your screen. This setting is saved as a browser cookie and will be lost whenever you clear
your browser cache.

Configuring your LDAP Reporting Profile

The data used to generate the LS reports is pulled directly from your LDAP database. The LS Dashboard
Reports can be executed through your standard browser interface. You can launch the dashboard using
the URL provided by your security administrator.

Launch the Security Dashboard from your Windows browser.

Click on the Administration Tab and select Configuration. You will be asked for a user ID and Login. See
you security administrator for this information.

EEErE]
m
€« C A [ esbussrv:9090 Qx| =
it pps [ Kinsey Portal [} MSM.com T ——

I(Insevm Logged in as: admin ﬂ

Transaction Auditing Activity Monitor LAUA Reporting LS Reporting SoD Reporting Analytics Administration

Overview Lawson 10S Controls Configuration Scheduled Tasks Transaction Audit

I
N

Rules
( L] .ﬁ
Reporting Groups SOD Policies Scheduled Reports User Administration Problematic Forms

4

Metadata Editor Manage Restrictions View Error Log

R
=D

Copyright Kinsey 2015
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Scroll down to the LS Security Configuration option for either Test or Production and click on the + sign.

= LS9 Security Configuration (Production Server)

LDAP Server: [s3server.corpnet lawson.com | LDAP User: [CN=root,CN=lwsn,DC=Is3server |
LDAP Port: (389 | LDAP Password: [Lawson1975 |
LDAP Base Search: [CN=lwsn,DC=Is3server | LDAP Profile: [APS |
User LDJ(&SD B_ase?l |
earch:
LDAP Paging Size: [1000 \ RIWIE:pgeéTlsc\taHt;cg.l l

LDAP "back-office" | ‘

LDAP
" any: " ILIVE_EMPLOYEE
Service: Company:Employee | _|

Service:

Collect Employee
termination data:

Employee flelds 0 (GOMPANY,EMPLOYEE DATE_HIRED, TERM_D/

Lawson LDAP Server Settings

LDAP Profile: [APS |

LDAP Profile  Enter the default LS Profile you use for reporting. The reporting application will allow
you to change the profile prior to running a query but the Profile entered here will be
used as the default.

User Active but Terminated Report Requirement
Collect Employee
termination data:

Employee ﬂ;’ﬂzctt*? COMPANY,EMPLOYEE DATE_HIRED TERM_D/

There is a User security report that will validate if a terminated employee is still active in the security
model. The report requires data to be retrieved from the Lawson HR tables. To enable the feature select
the ‘Collect Employee termination data’ check box.

The report will include the field names entered in the Employee Fields to Collect cell. You can collect
data for any field that would indicated the employee has been terminated. This would generally be the
TERM_DATA field but a user defined field might also hold the information you need.

Examples of the fields generally used are: COMPANY, EMPLOYEE, HIRED and TERM_DATE

Note: If you do not run the Lawson HR application this report will not work in your environment.
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Security Reports

The Security Admin reports are designed specifically for anyone that needs to maintain security
functionality in the LDAP model. Although these reports can be used by the auditors, they provide more
insight into the technical aspects of the model that is not generally required by an auditor. The Security
Analyzer was built specifically for the audit team.

Launch the Security Dashboard and select the Security Reporting icon from the LS Reporting tab.

[ Kinsey Portal x

€« - C & [ esbussrv:9090 o) =
i apps [ Kinsey Portal [ MsN.com T
kinsey oot 35 ain [

Transaction Auditing | Activity Monitor ‘ LAUA Reporting ‘ LS Reporting | SoD Reporting | Analytics ‘ Administration ‘
Security Re porting Security Analyzer Security Auditing Object Modeling Role Modeling Object Comparison Security Visualizer Security Utilities

Last 24 Hours Last 7 days Last 14 days Last 31 days Last 90 days Last 180 days

LS9 Security Changes (Last 31 days)

Identity
Prod Line

Category

Table

Form (Token)

Field

8

8

8
[T B E—

8

0

8

Element | §

0

SECUNTY CIASS i m—
T —
L —

Changes

M Production [l Development

Copyright Kinsey 2015
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Start by selecting the server and security profile you want to report on in the top right corner of the
screen. You can select to view reports based on current settings or historical snapshots. Historical
snapshots can be created through the administration panel. Refer to the Kinsey Administrator Guide,
Schedule Security Classes for more information.

Production Server ¥ E

Data Last Updated: 12/3/14 14:43

[ B Kinsey S Reporting x|+ - 5 x ‘
e C 0 ® Notsecure | 192.168.100.136:5090/KK_L59 v PR aw o ® :|
klnsey Secutty Noportie Production. 53SERVEN 7] s v m u n
1 11:35

3.

Jata Last Updated: 1/30/19

Security Classes Favorites
om R u

er - Role Matrix

The S3 Security Reporting dashboard comes preconfigured with reports by User, Role, Security Class and
System information about your model. If you are licenses for the Activity Monitor (Listener) application
a separate group of reports will provide you will information on how Lawson is being used.
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Report Features

Pre-Report Filters

The report filters allow you to restrict the amount of information that will be retrieved from the LDAP
database prior to generating the report. This is helpful when you are working with a large amount of
data any only want a small subsection to analyze.

All of the report filters follow the same convention. The filter field options will vary depending on report

selected.
[l Kinsey LS Reporting % / [ Rol
C | ® esbussrv9090/KK LS9 ilters.him?SERVERID =LSF_PRODBIPROFILE=APS&ID=141 aQw @ :
i1 Apps [IC Kinsey Portal Other bookmarks
I(Insey Role - Security Class - Form ’ n E
Server: LSF_PROD | Profile: APS Hide Search Criteria
Field Selection
Role All v
Security Class | All v
Form All M

Run a historical comparison

Compare profiles

Run Report

For example, on the Role — Security Class — Form report you will have the option of filtering by Role,
Security Class or Form. If you need to filter by any other field you can do that once the grid is populated.
All filters assume “AND” logic, meaning all values must satisfy the criteria for data to be displayed.

There are 2 methods when using filters. The first simply provides the option of selecting the condition
and filling in the value. For example, in the above example to report on a specific Role you would simply
change the “Selection” value to “Equals’ and fill in the appropriate value. Repeat the process for the
Security Class and Form fields. If you want the application to return all values for a field you do not need
to make a selection.

Filter Expressions

Equals Value entered must match data exactly.

Contains Value entered must be contained within the data.

Starts With Data returned must start with value entered.

Ends With Data returned must end with the value entered.

Is Between Date returned must fit within the range selected.

Regular-Ex Similar to OR logic. Entered as value | value | value etc. This is useful when

trying to view records with specific dates.
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The second method allows you to select from a list of possible values. This option can take a little time

to populate depending on the size of the model. The values shown are based on the information

available in your security model.

[ Kinsey LS Reporting X ) I Role - Security Class - Fo X

C O | ® esbussn:909
¢ Kinsey Portal 7

I(Insey Role - Security Class - Form

Server: LSE_PROD | Profile: APS
—

I Role Advanced v I

—
Show|500 v |entries

0/KK_LS9ReportingPortalffilters.ntm?SER

Search:
Role

ROD&PROFILE=APS&ID=141

1TestRole-withdash 1TestRole-withdash
2DaveNone 2DaveNone
ACAccountant
AchssetClerk
ACAssetManager
ACDataEntry
ACExpert
AllAccessRole

ACAcc Description that is long

AllAccessRole
APInquery

ApplicantRole

APSuper

ARSuper test description
BRBiller

BRContractAdministrator

BRExpert

Showing 1 to 40 of 40 entries

Security Class | Al v

Form All v
Run a historical comparison

Compare profiles

Run Report

Previous ‘ 1 ‘ Next

Role

- o

x

a4 @ :

Other bookmarks

9

Search:

I

No data available in table

Showing 0 to 0 of 0 entries

Add >

< Remove

Add All >>

<< Remove All

Start by selecting “Advanced” as the condition. The application will display all of the available values
associated with the specific field. For instance, in the example above all of the available Roles are
displayed. At this point you have a few ways of selecting the Roles you would like included on the

report.

Kinsey & Kinsey, Inc. Confidential 2008-2019
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Adding or Removing Selected Values

By holding down the CTRL key you can select individual values or by holding down the Shift key you can
select a range of values you want included on the report. Clicking he Add > button will move the
selections to the selected column. To remove a values from the list select the items in the ‘Selected’
column and click on < Remove.

[ Kinsey LS Reparting X ) ¢ Role - Security Class - - % [:] - o x

C 0 @ esbussr:

ke tinseyPoral T Gther bokmarks

KINS@Y rue- sy rorm s0EA

aw @ i

PROD | Profile: APS Hide Search Criteria

Show| 500 * | entries Search: Search:

Role Role

No data avallable in table

Showing 0 to 0 of O entries
ManzgerRole e

OE: sOrderClerk

ONI JataEntry ONLY ACDataEntry Class

4 rows selected

Previous | 1| Next
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Adding or Dropping All Values

To add all values simply click on the Add All >> button. To remove all select the
<< Remove All button.

Tip: There may be time where it’s easier to add all and then remove the values you don’t want selected
rather that selecting a large list for inclusion.

[ KinseyLSReporting X |/ [l Fole - Security Class - F= % a - a x
C Y @ esbussr X " v B y 8 a1 Q& @
I KnseyPoral ) Other bookmarks
kmsey Roke - Socurity Class - Form “
Server: LSF_PROD | Profile: APS
Rol ced v
Show | 500 v entries Search Search
Role - Role
N Jat; allab bl

Showing 0 to 0 of 0 entries

Showing 1 10 40 of 40 entries
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Filtering the Available Values

The “Search” box will allow you to filter the list of entries displayed. The application used “contains”

logic to filter the data.

I Koy S Raporing ) b e - Securty Clss - %

C O | ® Netsecure | esbussre @%@

Other beskmarks

fc tinsey Ponsl @
|(|nsey' k- s Fom *0OH

Server: LSF_PROD | P Hide Search Cr

Role

Showing 0to 0 of 0 entries

3 entries (filtered from 40 total entries)

In this example, to display all of the roles related to an Administrator | entered ‘admin’ in the search
box. At this point | can click on the Add All button to move them to the selected list. You can remove
items from the selected list by entering a condition and selecting the << Remove All button.

Note: In all cases you can Add or Remove by combining the methods or repeating a method as needed.
For example you could Add all values containing “admin” and then also Add all values containing

“super”.
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Changing Pre-Report Filters

To change your selection criteria without exiting the report simply select the Show/Hide Search Criteria

link in the upper right corner of your screen.

[ Kinsey LS Reporting % ) K¢ User - Role - Security Cl= X

C | @ esbussrv:9090/KK_LSSReportingPortal/filters htm?SERVERID=LSF_PROD&PROFILE=APS&ID=176

i apps ¢ Kinsey Portal

I(Insey User - Role - Security Class

Server: LSF_PROD | Profile: APS

Field Selection
Role All v
Security Class | All v
User All v

Run a historical comparison

Compare profiles

Run Report

Showing and Hiding Columns

- o x

@ w0 :

Other bookmarks

pdAl2]c

Hide Search Criteria

The application has two methods for showing or removing columns from the grid. The first option
allows you to set the default columns for all security reports through the LS Security Configuration
option on the Administrative Configuration page. Check the fields you would like hidden by default.
Refer to the Administration Guide for more information on changing default display fields.

Note: not all fields show on all reports

Overview

= LS9 Security Configuration (Production Server)

Lawson 10S Controls

Configuration

Scheduled Tasks LDAP Base Search: [CN=lwsn,DG=Is3server
User LDAP Base Search:
Transaction Audit Rules h |
Reporting Groups LDAP Paging Size: [1000
50D polices L0AP "back-offce” Service: [ ]

Scheduled Reports

User Administration

Metadata Editor
Manage Restrictions

View Error Log

LDAP Server: [s3server.corpnet lawson.com

Collect Employee termination data: &

Employee fields to collect: |COMPANY EMPLOYEE! DATE_H\RED.TERM_DAI

LS Security  Hidden Friendly Name
Problematic Forms Reporting Fields:

Attribute
Attribute Value
Audit

Available FC
Check LS
Company

Count

Date

Date

Date/Time
Employee

Field Description
Form

Form Description
Full Name
Function

Hidden

Database Field
ATTRIBUTE
ATTRIBUTE_VALUE
AUDITED
AVAILABLEFC
CHECK_LS

MPANY

IstenerCount

(SR = N
o

b4

by

momon
nomom

0

[a} [a}
a0 3

by

m
=
3
g
]

n
a
=
E
R
=
m
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The second option allows you to change the columns displayed once the grid is populated. The

application will default to the settings found under the LS Security Configuration option on the

Administrative Configuration page.

Select the Show/Hide Columns button to select the columns you want displayed.

Expand Groups

Collapse Groups

Clear Filters

Drag a column and drop it here to group by that column

User

hroberts
hroberts
hroberts
hroberts
hroberts
hroberts
hroberts
hroberts
hroberts
hroberts
hroberts
hroberts
hroberts
hroberts

hroberts

7 | Full Name

Roberts, Helen
Roberts, Helen
Roberts, Helen
Roberts, Helen
Roberts, Helen
Roberts, Helen
Roberts, Helen
Roberts, Helen
Roberts, Helen
Roberts, Helen
Roberts, Helen
Roberts, Helen
Roberts, Helen
Roberts, Helen

Roberts, Helen

=N .

Show/Hide Columns

2 R

Show/Hide Columns x

2

& & & &

AllAccessRole

User

Full Name

Role

Role Description
Task

Task Description
Form

Form Description
Available FC
Rule

ACCapitalization

Kinsey & Kinsey, Inc. Confidential 2008-2019
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Column Filters

You can also filter your results once the grid has been populated. Select any filter icon next to the field
name in the header.

- o X
[lc Kinsey LS Reporting % ) |k Role - Security Class - Fo X
C | © esbussr:9090/KK_LS9ReportingPortal/filters.htm? D&PROFILE=APS&ID=141 [N’ 2l » I
i Apps [l Kinsey Portal Other bookmarks
T — Y= (o] [n]alz]c
Server: LSF_PROD | Profile: APS Show Search Criteria
Expand Groups Collapse Groups Clear Filters Show/Hide Columns 5.545 records
Drag a column and drop it here to group by that column
Role Y | Role Description Y | Security Class Y| Security Class Descripty” | Form Y | Form Description @ailable FC Y |Rule —
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC00.2 Calendar A,C,D,IN,P var zz=new ml|
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC02.1 Status +,-,A,C,l 'Cl,+,-
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.1 Resource A,C,D,IN,P "
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.2 AC Person Assignme... +,-,A,C,I,N,P "
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.3 HR Employee Assign...  +,-,A,C,,N,P "
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.4 Vendor Assignment +,-A,C,I,N,P N
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.5 Asset Assignment +,-A,CI,N,P il
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.6 Equipment Assignm... +,-,A,CI,N,P "
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.7 Role Assignment +,-A,C,D,IN... "
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.8 Roles +,-A,Cl "
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.9 Resource Account Cl "
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC04.1 GL Code +,-A,C,l i
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC05.1 Account Categories NO FC "
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC06.1 Override Account Ca...  +,-,CI,N,P 'ALL_ACCESS'
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC06.2 Override Mass Add/... AC,l " -
4] sort Ascending Each column as has the option to add on-the-fly filters. When you
Z| sort Descending select the filter icon next to the column header you will see the
Ax Remove Sort option “Show rows where:”. To add a filter simply select the
Group By this column expression and enter the value. The expressions include; contains,
Remove from groups empty, not empty, contains (match case), does not contain, does
Show rows where: not contain (match case), ends with, ends with (match case),
contains ~  equals, equals (match case), null, not null. You can nest up to 2
\ conditions using either AND or OR logic. To change to OR login
And ~ select the down arrow next the word ‘And’ and change the option
contains ¥ to ‘OR’.

Filter Clear
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Grouping

Creating a Group

The grouping option provides a dynamic way of viewing your data in a summarized format without
having to generate a new query. This option can turn a single query into multiple dimensions.

- o x
[ Kinsey LS Reporting % )/ I Role - Security Class - Fo X
KK_LS9ReportingPortal/filters.htm =LSF_PROD&PROFILE=APS&ID=141 Q% 0
i Apps g Kinsey Portal Other bookmarks
I(Insey Role - Security Class - Form ﬁ E . m n n
Server: LSF_PROD | Profile: APS Show Search Criteria
Expand Groups Collapse Groups Clear Filters Show/Hide Columns 5,545 records
Drag a column and drop it here to group by that column
Role Y |Role Description Y |Security Class Y | Security Class Descript Y | Form Y | Form Description Y | Available FC Y |Rule =
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC00.2 Calendar A,C,D,IN,P var zz=new mkUsrDateObj(user.getA
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC00.1 Activity Group A,CD,IN,P 'IN,P'
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.2 AC Person Assignme... +,-A,CI,N,P T
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.3 HR Employee Assign...  +,-,A,C,I,N,P N
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.4 Vendor Assignment +-A,CIN,P T
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.5 Asset Assignment +,-A,CI,N,P T
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.6 Equipment Assignm... +-A,CIN,P T
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.7 Role Assignment +-A,C,D,I,N,P T
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.8 Roles +,-,A,C,l T
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.9 Resource Account Cl T
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC04.1 GL Code +-AC,l T
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC05.1 Account Categories NO FC T
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC06.1 Override Account Ca...  +,-,C,l,N,P 'ALL_ACCESS'
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC06.2 Override Mass Add/...  AC, N
ACAccountant ACAcc Description th..  ACAnalysis Activity Managemen...  AC07.1 Account Assignment  +,-A,C,|,N,P var zz=new mkUsrDateObj(user.getA
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC08.1 Category Structure +,-,A,CI,N,P.X T
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC08.2 Define Category Stru...  A,C,D,I,N,P T
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC10.1 Activity ACD,IN,P 'ALL_ACCESS'
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC10.2 Location Assignment A,CD,IN,P 'ALL_ACCESS' -
< ) ) »
Copyright (c) 2017

Let’s take a look at the following query for Role — Security Class - Form. By default this query is going to
be displayed in detail by Role, Class and Form. But let’s say we want to rearrange the list and group it by
Form to see all of the Security Classes and Roles assigned to each Form.

Start by dragging the ‘Form’ column header to the open area on the title bar. The header will display
with a green check mark once it’s in the proper position.

Drag a column and drop it here to group by that column

i
Role Y | Role Description " |Security Class Y | Security Class Descriptf’ | Form Y| Form Description Y | Available FC Y |Rule —
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Alternatively you can select the drop down arrow next to the column title and choose Group by this
column.

2l sort Ascending
i} Sort Descending
2% Remove Sort
Group By this column

Remove from groups

The grid will be redisplayed and grouped by Form.

Form x

Role Y |Role Description Y Security Class Y Security Class DescriptY” Form Y | Form Description Y | Available FC Y |Rule
Form: CU01.1 (12)
Form: AC00.1 (12)
Form: AC00.2 (12)
Form: AC02.1 (8)
Form: AC03.1 (8)
Form: AC03.2 (8)
Form: AC03.3 (8)
Form: AC03.4 (8)
Form: AC03.5 (8)
Form: AC03.6 (8)
Form: AC03.7 (8)
Form: AC03.8 (8)
Form: AC03.9 (8)
Form: AC04.1 (7)
Form: AC05.1 (7)

Y v v vV v VvV VvV VvV VvV v Vv v v v v

You can now see the number of assignments for any specific Form. To see those assignments click on
the arrow left of the Form name.

Form x

Role Y Role Description Y Security Class Y Security Class DescriptY’ Form Y’ | Form Description Y | Available FC Y |Rule

» Form:CUO01.1(12)

» Form: AC00.1(12)

¥ Form: AC00.2 (12)

» Form:AC02.1(8)

w Form: AC03.1 (8)
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.1 Resource A,C,D,I,N,P "
ACAccountant ACAcc Description th...  ACDataEntry Activity Managemen...  AC03.1 Resource A,C,D,ILN,P "
ACAssetClerk ACAnalysis Activity Managemen...  AC03.1 Resource A,C,D,I,N,P "
ACDataEntry ACAnalysis Activity Managemen...  AC03.1 Resource A,C,D,I,N,P "
ACExpert ACResource AC Resources, Roles,... AC03.1 Resource A,C,D,I,N,P 'ALL_AC(C
FinSup ACAnalysis Activity Managemen...  AC03.1 Resource AC,D,ILN,P "
FinSup ACDataEntry Activity Managemen...  AC03.1 Resource A,C,D,I,N,P "
ONLYACDataEntry ONLY ACDataEntry C... ACDataEntry Activity Managemen...  AC03.1 Resource AC,D,ILN,P "

» Form:AC03.2 (8)
» Form:AC03.3(8)
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The grid now displays the Roles, Security Classes and Rule associated with the Form.

Grouping - Nested

Grouping can be done using multiple fields. See ‘Grouping’ to add your first group. Once this is
complete you can add a second level by simply dragging another header to the title bar. In this example
we will add Security Class to the Group.

Form X| Security Class x
ole ' | Role Description Y | Security Class Y | Security Class Descripty” | Form Y | Form Description Y | Available FC Y |Rul

» Form:CUO1.1 (4)
» Form:AC00.1(3)
« Form: AC00.2 (3)
w Security Class: ACAnalysis (4)

ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC00.2 Calendar A,C,D,I,N,P var
ACAssetClerk ACAnalysis Activity Managemen...  AC00.2 Calendar A,C,D,,N,P var
ACDataEntry ACAnalysis Activity Managemen...  AC00.2 Calendar A,C,D,,N,P var
FinSup ACAnalysis Activity Managemen...  AC00.2 Calendar A,C,D,,N,P var

» Security Class: ACDataEntry (3)
» Security Class: ACSetup (5)

» Form:AC02.1(3)

» Form:AC03.1(3)

As you can see the system will now report on the number of Security Classes the Form can be found in
and the number of Roles assigned to the Security Class. You can view the Roles assigned by expanding
the list using the arrow left of Security Class.

Grouping — Expand, Collapse or Remove

At the top of each report are additional options you can use when Grouping is performed.

Expand Groups Collapse Groups

Form x | Security Class x

Simply select the Expand or Collapse buttons to display or hide the grouping details. To remove a group
entirly select the ‘x’ next to the title on in the header.

Alternatively you can select the filter icon next to the column title and choose Remove from Groups.

2] sort Ascending
Z] Sort Descending
2% Remove Sort
Group By this column

Remove from groups
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Grouping — Remove Filters

Any filter added to a column is maintained when Groups are used. To remove column filters select the
Remove Filters button. The Groups will be maintained but the column filters will be removed.

Note: This does not affect the ‘pre-report’ filters created prior to generating the query.
Sorting

Adding a Sort Option

There are a couple of ways to sort the rows once the grip is displayed. The simplest method is to just
click on the column Title.

Drag a column and drop it here to group by that column

Role Y | Security Class Y |Security Class Descriptf’ |[Form  « Y| Fgfm Description Y | Available FC Y |Rule Y|~
ACAssetClerk ACAnalysis Activity Managemen...  AC00.1 Activity Group A,C,D,I,N,P 'I,N,P"

ACAccountant ACAnalysis Activity Managemen...  AC00.1 Activity Group A,C,D,I,N,P 'I,N,P"

FinSup ACAnalysis Activity Managemen...  AC00.1 Activity Group A,C,D,I,N,P 'I,N,P*

FinSup ACDataEntry Activity Managemen...  AC00.1 Activity Group A,C,D,I,N,P "

ONLYACDataEntry ACDataEntry Activity Managemen...  AC00.1 Activity Group A,C,D,I,N,P "

ACAssetManager ACSetup Activity Managemen...  AC00.1 Activity Group A,C,D,I,N,P 'I,N,PA'

FinSup ACSetup Activity Managemen...  AC00.1 Activity Group A,C,D,I,N,P ',N,PA'

ACAccountant ACSetup Activity Managemen...  AC00.1 Activity Group A,C,D,I,N,P 'I,N,PA'

ACDataEntry ACAnalysis Activity Managemen...  AC00.1 Activity Group A,C,D,I,N,P 'I,N,P"

You can also select the arrow next to the column header and choose to sort in Ascending or Descending
sequence.

&l sort Ascending
%] sort Descending
2% Remove Sort
Group By this column

Remove from groups

Removing the Sort Option

Select the filter button next to the column header and choose ‘Remove Sort’

8] Sort Ascending
Z] sort Descending
2% Remove Sort
Group By this column

Remove from groups
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Saving Reports

Saving New Security Reports

You can save a report by selecting the save icon once the report has been displayed on the screen. The
application saves the search criteria and not the results of the query. Each time you run the report the

application will use the saved filters to generate a new report.

Note: Saving a report does not save the sort sequence, grouping, column filters or historical flag that

may have set prior to saving the report.

m Save Report %

Report Name: ||

Report Description:

Save Report

Changing and Saving an Existing Report

To save an existing report simply select the Save icon in the top right corner of the screen. You can save
changes to an existing report by selecting the Overwrite existing option. To create a new report from a
copy of an existing report select the New option and enter a new report name.

m Save Report %

Overwrite: '® New:

Report Name: |User Role Form Report

Report Description:

Save Report
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Running Saved Report

All saved reports are displayed as a row on the saved reports query. From the Security Reporting Home
Page select the Save icon at the top of the screen. A list of saved reports will be displayed. Click on the
Report Name to Run, Schedule or Delete the report.

Note: If a user is blocked from running specific types of reports (i.e. Roles) in the security section of User
Administration they will not be able to run saved reports of the secured type.

Exporting and Printing

You can export or print your final query to Microsoft Excel, PDF of HTML once you have set all of your
parameters by clicking on the appropriate icon at the top of the page.

pd el fHlal? e

The MS Excel export will maintain the grouping (up to 3 levels), sorting, columns and filters you have

created in the query, but the column widths will need to be adjusted once you are in Excel.

Is the example below the query was grouped by Role prior to the export. To view the Role detail form
within Excel click on the “+ sign next to the Role.

FCERL DE&ATE ) Role - Class -Token (hatss - Microsoft Exce x
D mt  mien  mageigmt  Fomus  Daa  Resew  Vew  Dewiopn  Adins @ -5 x
Az <G A somn o
12 A B C D 3 F G HE
1 Role Role Description _|Security Class _|Class Description Token |[Title Rule
+ [327 [AoMIN__ Jaomin ActivityManagem1 [AC] System Code Tokens,Categories,Programs ACVW.1  Build GL Accounting Unit View “ALL_ACCESS'
+/ | 653 HRPOWER HRPOWER ActivityManagem1 [AC] System Code Tokens,Categories,Programs ACVW.A  Build GL Accounting Unit View ‘ALL_ACCESS'
+/ | 979 | TESTADMIN TESTADMIN ActivityManagem1 [AC] System Code Tokens,Categories,Programs ACVW.1  Build GL Accounting Unit View 'ALL_ACCESS'
+| 11305 BENUSER  BENUSER ActivityManagem1 [AC] System Code Tokens,Categories,Programs ACVW.1  Build GL Accounting Unit View "ALL_ACCESS'
+| |1631 PAYUSER  PAYUSER ActivityManagem1 [AC] System Code Tokens,Categories,Programs ACVW.1  Build GL Accounting Unit View 'ALL_ACCESS'
+/ 1957 AccT-supv AccT-supv ActivityManagem1 [AC] System Code Tokens,Categories,Programs ACVW.1  Build GL Accounting Unit View ‘ALL_ACCESS'
+ [2283)AMEN  AMEN ActivityManagem1 [AC) System Code Tokens,Categories, Programs ACVW.A  Build GL Accounting Unit View ‘ALL_ACCESS'
+ |2609/pa PA ActivityManagem1 [AC] System Code Tokens,Categories,Programs ACVW.1  Build GL Accounting Unit View 'ALL_ACCESS'
+/ |2935 pavROLL  PAYROLL ActivityManagem1 [AC] System Code Tokens,Categories,Programs ACVW.1  Build GL Accounting Unit View ‘ALL_ACCESS'
+ [3261]mr HR ActivityManagem1 [AC] System Code Tokens,Categories,Programs ACVW.A  Build GL Accounting Unit View ‘ALL_ACCESS'
+/ |3587 HRUSER  HRUSER ActivityManagem1 [AC] System Code Tokens,Categories,Programs ACVW.1  Build GL Accounting Unit View 'ALL_ACCESS'
+ |3913/accreB  AccTce ActivityManagem1 [AC] System Code Tokens,Categories,Programs ACVW.1  Build GL Accounting Unit View ‘ALL_ACCESS'
+ |4239)wes WEB ActivityManagem1 [AC] System Code Tokens,Categories,Programs ACVW.  Build GL Accounting Unit View ‘ALL_ACCESS'
+ |4565 TECHNICAL TECHNICAL ActivityMansgem1 [AC] System Code Tokens,Categories,Programs ACVW.1  Build GL Accounting Unit View 'ALL_ACCESS'
'+ 4891 TREASURY  TREASURY ActivityManagem1 [AC] System Code Tokens,Categories,Programs ACVW.A  Build GL Accounting Unit View ‘ALL_ACCESS'
+ |5217/ap AP ActivityManagem1 [AC] System Code Tokens,Categories,Programs ACVW.1  Build GL Accounting Unit View 'ALL_ACCESS'
-+ 5543 AP-ADMIN  AP-ADMIN ActivityManagem1 [AC] System Code Tokens,Categories,Programs ACVW.1  Build GL Accounting Unit View ‘ALL_ACCESS'
+ |5869 URC URC ActivityManagem1 [AC] System Code Tokens,Categories, Programs ACVW.A  Build GL Accounting Unit View ‘ALL_ACCESS'
+/ |6195 MGMTING MGMTING ActivityManagem1 [AC] System Code Tokens,Categories,Programs ACYW.1  Build GL Accounting Unit View 'ALL_ACCESS'
'+ 6521 MikesClass This also s a test ActivityManagem1 [AC] System Code Tokens,Categories,Programs ACVW.1  Build GL Accounting Unit View ‘ALL_ACCESS'
+ |6847/PAFN-  PAFIN- ActivityManagem1 [AC] System Code Tokens,Categories,Programs ACVW.L  Build GL Accounting Unit View ‘ALL_ACCESS'
+/ |7173 POWERUSER POWERUSER ActivityManagem1 [AC] System Code Tokens,Categories.Programs ACYW.1  Build GL Accounting Unit View 'ALL_ACCESS'
+ |7499 acct AccT ActivityManagem1 [AC] System Code Tokens,Categories,Programs ACVW.1  Build GL 