L0 machensor

a Kinsey & Kinsey Company

Security Migration Process (SMF
for LawsonSoftware

Dan Kinsey
Kinsey & Kinsey, Inc.
d.kinsey@Kkinsey.com



LAWS@N

TECHNOLOGY PARTNER

a Kinsey & Kinsey Company

Agenda

Our Technology

LAUA Security Methodology
LS9 Security Methodology
The Migration Process

Our Solution

SMP Reporting

SMP Deliverables

Q&A

o To Io Do Po Io Do Do

Kinsey & Kinsey, Inc.



LAWS@N

TECHNOLOGY PARTNER

[ machensolt

a Kinsey & Kinsey Company

Who is Kinsey & KinseMjachensoff

w Founded by Dan and Brad Kinsey, K&K has provided software
sales, implementations, support and development for over 26
years.

w Lawson reseller and implementation partner since 1996

w Lawson Certified Systems Integrator Partner

w Lawson Complementary Software Partner

w[lFsgazyQa D2 (2¢ wSaSftf SNXLYLIX

w Focusing on the development of Lawson complementary
software products

Kinsey & Kinsey, Inc.
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Our Technology

w Applications are written in Java, 32 and-6& compatible

w Lawsonraware right out of the box

w Compatible with Tomcat, IBM Web sphere, |IS (Jakarta redirect)
w Supported on UNIX, Windows, Linux, Solaris, or | Series

w Supports all IDBC compliant server databases.

w HTMLand Java Reporting

w Highlycustomizablethrough Java Plug ins

w Supports HTTP(s), Java, Web Services, JMS, CA#+MQ
Series, FTP, or custom Inbouadoutbound Protocols

Kinsey & Kinsey, Inc.
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Our Technology Products

w Enterprise Service Bus Integrat@Bup
A Rapid Application Development toolset for Enterprise Integration
w Transaction Auditing
Everydata element of every Lawson transaction is available
w LAUA Security Auditing
Tracks all changes tpour LAUA securitgettings
w Security Migration Process (SMP)

Basedon the ESBug$-ramework,this tool buildsyour LS9 security by
harvesting settings from yourAUA securitynodel

A Enhanced LS9 Reporting with Separation of Duties
Includes over 20 custom queries and 200 Separation of Duty policies

Kinsey & Kinsey, Inc.
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Understanding LAUA
Methodology

AFull Application access is provided by default

ASecurityClassesestrict access to System Codes and Tokens.
They are essentially Roles, such as AP Administrator

AUsersare attached to a single Security Class
AA slightly different Role requires an entirely new Security Class

Kinsey & Kinsey, Inc.



[ machensolt

‘TECHNOLOGY PARTNER q

a Kinsey & Kinsey Company

Understanding LAUA
Structure
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— =

' 1co1.14 1co6.1

" 1co1.2{ ico7.1

| 1c10.24 Icos. ' 1C10.1

" 1c10.24 _1c200 | _1c10.2

ic11.1{_1c201 | ic11.4 1C11.14

ic11.2{ 1c202 | ic11.2] - 1C11.2

- ic1150 ico42 - ic1150 1co42 Siciasd 1c242
Token Rule Legend —m—m —mm _1c280 §
Green ° Full Access _1c20.1 ] Ic20.4] _mm
Blue Partial Access ' 1c20.24 1c21.11 - 1c20.21 1c21.1

Red No Access

Kinsey & Kinsey, Inc.

IC
Supervisor

=

-



E] macla“sull ‘TECHNOLOGY PARTNER q

a Kinsey & Kinsey Company

Understanding LAUA
Structure
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Understanding Lawson Security 9 (LS9)
Methodology

ANO access provided bgiefault

ASecurity Classes (Taskgant specific Token and Table access
necessary for a job function (AP Data Entry, IC Physical
Inventory, Payroll processing)

ARules can be adjusted to designate specific access
(Full Access, Inquiry Only, Add, Change)

ARoles join together a set of Tasks that fit a specific job
(AP Clerk , Accountant, Warehouse Manager)

AFinally, Roles are assigned to Users

Kinsey & Kinsey, Inc.



LAWS@N"

TECHNOLOGY PARTNER

Understanding Lawson Security 9
Structure

| users | | user1 (B User2 (B users (B users (B users (B users |

ROLES IC
Supervisor

TOKENS/RULES

13

Security Objects can be SHARED anded.
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A Accuracy

A Resource Requirements

A Cost

A Time
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The Process
A Defineyour job requirements Roles; AP Manager, AP Clerk)
A Define a list otasks (Security Classesg¢rformed inyour organization

(AP Invoice Entry, Check Processing, Period End)

To

Determine Token access Rules for e&dcurity Class
(ACDINP-AIl Accesp

Createyour Security Classes working through the 6500 Tokens
Buildyour Roles

Assign youlSecurity Classet® your Roles

Assign your Roles to your Users

Define and build your conditionabgic

o To o Do Io Do

Define and build field level security

Kinsey & Kinsey, Inc.
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The Challenge

A Identifying the Tokens a User needs to access in order to do their job

A Defining processes and efficiently organiZing ¢ & 2 y (Jékens iB p 1 1
to Security Classes

A Properly restricting Table access for each Security Class

A Identifying the Function code rules a Security Class should have for
every Token

A Validatingthat yourusers have the proper access

Kinsey & Kinsey, Inc.
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The Solution

Kinsey Methodology
w Listen, Analyze and Tune
+| f ARIFIGS [!!' ! { SoDzblicieza Ay 3 YAY
Analyze and adjust based on Listeraard SoDresults
w Build andLoadLS9
Use Kinsey utilities to analyze andlidate

w Proof of Concept Workshop
Adjustwith client participation
Add Conditional logic
Perform user testing

w Move to production

Kinsey & Kinsey, Inc.
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The Solution
Kinsey Methodology

Listen, Analyze and Tune

wLyaidlftft 2dzNJ W[ A&aU0SYSNXQ G2 Of S|
accessed by each User and how they are being used

w Tune your existing security model to more closely reflect
User requirements based on actual usage

w Analyze and change your security model using the results
from the SoDviolation report

w ldentity common access points between Security Classes
to effectively set up LS9 and eliminate near duplicate
redundant classes

Kinsey & Kinsey, Inc.
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The Solution Kinsey Methodology

I Kinsey reports show higlevel views of usage patterns, from which
you can drill for further detailed analysis

o A AT

[ A : (8- % |8 5%

& t 7

Security Warning

° 1000
Surm of Count
POLTOKEM B ACCT-CB ACCT-SUPY ADMIM AP AP-ADMIN AUDITOR BUDGET DEP-FIN-AM  HR  HRLSER PA PAFIN- PAYROLL PAYUSER TA TECHMICAL TREASURY URC Grand Total
LAVET1ACO01 4 2
LAVYE1ACOD.2
LAVYE1ACOD.3
LAVE1ACOT A
LAVE1ACOZA
Il LAVYE1ACO4 1
LAVYE1ACOS 1
LAVYE1ACOS.2
LAWE1ACDS.3

LAWSE1AC105
LAWE1AC110
LAWE1AC1 21
LAWE1AC120
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The Solution Kinsey Methodology
Build and Load LS9
w Harvest theLAUA Security Class/Token setup

w SMP automatically createlsS9 Security Classbased on similar
LAUA Token access across all LAUA Security Classes

w SMP creates Roles based on LAUA Security Classes

w SMP assignthe new Security Class the appropriate Roles and
Roles to the appropriate Users

w Finally,LDAP is populatedsing the Lawsostandard utilities
w Specific Rule assighment is easily seen using the LS9 Reporter

w Compare, on a user by user basis, LAUA access vs. LS9 access

Kinsey & Kinsey, Inc.
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LS9 Securit$tructure
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Finally, the process automatically assigns our ri&ecurity
Classto the appropriate Roles.
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LDAP is automatically populated using Lawson import utilities

B rete Proc
Profde 10
Socuity Class  [Frginect worne’  w] Eopkoyesliommsel DEAVED IMOM LALA]
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The Solution KinseyMethodology
Proof of Concept Workshop

w Validate the base configuration for SMP build
w Assist with customespecific data security

w Assist with customespecific conditional logic
w Perform user testing in LS9 test environment
w Evaluate and modify as needed

w Approve the security design

Kinsey & Kinsey, Inc.
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SMP Deliverables

Services
Security Overview and Kickoff
Software Installation
Pivot Table Analyzing
Creation ofSecurity Classeand Roles
Security Clasand Rules Analysis
Assist with Data Element Security
Assist with Conditional Logic
Proof of Concept Workshop
Security Testing
Security Training
Go Live Support

Kinsey & Kinsey, Inc.
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Tools

Listener
LS9 SecuritBuilder
LAUASecurity Class Correlation Explorer

Kinsey & Kinsey, Inc.
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SMP Deliverables

Reports
ListenerPivot Tables
LAUA/Listener Comparison
LAUA Tokens Not Used
LAUASeparation of DutiesSoD Violations
LAUA Access Analyzer
LAUA Pivot Tables
LAUASecurity Class Correlatidteport
LAUA/LS9 Comparison
LS9/Listener Comparison
LS9 Tokens Not Used
LS9 Advanced Reporting

Kinsey & Kinsey, Inc.
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LS9Advanced Reporting

Cross Tabs User

Userand Roles Assigned Cross Tab UserCheck LS Settings
Userldentities UserAttribute Counts

Roles and Security Class (Task) Userand Attributes

Userand Groups Userand Groups

Statistics Check LS Nulls

Check LS Counts Objects Assignments

Global Statistics Security Class (Task) and Tokens
Tables per Security Class Security Class (Task) and All Objects
Tokens Per Security Class Roles and Security Class (Task)

Role Counts Roles, Security Class (Task) and Token
Group Counts Tokens Repeated

Tables Repeated

UserAssignments

Userand Tokens

Userand Everything

Userand Everything with Listener results

Kinsey & Kinsey, Inc.
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SMP Reporting Listener Pivot Tables

Analyze actual usage by Security Class/Token, User/Token, User/System Coc
System Code/Security Class

E F
1 19 20 199 200

Sum of Count [SECCLASS [~|
PDLTOKEN [-|ACCT ACCT-CB ACCT-SUPY ADMIN AP  AP-ADMINAUDITOR BUDGET DEP-FIN-ANHR

16 ACO06.2 4 1
17 ACO7 A1 330 718
18 ACO08.1 127 180
19 ACO08.2 3 1
20 ACO0B.3 240 95
21 ACO85 4
22 AC101 798 5661
23 AC10.2 1 2
24 AC10.3 173 2037
25 AC104 1 1
26 AC105 12 295
27 AC106 5
28 AC10.7 2
29 AC105

30 AC110

31 AC121

32 JAC120

33 AC127 [ 4]

4 4 ¥ M| ByClass Biylser Users 1 s e 5 Info Temp ¥
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SMP Reporting LAUA Access Analyzer

The Access Analyzer instantly creates a custom report of your LAUA settings

Kinsey & Kinsey, Inc.
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