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Who is Kinsey & Kinsey |Machensoft?

ωFounded by Dan and Brad Kinsey, K&K has provided software 
sales, implementations, support and development for over 26 
years.

ωLawson reseller and implementation partner since 1996

ωLawson Certified Systems Integrator Partner

ωLawson Complementary Software Partner

ω[ŀǿǎƻƴΩǎ άDƻ ǘƻέ wŜǎŜƭƭŜǊκLƳǇƭŜƳŜƴǘŜǊ ŦƻǊ tǳōƭƛŎ {ŜǊǾƛŎŜǎ

ωFocusing on the development of Lawson complementary 
software products

Kinsey & Kinsey, Inc.



Our Technology
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ωApplications are written in Java, 32 and 64-bit compatible

ωLawson-aware right out of the box

ωCompatible with Tomcat, IBM Web sphere, IIS (Jakarta redirect)

ωSupported on UNIX, Windows, Linux, Solaris, or I Series

ωSupports all JDBC compliant server databases. 

ωHTML and Java  Reporting

ωHighly customizable through Java Plug ins

ωSupports HTTP(s), Java, Web Services, JMS, COM+, .Net, MQ 
Series, FTP, or custom Inbound or outbound Protocols



Our Technology - Products
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ωEnterprise Service Bus Integrator (ESBus)

A Rapid Application Development toolset for Enterprise Integration

ωTransaction Auditing

Every data element of every Lawson transaction is available

ωLAUA Security Auditing

Tracks all changes to your LAUA security settings 

ωSecurity Migration Process (SMP)

Based on the ESBusFramework, this tool builds your LS9 security by 
harvesting  settings from your LAUA security model

ÅEnhanced LS9 Reporting with Separation of Duties

Includes over 20 custom queries and 200 Separation of Duty policies



Understanding LAUA

Methodology
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ÅFull Application access is provided by default

ÅSecurity Classes restrict access to System Codes and Tokens. 
They are essentially Roles, such as AP Administrator

ÅUsers are attached to a single Security Class 

ÅA slightly different Role requires an entirely new Security Class
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Changing access 
to IC280 needs to 
be done on each 
Security Class.



Understanding Lawson Security 9 (LS9)
Methodology
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ÅNO access provided by default

ÅSecurity Classes (Tasks) grant specific Token and Table access 
necessary for a job function (AP Data Entry, IC Physical 
Inventory, Payroll processing)

ÅRules can be adjusted to designate specific access
(Full Access, Inquiry Only, Add, Change)

ÅRoles join together a set of Tasks that fit a specific job
(AP Clerk , Accountant, Warehouse Manager)

ÅFinally, Roles are assigned to Users
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Security Objects can be SHARED and re-used.
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hǳǊ /ǳǎǘƻƳŜǊǎΩ .ƛƎƎŜǎǘ /ƻƴŎŜǊƴǎ

Å Accuracy

Å Resource Requirements

Å Cost

Å Time
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The Process
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Å Define your job requirements (Roles; AP Manager, AP Clerk) 

Å Define a list of tasks (Security Classes) performed in your organization

(AP Invoice Entry, Check Processing, Period End)

Å Determine Token access Rules for each Security Class

(ACDINP+-All Access)

Å Create your Security Classes working through the 6500 Tokens

Å Build your Roles

Å Assign your Security Classes to your Roles 

Å Assign your Roles to your Users

Å Define and build your conditional logic

Å Define and build field level security



The Challenge
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Å Identifying the Tokens a User needs to access in order to do their job

Å Defining processes and efficiently organizing [ŀǿǎƻƴΩǎ сΣрлл Tokens in 
to Security Classes

Å Properly restricting Table access for each Security Class 

Å Identifying the Function code rules a Security Class should have for 
every Token

Å Validating that your users have the proper access



The Solution
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Kinsey Methodology

ωListen, Analyze and Tune

±ŀƭƛŘŀǘŜ [!¦! {ŜǘǳǇ ǳǎƛƴƎ YƛƴǎŜȅΩǎ SoDpolicies

Analyze and adjust based on Listener and SoDresults 

ωBuild and Load LS9

Use Kinsey utilities to analyze and validate

ωProof of Concept Workshop

Adjust with client participation

Add Conditional logic

Perform user testing

ωMove to production



Kinsey Methodology

Listen, Analyze and Tune

ωLƴǎǘŀƭƭ ƻǳǊ Ψ[ƛǎǘŜƴŜǊΩ ǘƻ ŎƭŜŀǊƭȅ ǎŜŜ ǿƘƛŎƘ ¢ƻƪŜƴǎ ŀǊŜ ōŜƛƴƎ 
accessed by each User and how they are being used

ωTune your existing security model to more closely reflect 
User requirements based on actual usage

ωAnalyze and change your security model using the results 
from the SoDviolation report 

ωIdentity common access points between Security Classes 
to effectively set up LS9 and eliminate near duplicate 
redundant classes

Kinsey & Kinsey, Inc.

The Solution



The Solution Kinsey Methodology

ï Kinsey reports show high-level views of usage patterns, from which 
you can drill for further detailed analysis

Kinsey & Kinsey, Inc.



The Solution Kinsey Methodology

Build and Load LS9
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ωHarvest the LAUA Security Class/Token setup

ωSMP automatically creates LS9 Security Classes based on similar 
LAUA Token access across all LAUA Security Classes

ωSMP creates Roles based on LAUA Security Classes

ωSMP assigns the new Security Class to the appropriate Roles and 
Roles to the appropriate Users

ωFinally, LDAP is populated using the Lawson standard utilities

ωSpecific Rule assignment is easily seen using the LS9 Reporter

ωCompare, on a user by user basis, LAUA access vs. LS9 access
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Start by identifying 
groups of similar 
Tokens across all 
Security Classes.

This group becomes 
a new  Sec. Class

Remove all 
Tokens 
where 
access will 
not be 
granted
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Finally, the process automatically assigns our new Security 
Class to the appropriate Roles.

Changing access 
to IC280 only 
needs to be done 
once.



The Solution Kinsey Methodology

LDAP is automatically populated using Lawson import utilities

Kinsey & Kinsey, Inc.
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The Solution Kinsey Methodology

Proof of Concept Workshop

ωValidate the base configuration for SMP build

ωAssist with customer-specific data security

ωAssist with customer-specific conditional logic

ωPerform user testing in LS9 test environment

ωEvaluate and modify as needed

ωApprove the security design
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SMP Deliverables

Services

Security Overview and Kickoff

Software Installation

Pivot Table Analyzing

Creation of Security Classes and Roles

Security Class and Rules Analysis

Assist with Data Element Security 

Assist with Conditional Logic

Proof of Concept Workshop

Security Testing

Security Training

Go Live Support
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Tools

Listener

LS9 Security Builder

LAUA Security Class Correlation Explorer

SMP Deliverables
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Reports

Listener Pivot Tables

LAUA/Listener Comparison

LAUA Tokens Not Used

LAUA Separation of Duties (SoD) Violations

LAUA Access Analyzer

LAUA Pivot Tables

LAUA Security Class Correlation Report

LAUA/LS9 Comparison

LS9/Listener Comparison

LS9 Tokens Not Used

LS9 Advanced Reporting

SMP Deliverables
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LS9 Advanced Reporting
Cross Tabs
User and Roles Assigned Cross Tab
User Identities
Roles and Security Class (Task) 
User and Groups

Statistics
Check LS Counts
Global Statistics
Tables per Security Class
Tokens Per Security Class
Role Counts
Group Counts

User
User Check LS Settings
User Attribute Counts
User and Attributes
User and Groups
Check LS Nulls

Objects Assignments
Security Class (Task) and Tokens
Security Class (Task) and All Objects
Roles and Security Class (Task)
Roles, Security Class (Task) and Token
Tokens Repeated
Tables Repeated

User Assignments
User and Tokens
User and Everything
User and Everything with Listener results



SMP Reporting ςListener Pivot Tables

Analyze  actual usage by Security Class/Token, User/Token, User/System Code, or  
System Code/Security Class  

C:/Machensoft/Presentations/Embedded Documents/LAUA_Listener_Pivots_20090209.xls
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SMP Reporting ςLAUA Access Analyzer

The Access Analyzer instantly creates a custom report of your LAUA settings  

C:/Program Files/Kinsey & Kinsey/SMP Tools/SMT Tool.exe

