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Understanding LAUA
Methodology

ASecurity Classes define responsibilities in an organization
AFull access is provided by default

ARestrictions are put on System Codes, Tokens, Tables, et.
AUsersare assigned a single Security Class

AA slightly different Role requires a new Security Class
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Understanding LAUA
SILO Structure

Users

I Security Class I _ Ic
IC Admin Supervisor IC Clerk

IC Assistant

IC06.1
| 1C01.2 | IC07.1
1C08.1
1 1C10.2 | 1C200

[exlil | 1C201
[e4lib2 | 1C202
[exliels  |C240 |

IC11.4  {erZik |
IC11.5 |W[e¥X¥]

| IC01.1 || 1C06.1
Cicovz | icorL|

IC10.1 | 1C10.1 | 1C08.1 |

IC10.2

IC11.1 IC11.1
IC11.2 IC11.2
IC11.3 |l 1C240 IC11.3 " 1C240
IC11.4 || 1C241 IC11.4 " C241
IC11.5 || 1C242 IC11.5 | 1C242
IC11.6 || IC246 IC11.6 " 1C246
IC12.1 }i[ 1C260 | 1IC12.1 (IeZ]
IC12.2 || 1C262 | Ic12.2 (R
IC15.1 [ 1C280 IC280
1C20.1 [ 1C20.4 IC20.1 1C20.4
1IC20.2 [ IC21.1 IC20.2 IC21.1

“ic246 |

| IC12.1

[ic122 || IC262
IC15.1 [@922510]

Token Rule Legend

White Full Access IC20.1 || 1C20.4

1C20.2 || IC21.1

Blue Partial Access
Red No Access
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Understanding Lawson Security 9 (LS9)
Methodology

ARoles define responsibilities in an organization
ASecurity Classes define tasks with in a Role

ANo accesss providedby default

AAccess is granted to Systems, Tokens, Tables et.
AMultiple Tasks are assigned to a Role

AMultiple Roles can be assigned to a User
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Understanding Lawson Security 9
Structure

| ROLES || | I
Supervisor

IC Clerk IC Assistant

IC Setup IC Reports IC View 1 IC View 2
\

IC Maint

SEC CLASS/TASK
TOKENS/RULES

1C246

1C260
1C262
1C280

Security Objects can be SHARED ansed.
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hdzNJ / dzZA02YSNRBRQ . A33ISai
A Accuracy

A Resource Requirements
A Cost
A Time
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The Process

A Define Roles (AP Manager, AP Clerk)

A DefineSecurity Classes (Invoice Entry, Check Processing)
A Determine Tokeraccess (ACDINPMI Acces)k

A Createyour Security Classes (>6000 Tokens)

A Create your Roles

A Assign youiSecurity Classe® your Roles

A Assign your Roles to your Users

A Define and build your conditiondbgic

A Define and build field level security

Kinsey § Kinsey
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The Challenge

A ldentifying the tokens a user currently uses.

A Organizing | ¢ & & 00@tékens in to sharable Security Classes
A Properly restricting Table access for each Security Class

A ldentifying Function code access for every Token

A Validatingthat yourusers have the proper access

Kinsey § Kinsey
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Kinsey automated the most complex and tirsensuming part of this:
building theRoles Security Classes amllesin Lawson Security 9.

Load
LAUA Using the Lawson
7 v ﬂ? T utilities, import the new
O e T Rules, Security Classes
1 B e s and Roles into Lawson
" = e B Security 9.l
= e Build
- || Extract data from LAUA,
5 optimize and reengineer LS9
'i Ve
ListenrAnalyzeTune crame || soperar
''aS YAyasSeQa [A&0SYSNJ

other Reporting tools to
analyzeand adjust LAUA
as desired.




KI " S Hv & Ki " S E y TECHNOLOGY PARTNER

The Solution
Kinsey Methodology

Listen, Analyze and Tune (Phase I)
WCKS W[AAUSYSNI oAttt ARSYUOATE
w Tune your security model based on actual usage

w Analyze your security model using our SOD violation repor:

w Use our reports to identify redundant LAUA Security Classe
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Kinsey reports show higlevel views of usage patterns, from
which you can drill for further detailed analysis

':___.__." Security Wamning Zome a

val -

_1 [ machenso

501 1000

Class-Token , #SSEEE
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The Solution Kinsey Methodology

Build and Load LS9 (Phase 1)

w Harvest theLAUA Security Class/Token setup

w Reengineer Token access into LS9 Security Classes
w CreateRoles based on LAUA Security Classes

w Auto assign Security Classttee appropriateRoles

w Auto assign Role® the appropriate Users

w Populate LDAP usinge Lawsonstandard utilities

w Use our reports to identify function code differences
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S&0Ar BeduidyBiauctBrecess

I~rnNn1 9

Security Class Ic
IC Admin . IC Clerk IC Assistant
Supervisor
IC01.1 ICO1.1 || 1C06.1 | IC01.1 | IC06.1 IC01.1 | IC06.1|

L1C012. 1C07.1
1C10.1 1C08.1
1C10.2 1C200

IC01.2 | 1C07.1 ]
IC10.1 | |C08.1|

s [02240]0]

| 1C01.2 || 1C07.1]
| IC10.1 || 1C08.1
lCl02..) 1C200_

Start by identifying QS

1U1U.¢

groups of similar ICLL.. IC11.1 ic11.1 | eZum Ic11.1 | IR
Tokensacross all IC11. IC11.2 | Mokl M iIC11:20| Ntevnv Al [eikion lic202 |
. IC11.3 IC11.3 | IC240 Ic12.3 | “ic240 [oikiet [ 1c240 |
Secu”ty Classes. IC11.4 IC11.4 | 1C241 IC114 || 1C241 okt ic2a1 |
_ IC11.5 IC11.5 | 1C242 IC242 (ol [fic242 |
This group becomes || IC11.6 | _IC246 1016 ||| 1C246 TICIL6 | 1C246 |

IC12.1 1C260
1C12.2 1C262

1C12.1 | I1C260 |
| IC12.2 | IC262

JISE7H (|| 1C260

anew Sec. Class IC12.1
N[l || 1C262

IC12.2

Remove all IC15.1 IC15.1 || 1C280 INTetEE1 I 1280 | 1C15.1 | 1C280 |

inventory 02 :2%.1 IC20.1 | 1C20.4 IC20.1  1C20.4 IC20.1 || 1C20.4
Tokens 1C20.2 | IC21.1 IC202 IC21.1 1C20.2 | IC21.1
where

I Inventory 03 Inventory 01 Inventory 05 Inventory. 04
access will y y ventory y
I ———

not be m— =
granted 1C200 IC260

1C262
1IC280

IC201
1IC202
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LS9 Securityptructure
G G

Users

Sec Class/Task Inventory 02

1C10.1
1C10.2
IC11.1
IC11.2
1IC11.3
IC11.4
IC11.5
IC11.6

Finally, the process automatically assigns our rigsecurity

IC12.1
IC12.2
IC15.1
1C20.4
IC21.1
1C20.2
1C20.1

Inventory 03

1C01.1
1C01.2
1C06.1
1C07.1

IC
Supervisor

1C08.1 1C240
1C200 1C241
1C201 1C242
1C202

‘ IC Clerk \

Inventory 01

1C246
1C260
1C262
1C280

TE

LAWS

[0
<K
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Inventory 05

IC11.6
1C20.1
1C20.2
1C20.4

IC21.1

Optional Conditional Logic

Classto the appropriate Roles.

Kins

IC Assistant

Inventory 04

IC11.1
IC11.2
IC11.3
IC11.4
IC11.5

Y & Kinsey
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The Solution KinseyMethodology

Proof of ConcepWorkshop (Phase Ill)

w Assistwith customerspecific data security

w Assist with customespecific conditional logic
w Perform user testing in LS9 test environment
w Evaluate and modify as needed

w Approve the security design
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SMP Deliverables

Services

A Security Overview and Kickoff
A Software Installation
APivotTable Analyzing

ABuild Security Classesd Roles
ARulesAnalysis

A Assist with Data Element Security
A Assist with Conditional Logic
AProof of Concept Workshop

A Security Testing

A Security Training

A Go Live Support
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SMP Deliverables

Tools/Templates

A Listener

A LS9 SecuritBuilder

A ESS Security Templates
A MSS Security Templates
A RSS Security Templates
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SMP Deliverables

Reports

AListenerPivot Tables

ALAUA/Listener Comparison

ALAUA Tokens Not Used
ALAUASegregation of DutiesSOD) Violations
ALAUA Access Analyzer

ALAUA Pivot Tables

ALAUASecurity Class Correlatideport
ALAUA/LS9 Comparison

ALS9/Listener Comparison

ALS9 Advanced Reporting
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_S9Advanced Reporting

Cross Tabs User

Userand Roles Assigned Cross Tab UserCheck LS Settings
Userldentities UserAttribute Counts

Roles and Security Class (Task) Userand Attributes

Userand Groups Userand Groups

Statistics Check LS Nulls

Check LS Counts Objects Assignments

Global Statistics Security Class (Task) and Tokens
Tables per Security Class Security Class (Task) and All Objects
Tokens Per Security Class Roles and Security Class (Task)

Role Counts Roles, Security Class (Task) and Token
Group Counts Tokens Repeated

Tables Repeated

UserAssignments

Userand Tokens

Userand Everything

Userand Everything with Listener results
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SMP Reporting Listener Pivot Tables

Analyze actual usage by Security Class/Token, User/Token,
User/System Code, or System Code/Security Class

B15 - fe | 1450

A B C D E F G H I J K
1 1 19 20 199 200

2 Sum of Count [SECCLASS [~
3 PDLTOKEN -|ACCT ACCT-CB ACCT-SUPV ADMINAP  AP-ADMINAUDITOR BUDGET DEP-FIN-ANHR

16 ACO06.2 4 1
17 ACO7 .1 330 718 26
18 ACO08.1 127 180 9
19 ACO08.2 3 1
20 AC08.3 240 95
21 AC085 4
22 AC1041 798 5661
23 AC10.2 1 2
24 AC10.3 173 2037
25 AC104 1 1
26 AC10.5 12 295
27 AC106 5
28 AC10.7 2
29 AC105 11
30 AC110 6
31 AC1241 2 22

32 AC120 56 643
33 AC127

4 4 + b | ByClass #NeEES--wF Evllser Users UsersEyClass LsersEr, Code
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SMP Reporting LAUA Pivot Tables (Token Accbg<lass)

View Token assignments and function code Rules for any Security Cla

machensort

70
63 51
4
3 70 3 5 45

1D SecClass ProdLine SysCode Pgm Token Secured Allowed FCs Disallowed FCs User
116513 ACUISITION DEY At AMFL  AMFLSY MO YES Adarns, Mark
1ME512 ACUISITION DEY At AMFL  AMFLE MO YES Adarns, Mark
118511 ACLISITION DEY Al AMFL  AMFLT NO yes Adams, Mark
118510 ACLISITION DEY Al AMFL  AMFLE NO yES Adams, Mark
116509 ACUISITION DEY At AMFL  AMFLS MO YES Adarns, Mark
116508 ACUISITION DEY At AMFL  AMFLA MO YES Adarns, Mark
116507 ACUISITION DEY At AMFL  AMFL3 MO YES Adarns, Mark
116806 ACLISITION DEY At AMFL  AMFLZ2 NO yES Adams, Mark
116505 ACLISITION DEY A AMFL  AMFLT MO YES Adarns, Mark
116500 ACUISITION DEY At AMCO AMCO.1T MO I Adarns, Mark
116496 ACUISITION DEY At AMSY AMIST NO INP- Adarns, Mark
116495 ACLISITION DEY Al AMIE AMIE NOD NP Adams, Mark
116494 ACLISITION DEY A AMIT AMIT NOD NP Adarns, Mark
116493 ACUISITION DEY At AMSE  AMIBT MO NP Adarns, Mark
1MB492 ACUISITION DEY At AMIS AMISE NO [+ Adarns, Mark
116491 ACLISITION DEY Al AMIE  AMISS NOD [+ Adams, Mark

55
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SMP Reporting Listener Pivot Tables

The Listeper pivots analyze the screens a user can access

g KAOK KIFI@gS 2N KIFI gSyQi oSSy
—— ]

Token B3 MONITORING VELOCITY 100ADM 100ADMO1  100BM32 100FIMAA - 100FIMACCT 100FINACSP 100FINACTY 100FINAP  100FINBHP

AP265

AP30.9 200002
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LS9Advanced Reporting

e | ¥

Home Create External Data

=

Menu ID  User j Group j Type Query j ™ Favorites

Listener Detail Users Query
Listener Summary Users Query
User Attribute Settings Users Query
User Attribute Counts Users Query
User CheckLS Setting Users Query
User CheckLS Counts Users Query
User CheckLS Crosstab Users Query
User CheckLS NULL Users Query
User Group Assignments Users Query
User Group Counts Users Query
User Groups Crosstab Users Query
User Role Assigments Users Query
User Role Counts Users Query
User Role Crosstab Users Query
Tasks and Element Groups Users Query
Tasks and Element Groups by Role Users Query
Users and All Objects Users Query
Users and Token Assignments Users Query
Users and Tokens TOKENS NOT USED Users Query

Kinsey § Kinse
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LS9 Advanced ReportindJser / Roles Assignments

- Microsoft Access

Haome Create External Data

:iRPT3IJ_Pe0pIe_ROIes_Cr0sstab - 4
User ID - Assigned Roles - |9031HRADM - |9091HRADM - | 9091HRDIR - |9091HRDIRFi ~ | 9091HRGEN - |3091HRGEMF - | BatchRole - |GLAPAnalyst - |GLAPAnalyst ~ HCM, -
ar0u><| 1)
arowe 1
auprice
dcarbaugh
dfisher
dgrant
dstatler
ghesecker
jherb
jlohns
kdomenick

[y
=]

lawson

R = =R = e = R = R =

libaer
Isadm
Isuser
mebersole
mgyurisi
mhawbaker
pfadmin
pstauffer
sjohnson
smatheny
sott

Record: H 1of 24 L i Search

8
8
4
8
3
7
1
2
7
7
6
1
6
6
7
6
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LS9 Advanced Reportind-S9Access Analyzer

Raole

wsonQueryToolsRole

olg
lowRole

ToolsRole

Search

User/Role

Assignments
g Role/Sec Class

Assignments

Role/Sec Class/TokeAssignments



