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Understanding LAUA 

Methodology 

 ÅSecurity Classes define responsibilities in an organization 

ÅFull access is provided by default 

ÅRestrictions are put on System Codes, Tokens, Tables, et. 

ÅUsers are assigned a single Security Class  

ÅA slightly different Role requires a new Security Class 
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Understanding LAUA 

SILO Structure 
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Understanding Lawson Security 9 (LS9) 
Methodology 

ÅRoles define responsibilities in an organization   

ÅSecurity Classes define tasks with in a Role 

ÅNo access is provided by default 

ÅAccess is granted to Systems, Tokens, Tables et. 

ÅMultiple Tasks are assigned to a Role 

ÅMultiple Roles can be assigned to a User 

 



Security Objects can be SHARED and re-used. 
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Understanding Lawson Security 9 
Structure 
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hǳǊ /ǳǎǘƻƳŜǊǎΩ .ƛƎƎŜǎǘ /ƻƴŎŜǊƴǎ 

Å  Accuracy 

Å  Resource Requirements 

Å  Cost 

Å  Time 

 



The Process 
 Å Define Roles (AP Manager, AP Clerk)  

Å Define Security Classes (Invoice Entry, Check Processing) 

Å Determine Token access (ACDINP+-All Access) 

Å Create your Security Classes (>6000 Tokens) 

Å Create your Roles 

Å Assign your Security Classes to your Roles  

Å Assign your Roles to your Users 

Å Define and build your conditional logic 

Å Define and build field level security 



The Challenge 
 
Å Identifying the tokens a user currently uses. 

ÅOrganizing [ŀǿǎƻƴΩǎ 6,000 tokens in to sharable Security Classes 

Å Properly restricting Table access for each Security Class  

Å Identifying Function code access for every Token 

Å Validating that your users have the proper access 

 



The Solution 

Kinsey automated the most complex and time-consuming part of this: 
building the Roles, Security Classes and Rules in Lawson Security 9. 

LAUA 

LS9 

Listen-Analyze-Tune 
¦ǎŜ YƛƴǎŜȅΩǎ [ƛǎǘŜƴŜǊ ŀƴŘ 
other Reporting tools to 
analyze and adjust LAUA 
as desired. 

Build 
Extract data from LAUA, 
optimize and re-engineer.  

Load 
Using the Lawson 
utilities, import the new 
Rules, Security Classes 
and Roles into Lawson 
Security 9. 



Kinsey Methodology  

Listen, Analyze and Tune (Phase I) 

ω¢ƘŜ Ψ[ƛǎǘŜƴŜǊΩ ǿƛƭƭ ƛŘŜƴǘƛŦȅ ǘƘŜ ¢ƻƪŜƴǎ ōŜƛƴƎ ŀŎŎŜǎǎŜŘ ōȅ ǳǎŜǊ 

ωTune your security model based on actual usage 

ωAnalyze your security model using our SOD violation report  

ωUse our reports to identify redundant LAUA Security Classes 

The Solution 



The Solution    Kinsey Methodology 
 

ï Kinsey reports show high-level views of usage patterns, from 
which you can drill for further detailed analysis 

 



The Solution    Kinsey Methodology 
 

Build and Load LS9 (Phase II) 

ωHarvest the LAUA Security Class/Token setup 

ωRe-engineer Token access into LS9 Security Classes 

ωCreate Roles based on LAUA Security Classes 

ωAuto assign Security Class to the appropriate Roles 

ωAuto assign Roles to the appropriate Users 

ωPopulate LDAP using the Lawson standard utilities 

ωUse our reports to identify function code differences 

 



Security Class 

Tokens 
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LAUA Security Structure 
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Security Migration Process 
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Start by identifying 
groups of similar 
Tokens across all 
Security Classes. 

This group becomes 
a new  Sec. Class 

Remove all 
Tokens 
where 
access will 
not be 
granted 
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Finally, the process automatically assigns our new Security 
Class to the appropriate Roles. 

Optional Conditional Logic 



The Solution   Kinsey Methodology 
 

Proof of Concept Workshop (Phase III) 
 

ωAssist with customer-specific data security 

ωAssist with customer-specific conditional logic 

ωPerform user testing in LS9 test environment 

ωEvaluate and modify as needed 

ωApprove the security design 

 



SMP Deliverables 
 Services 

ÅSecurity Overview and Kickoff 

ÅSoftware Installation 

ÅPivot Table Analyzing 

ÅBuild Security Classes and Roles 

ÅRules Analysis 

ÅAssist with Data Element Security  

ÅAssist with Conditional Logic 

ÅProof of Concept Workshop 

ÅSecurity Testing 

ÅSecurity Training 

ÅGo Live Support 

 



Tools/Templates 

ÅListener 

ÅLS9 Security Builder 

ÅESS Security Templates 

ÅMSS Security Templates 

ÅRSS Security Templates 

 

SMP Deliverables 
 



Reports 

Å Listener Pivot Tables 

Å LAUA/Listener Comparison 

Å LAUA Tokens Not Used 

Å LAUA Segregation of Duties (SOD) Violations 

Å LAUA Access Analyzer 

Å LAUA Pivot Tables 

Å LAUA Security Class Correlation Report 

Å LAUA/LS9 Comparison 

Å LS9/Listener Comparison 

Å LS9 Advanced Reporting 

 
 

SMP Deliverables 
 



 LS9 Advanced Reporting 
 Cross Tabs 

User and Roles Assigned Cross Tab 
User Identities 
Roles and Security Class (Task)  
User and Groups 
 

Statistics 
Check LS Counts 
Global Statistics 
Tables per Security Class 
Tokens Per Security Class 
Role Counts 
Group Counts 
 
 
 

 
 
 
 
 

 

User 
User Check LS Settings 
User Attribute Counts 
User and Attributes 
User and Groups 
Check LS Nulls 
 

Objects Assignments 
Security Class (Task) and Tokens 
Security Class (Task) and All Objects 
Roles and Security Class (Task) 
Roles, Security Class (Task) and Token 
Tokens Repeated 
Tables Repeated 
 

User Assignments 
User and Tokens 
User and Everything 
User and Everything with Listener results 
 
 
 
 
 
 
 
 



SMP Reporting ς Listener Pivot Tables 

 Analyze  actual usage by Security Class/Token, User/Token, 
User/System Code, or  System Code/Security Class   

C:/Machensoft/Presentations/Embedded Documents/LAUA_Listener_Pivots_20090209.xls


SMP Reporting ς LAUA Pivot Tables (Token Access by Class) 

View Token assignments and function code Rules for any Security Class 

C:/Machensoft/Presentations/Embedded Documents/LAUA_Access_Pivots.xls


SMP Reporting ς Listener Pivot Tables 

 The Listener pivots analyze the screens a user can access including 
ǿƘƛŎƘ ƘŀǾŜ ƻǊ ƘŀǾŜƴΩǘ ōŜŜƴ ǘƻǳŎƘŜŘΗ 



 LS9 Advanced Reporting 
 



LS9 Advanced Reporting - User / Roles Assignments  

 



LS9 Advanced Reporting - LS9 Access Analyzer 

 

 

 

User/Role 
Assignments 

Role /Sec Class 
Assignments 

Role /Sec Class/Token Assignments 


