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Separation of DutiegSoD is the concept of
having more than one person required to
complete a task. In essencgpDimplements
an appropriate level of checks and balances
upon the activities of individuals

Source Wikipedia




BACKGROUND

Founded by Dan and Brad Kinsey, K&K has provided
software sales, implementations, support and
Development for over 26 years.

Lawson reseller and implementation partner since 1996
Lawson Certified Systems Integrator Partner
Lawson Complementary Software Partner
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Focusing on the development of Lawson complementary
software products
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TECHNOLOGY

Java, 32 and 6#it compatible applications
Lawsonraware
Compatible with Tomcat, IBM Web sphere

Supported on UNIX, Windows, Linux, Solaris, or |
Series

Supports all IDBC compliant server databases
HTML and Java Reporting
Customizable through Java Plug ins

Supports HTTP(s), Java, Web Services, JMS, CO
.Net, MQ Series, FTP, or custom Inbound or
outbound Protocols
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PRODUCTS
. L A variety of Kinsey products
Transaction AUdltmg exist to complement your

LAUA Security Auditing Lawson S3 applications

Session Management
Security Migration

Advanced Lawson Security 9 Reporting
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P SEGREGATION OF DUTIES FOR LAWSON SOFTWARE
SETUP- STANDARD
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(& machensoft ESBus
I I l maﬁna“s“ll Esn“s Log Out (mnitka)
b Server Configuration @ segregation of Duties Rules Configuration (SQL)
! Discovery Senices | Asset | | Cash | | Closing | | Tnventory | | Payables | Payroll | | Receivables | Order Entry
Management
) Integration Senvices
Add New Rule...
¥ Session Senices Enabled Title/ Comment
“ Segregation of Duties ¥ view/edi 10-11 Initiate Disposal of Fixed Assets confiicts with Reconcile Fixed Assets Subsidiary Ledger to General Ledger. One person should not have responsibility over both the access to assets and the responsibility for maintaining the
ey View/Edit 0oy ntability for such assets.
il ules (Custom|
2 @  view/Edit 10;13 Investigate Discrepancies or Issues - Fixed Assets conflicts with Initiate Disposal of Fixed Assets. If one individual has responsibility for more than one of these functions, that individual could misappropriate assets and conceal
%" SOD Rules (Standard) the misappropriation..
b Auditing S [¥  view/Edit 10-14 Initiate Disposal of Fixed Assets conflicts with Edit Fixed Asset Master File. If one individual has responsibility for more than one of these functions, that individual could misappropriate assets and conceal the misappropriation..
uditing Senices
¥ viewEdit 11-13 Investigate Discrepancies or Issuas - Fixad Assets confiicts with Reconcile Fixed Assats Subsidiary Ledger to General Ledger . If one individual has responsibility for more than one of these functions, that individual could
¥ Exception Objects misappropriate assets and conceal the misappropriation..
X 11-14 Reconcile Fixed Assets Subsidiary Ledger to General Ledger conflicts with Edit Fixed Asset Master File. If one individual has responsibility for more than one of these functions, that individual could misappropriate assets and
¥ Security Migration W viewfedie e propriation..
¥ Logs and Text Files v View/Edit 7-10 Initiate Purchase of Fixed Assets conflicts with Initiate Disposal of Fixed Assets. One person should not have responsibility over both the access to assets and the responsibility for maintaining the accountability for such assets
» 7-11 Initiate Purchase of Fixed Assets conflicts with Reconcile Fixed Assets Subsidiary Ledger to General Ledger. One persan should not have responsibility over beth the access to assets and the responsibility for maintaining the
Onling Beoks P ViewfBdit S oo oty for such asset
) About ESBus [ viewedit /-13 Investigate Discrepancies or Issues - Fixed Assets conflicts with Initiate Purchase of Fixed Assets. I one individual has responsibility for more than one of these functions, that individual could misappropriate assets and conceal
the misappropriation.
[ View/Edit 7-14 Initiate Purchase of Fixed Assets conflicts with Edit Fixed Asset Master File. If one individual has responsibility for more than one of these functions, that individual could misappropriate assets and conceal the misappropriation.
[ view/Edit 7-8 Initiate Purchase of Fixed Assets conflicts with Authorize Purchases of Fixed Assets. One person should not have responsibility ever both the access to assets and the responsibility for maintaining the accountability for such asse.
[ view/Edit 7-9 Initiate Purchase of Fixed Assets conflicts with Record Fixed Asset Transactions. One person should not have responsibility over both the access to assets and the responsibility for maintaining the accountability for such assets.
~ View/Edit 510 Initiate Disposal of Fixed Assets conflicts with Authorize Purchases of Fixed Assets. One person should not have responsibility over both the access to assets and the responsibility for maintaining the accountability for such
View/Bdit Jocets
¥ viewedi 511 Authorize Purchases of Fixed Assets conflicts with Reconcile Fixed Assets Subsidiary Ledger to General Ledger. One person should not have responsibility over both the access to assets and the responsibiltty for maintaining the
View/Bdit ..o ntabiliy for such assets.
¥ view/edic & 12 Investigate Discrepancies o Issues - Fixed Assets conflicts with Authorize Purchase of Fixed Assets. If one individual has respor
B 'heSoDsetup screen allows you to create
@ viewfEdit 5-14 Authorize Purchases of Fixed Assets conflicts with Edit Fixed Asset Master File. If one individual has responsibilty for more than ]
misappropriation.
8-9 Authorize Purchases of Fixed Assets conflicts with Record Fixed Asset Transactions. One person should not have responsibility o d t d I t t t S O D I
P vewess 100 edit, aelete or inacuvate any policy.
v View/Edit 9-10 Initiate Disposal of Fixed Assets conflicts with Record Fixed Asset Transactions. One person should not have responsibility over Fa Eay v K4 4
9-11 Record Fixed Asset Transactions conflicts with Reconcile Fixed Assets Subsidiary Ledger to General Ledger. One person should ¢ K S N \B Q a y 2 f 7\ Y 7\ u u 2
B View/dit oo ntabiity for such assets..
9-13 Investigate Discrepancies or Issues - Fixed Assets conflicts with Record Fixed Asset Transactions. If one individual has responsil
T e you can create.
[ view/Edit 9-14 Record Fixed Asset Transactions conflicts with Edit Fixed Asset Master File. One person should not have responsibility over both
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SETUP- STANDARD
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€ machensoft ESBus.
S EmTETEE @ segregation of Duties Rules Configuration (SQL) =
¥ Discovery Senices Asset | Cash | | Closing | | Inventory | | Payables | | Payroll | | Receivables | | Order Entry
Management
¥ Integration Services
Add New Rule...
¥ Session Senices Enabled Title/ Comment
¥ Segregation of Duties Icd View/Edit 10-11 Initiate Disposal of Fixed Assets conflicts with Reconcile Fixed Assets Subsidiary Ledger to General Ledger. One person should not have responsibility over both the access to assets and the responsibility for maintaining the
H View/Edit S ocountability for such assets.
750D Rules (Custom)
" View/Egit 10-13 Investigate Discrepancies or Issues - Fixed Assets conflicts with Initiate Disposal of Fixed Assets. If one individual has responsibility for more than one of these functions, that individual could misappropriate assets and
7 S0D Rules (Standard) View/Edit ooncaal the misappropriation..
P viewjegir 10-14 Initiate Disposal of Fixed Assets conflicts with Edit Fixed Asset Master File. If one individual has responsibilty for mor than one of these functions, that individual could misappropriate assets and concaal the
¥ Auditing Senices ViewiEdit misappropriation..
¥ Exception Objects
Group ID: 0 [or] Group ID: 1 [or]
¥ Security Migration X AM145 ¥ AM20.2
F Logs and Text Files ¥ AM40.1 AND A AM20.3 AND ADD NEW GROUP
¥ Online Books * K AM20.4
+
¥ About ESBus
I View/Egit 11-13 Investigate Discrepandies or Issues - Fixed Assets conflicts with Reconcile Fixed Assets Subsidiary Ledger to General Ledger . If one individual has responsibility for more than one of these functions, that individual could
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the accountability for such assets.
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P ViewlBdt Concodlhe msspproprston. ogic tnis OlICYy would require
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You can also setup
additional policies using
the Custom screen. This
option allows you to
create rules at the
Product Line, System
Code, Function Code,
Table level.
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REPORTING

OurSoDreport for either LAUA
Security Classes or LS9 User
will display every violation
within your security system.
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