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P SESSION MANAGER FOR LAWSON SOFTWARE S3

BACKGROUND

Founded by Dan and Brad Kinsey, K&K has provided
software sales, implementations, support and
Development for over 26 years.

Lawson reseller and implementation partner since 1996
Lawson Certified Systems Integrator Partner
Lawson Complementary Software Partner
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Services
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Focusing on the development of Lawson complementary
software products
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P SESSION MANAGER FOR LAWSON SOFTWARE S3
TECHNOLOGY

Java, 32 and 6#it compatible applications
Lawsonraware
Compatible with Tomcat, IBM Web sphere

Supported on UNIX, Windows, Linux, Solaris, or |
Series

Supports all IDBC compliant server databases
HTML and Java Reporting
Customizable through Java Plug ins

Supports HTTP(s), Java, Web Services, JMS, COM+,
.Net, MQ Series, FTP, or custom Inbound or
outbound Protocols
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P SESSION MANAGER FOR LAWSON SOFTWARE S3
PRODUCTS

Transaction Auditing
LAUA Security Auditing
Segregation of Duties
Session Management
Security Migration

Advanced Lawson Security 9 Reporting
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P SESSION MANAGER FOR LAWSON SOFTWARE S3
FEATURES

Portal User Login / Logout Tracking
LID User Login / Logout Tracking
SeltService Login / Logout Tracking
DME/AGS Calls Activity

Failed Login Attempts

Form Usage Control

Screen Usage Tracking *
Transaction Activity **

* Requires the Listener applicatior

** Requires Transaction Auditing
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P SESSION MANAGER FOR LAWSON SOFTWARE S3
PORTAL LOGIN ACTIVITY
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Eile Edit Wew Favorites Tools Help

¢ Favorites Hgl '| (€ Lawsan portal - Vendar (AP1... | /& Wachensoft Reporting | (& session Manager - Applic... X | | ﬁ -

Session Management

Application  LoginlD  Mame Login Date-Tirme Logout Date-Time  Duration LastForm Form Name

mnitka 8/16/2010 12:24pm - - AR104 Customer

lawson  Lawson Lawson 8/16/2010 12:22pm - - AP101 Wendor

lawsen  LawsonLawson  B/M3/2010 2:14pm 8M3/2010 7:46pm S hrs 31 mins  CUD2.1 Currency Relationship
lawson  Lawson Lawson 8M12/2010 11:57am  8M2/20105:28pm 5 hrs 30 mins  CU02.1 Currency Relationship
lawsen  LawsonLawson  8/10/2010 1:05pm 8M0/20710 6:36pm 8 hrs 30 mins  CU02.1 Currency Relationship
lawsen  Lawson Lawson 8/9/2010 1:45pm  &/9/2010 F:16pm 5 hrs 30 mins  CU0Z.1 Currency Relationship
lawson  Lawsonlawson  8/6/2010 11:48am  8/8/20105:20pm 5 hrs 31 mins  CU021 Currency Relationship
lawson  LawsonLawson  8/6/2010 11:36am  8/6/2010 11:48am 11mins -

SLL00840

- Displaying last 14 days (Change)-

(I machensot
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S0

Auto Refresh setto: OFF Statistics  Application Self-Service Failed D lanage Restrictions

Home

Forms Trans

1
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P SESSION MANAGER FOR LAWSON SOFTWARE S3
SCREEN USAGE

Session Manager - Apj ions - Windows Internet Explorer ] S
= : 5 || #2 | % | [ vahoo! -
GT:; = [@] hreo:if192. 168,100, 136/5ession_Repart/applications hkm = [ &[] x| [ vahoo | 2|~
Eile Edit Wew Favorites Tools Help
. s »
. Favarites E,Sl '| (€ Lawson portal - Yendor (AF1. ., | (€ Machensoft Reporting | (& Session Manager - Applic... X | | T - - [ p= -+ Page~ Safety~ Tools~ (@~

Auto Refresh setto: OFF Statistics  Application Self-Service Failed SoD Manage Restrictions

Session Management mnitia / Home
Application  LoginlD  Mame Login Date-Time Logout Date-Time  Duration LastForm  Form Mame Forms  Trans

@ mnitka 8/16/2010 12:24pm - - ART01 Customer 1 3

ProductLine Screen Description  Count
LIVE AR10.1  Customer 3

- Displaying last 14 days (Change}-

[ I machensot

,_’_’_,_,_,_h/ Trusted sites ,‘;il_" 0% v g
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P SESSION MANAGER FOR LAWSON SOFTWARE S3
TRANSACTION LOGGING

Session Manager - Ap

ions - Windows Internet Explorer

@?}v [ hiep:if192. 168,100, 136/5ession_Reportiapplications hkm =l & [ #2]] x| [ vahoo

Eie Edt WView Favortes Took Help 74810b59:12a7bec0adf:-Tfe8 - Transaction I [ S
S Favarites E,Sl v| (€ Lawson portal - Yendor (AF1. ., | (€ Machensoft Reporting | (& Session Manager - Applic... X | | T - B - ) = - Page | Date-Time: 08162010 12:24 PM Tran Source:  PORTAL
Auto Refresh setto: OFF Statistics Application Self-Serice Failed SoD Manage Restrictions UserLogin  mnitka Productline:  LIVE
Function Code: M -Next Faorm AR101
A IP Address: 192.168.100.131 Form Desc: Customer
Session Management AR10.1/ mnitka | Home
ACM-MAX-AUTO-AMT 10.00 - ;I
Application LoginlD Mame Login Date-Time  LogoutDate-Time Duration LastForm  Form Name Forms  Trans ACM-CR-VAR-PCT 100 -
@ mnitka 8/16/2010 12:24pm - AR10.1 Customer 1 3 ACW-CUSTOMER-CODE 100 -
ACK-MAX-AUTO-AMT2 100.00 =
ProductLine Screen  Description  Count ACM-CREDIT-LIM 100000 -
LIVE AR10.1  Customer 3 CUD-CUSTOMER 102 =
ACM-CUSTOMER 102 =
Time FCDesc AuditReason ACM-COMPANY ACM-CUSTOMER Details ACM-CREDIT-REVDAYS 180 -
8M8/201012:24pm MW - Mext 13 1 102 Details CUD-ADDR1 19844 Creek Side Lane -

. ACM-FIN-CYCLE 1F -
8MB/2010 12:24pm M - Mext 13 1 101 Details ACH-STUNT-CYCLE 10 -
8MEB/201012:24pm N - Mexdt 13 1 100 Details ACM-CREDIT-ANLYST 2 -

ACM-DISC-GRACE-PD 2 =
CUST1-TAB 2 -
ACM-TERMS-CD 210N3 =
ACM-MEMO-TERM 210N3 =
SESSIONID 2KcM02Z8be_HmpJbhZHg2PP =
ACM-FIN-CHRG-CD 5 =
ACM-ORDER-LIM 50000 =
cup-zZiP 55123 =
ACM-ACTIVE-STATUS A =
CUST-ATTRIBUTES Aftributes =
BANKS Banks -
ACM-0E-CUST1 BL Cust =
ACM-AUTO-REAS-CD2 CB =
ACM-CR-LIMIT-HOLD CRDT =
ACM-OR-LIMIT-HOLD CRDT -
WMTH-OBJ-TYPE CusT =
ACM-FIN-CALC-TYPE D =
ACM-DISC-REAS-CD DIsc =
ACM-TAX-EXEMPT-CD E =
EFT EFT =
ACM-CB-DTL-DATE | =
ACM-DRAFT-FLAG | =
Message Inquiry Complete -
CUD-MNAME Jack 3mith 102 -
-Displaying last 14 days (Change}- SAW-MAME Jim Johnsaon =
ACM-LATE-PAY-FL L =
CUD-CUST-GROUP MAST =
I‘lau'lﬂ"sn" ACW-DEFAULT-CODE WAST -
ulivuii ACW-PRICE-LST WASTER -
AC ME WMetropolis Medical - -
O PP [pare 0T T [ [ [ Trusted sies 73 [Ris% ~ 4
1
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P SESSION MANAGER FOR LAWSON SOFTWARE S3
SELF SERVICE ACTIVITY

Session Manager - Applications - Windows Internet Explorer

_[of ]
= (& 42| x| [ vanoo: (2]

6.;_;- - |g, hikkp:/ /192,168, 100,136/ Session_Reportiess, hkm

File Edit View Favorites Tools Help

.7 Favorites 88' - | € Lawsan portal - | (& Wachensoft Reporting | & session Manager - Applic... X | |

ﬁ - - [ Q@ - Page ~ GSafety ~ Tools - @v =
Auto Refresh setta: OFF

Statistics  Application Self-Service Failed SoD Manage Restrictions

Session Management HR11.1/]awson / Home

Application Login D Mame Loagin Date-Time Logout Date-Time Duration LastForm FormMame Forms Trans
lawson  Lawson Lawson  8/16/2010 12:22pm - - HR11.1 Employee 1 1

Productline Screen Description  Count

LIVE HR11.1 Employee 1

Time FCDesc Audit Reason  EMP-COMPANY EMP-EMPLOYEE Details

8/168/201012:35pm € - Change 1213 1 100 Details

- Displaying last 14 days (Chanoe)-

(] machensor

O[T T [ [ trasted siees [va - [®Rise - 4
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P SESSION MANAGER FOR LAWSON SOFTWARE S3
FAILED LOGIN ATTEMPTS

] 4
& |[#2] x| [ rarea |2
Eile Edit Wew Favorites Tools Help
. = »
. Favarites E,Sl 'l (& Lawson portal | 1€ Machensoft Reporting | {& session Manager - Applic... xl | %3 - Bl - ) e= - page~ Safety - Tools - (-
Auto Refresh setto: OFF Statistics Application Self-Senice Failed SoD  Manage Restrictions
Session Management Home
Application  Loain ID Mame  Aftempt Date-Time
@ mnitka 8ME/2010 12:44pm
@ honest_joe 8MEB/2010 12:42pm
@ hacker_joe 8122010 1:41am
@ notauthorized 8/7/2010 Z41pm
- Displaying last 14 days (Change}-
(2] machenso
,_’_’_,_,_,_h/ Trusted sites Cav MIS% v g
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SESSION MANAGER FOR LAWSON SOFTWARE S3
MANAGE RESTRICTIONS

Session Manager - Manage Resl indows Internet Explorer

=10l x|

@T\;‘ =[] http:/192.168,100.1365ession_Reparkimanagerestrictions.htm

=&l 4[] [rervanoat [2]]

Flle Edit Wiew Favorites Tools Help

5 Favorites BE| v| & Lawsan portal | & Mathensoft Reporting | 8 Session Managss - Mana.., X | | i v Bl - 0 v Pagew Safety+ Tooks+ (@hv
Statistics Sell-Service Failed SoD Manage Restrictions =

Session Management

Restriction Name: | Second Test 2

Frequency:

Praduct Line: | LIVE >

Excluded User Selection:

© Daily ¢ Weeky ¢ HMonthly <] Wike's Restriction 3¢
IManthly Frequency Selection: [ ] Second Test x
N1 D2 Dz W4 Os 06 07
Fe Mo Cw 1 D12 03 0o
Cs C1s 07 Fo1eg 019 020 021
[ 22 23 [0 24 W 25 [126 [0 27 [ 28
M 29 [ 3 F 21

Start Time: [10 x| |00 'I PM | EndTime: |11 ¥
Start Time: [7 x| |00 'I Al x| EndTime: |10 x| [00 x| |AW x| Add Another Time

Available Users

Excluded Users

Enabled Edit Existing..

Enabled Restriction Name

00 =] |PM =] Remove

Tokens to Deny Access

it is bestio put the User that runs these processes
in the “Excluded Users” list

Message when Lawson form is trying to access data
Subject:

HEEEEEEE] ;\ﬂgggggggi Available Tokens Zelected Tokens
NTO0000005 TP201 4] CAOD 1
NTOO000008 TP202 Cr002
TP20.3 CAOS.A
TP200 CA05.2
= TP210 CA101
TR220 cA10.2
3 TP230 2| |eatos
P23 o |catos
TP30.1 CA105
P02 CA10.5
TP40.1 cA107
TP402 CA108
TR402 CA10.9
TP40.4 CA110 |
*To avoid problems with Process Flow and Integrator. TP40.5 j Ca151 j

Mike's Monthly Test

Filter on a System Code: | Select =l

Done

L[ [ [ Trustedsites
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SESSION MANAGER FOR LAWSON SOFTWARE S3
LOGIN STATISTICS

> Session Manager - Applications - Windows Internet Explorer o =] |
5\;: = [&] http:/r192.186.100.136/5essi0n_Repartiindes.htm =& #2 || o< | [ vahoo 2=

File Edit View Favorites  Tools  Help
¢ Favorites SE'I '| & Lawson portal I (& Machensoft Reporting I {€ Session Manager - Applic... X | I i - - gmn v Page - Safety v Took - v 7
Auto Refresh setto: OFF Statistics Application Self-Service Failed SoD Manage Restrictions ==

Session Management
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Hours

Active Session Counts (Last 24hrs)
More Counts (Last 24hrs)

[ macnensolt

) e “a -

FA0S% v g

Kinsey § Kinse







