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P TRANSACTION AUDITING FOR LAWSON SOFTWARE S3

BACKGROUND

Founded by Dan and Brad Kinsey, K&K has provided
software sales, implementations, support and
Development for over 28 years.

Lawson reseller and implementation partner since 1996
Lawson Certified Systems Integrator Partner
Lawson Complementary Software Partner
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Focusing on the development of Lawson complementary
software products
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P TRANSACTION AUDITING FOR LAWSON SOFTWARE S3
TECHNOLOGY

Java, 32 and 6#it compatible applications
Lawsonraware
Compatible with Tomcat, IBM Web sphere

Supported on UNIX, Windows, Linux, Solaris, or |
Series

Supports all IDBC compliant server databases
HTML Reporting
Customizable through Java Plug ins

Supports HTTP(s), Java, Web Services, JMS, COM+,
.Net, MQ Series, FTP, or custom Inbound or
outbound Protocols
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PRODUCTS
Transaction Auditing
Segregation of Duties
Session Manager
Security Migration
Process Flow Extender
Lawson Security 9 Advanced Reporting
LAUA Security Auditing
LAUA Security Reporting
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P TRANSACTION AUDITING FOR LAWSON SOFTWARE S3
KINSEY TRANSACTION AUDITING
DEFINITION

Tracks all additions, changes, deletionsilquiriesto a screen initiated
transactions.(i.e. viewing an employees pay rate)

Capable of auditing all Lawson Forms

Capable of auditing transactions from all user interfaces including LID,
Portal, SeHservice and MS Add y. Qa

Capable of auditing any updates made through AGS or DME calls initiated
at the servletcontainer level
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AUDIT OPTIONS
CAPTURE ACTIVITY BY

User ID
System Code
Screen Name
Function Code
IP Address
Field Name

Product Line

Configure your system to
capture activity for any
of these fields or for
every transaction that is
done within Lawson.
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AUDIT RESULTS
DATA CAPTURED

User ID associated with the transaction
Origination System IP address

Product Line

Screen name

Function Code

Reason Code

Transaction Date

Transaction Keys

Field Names

Field Values

This information is
captured for any Add,
Change, Delete, or
Inquiry function
performed in Lawson.
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P TRANSACTION AUDITING FOR LAWSON SOFTWARE S3
DEFINING AUDIT PARAMETERS

chensoft ESBus - Internet Explorer

@' IE http: /fesbussry fesbus/ j @ IﬁGnng\e '

< Favorites | <5 (@ suggested Sites £ | Get More Add-ons -
gmadmfta‘;&s | | ﬁvvg@vmvmvn‘tvov»

Copyright Kinsey & Kinsey 2000 - 2011

a0 machensoft EShus

P Server Configuration El

Log Out (mnitka)

Audit Rule Configuration

» Discovery Services

| 4 Integration Services Create New Audt Rule

} Session Services

4 Segregation of Duties Enabled For:

W Auditing Services LID Portal Description Edit Delete Data Retention
[N Audit Rule Configuration @ @ [APVENDORMASTER CHANGES | + X @
| MfemlzziEln @ @ [LAWSONSUPPORT GROUP-ALL TOKENS | & % @
[FpView Audit Logs @ @ [EMPLOYEE MASTERCHANGES | v %X @
a Audit Reporting

@ @ [TAXCHANGES |4 X @

P Exception Objects @ @ |CHANGES TOBENEFICIARIES (BN17) | # X @

P Security Migration Q @ [CHANGES TO EMPLOYEE GROUPS (HR55) | @ % @

P Logs and Text Files Q@ @  [CHANGES TO BENEFIT PLANS (BN15) | v % @

P Online Books =] @ |[RETROPAYENTS ENTERED INPR131 | & X @

b About ESBus Q @  [GLACCOUNTMASTER CHANGES (GLOD) | + X @
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DEFINING AUDIT PARAMETERS

/> machensoft ESBus - Wi vs Internet Explorer

@ w IB http: /fesbussry fesbus/ j @ IﬁGnng\e '
< Faverites |ﬁ, (& suggested Sites ~ & | Get More Add-ons ~

& machensoft ESBus | | i - B - ) s v Page~ safety+ Toos - @+

l I l maﬂ“ensu'l Esn“s 2| Audit Rule Configuration

Create New Lawson Auditing Rule
Please seperate multiple entries with "SEMI-COLON"[ ; ]

P Server Configuration El

Audit Rule Configuration

» Discovery Services

Rule Description: |LAWSON SUPPORT GROUP - ALL TOKENS

P Integration Services E Productline(s): |LNE;QA |

} Session Services

User Name(s): |rgarro:bking:ccamey:jguy‘ton:msmim:sdaly |

P Segregation of Duties Enabled For: Token(s): | |
w Auditing Services LID Portal Description Function Code(s): | |
“'Audi‘t Rule Configuration AP VENDOR MASTER CH
B _ _ o @ | IPAddress: | ~ |.[ = [ = |.[ = |
@ Audit Data Security @ @ [[AWSONSUPPORTGRQ _ _ _
[_E}ViewAud'rt Logs Audit start Time (hr/min): |1 =l |{}{};| lAM =l | |
Q@ @ [EMPLOYEE MASTER CHA
Audit Reporting Audit End Time (hr/min): |11 =]|00 =] |PM =
& @ @ [TAxcHANGES 11 =l o0 =ffPw =]
Y Exception Objects o ) |C>—LANGES 10 BENEFICA [¥| Enabled for LID Transactions
= )
P Security Migration @ @ [CHANGES TOEMPLOVES ¥] Enabled for Portal Transactions
4 Logs and Text Files =) @  [CHANGES TOBENEFIT P [¥! Enable data retention
Remove Inquiries after: I 13 weeks vi
¥ Online Books @ @ [RETROPAYENTS ENTEH
Remove Add/Changes/Deletes after: I 1year vi
» About ESBus @ @ [GLACCOUNTMASTERCH

=
| | »

I O = T B R




P TRANSACTION AUDITING FOR LAWSON SOFTWARE S3
SELECTING AUDIT FORMS AND FIELDS

EAudit Reporting Field Selector

File  Error Tracking  Help
Audit Field Selection:
on | of |
-AR10.1
-AR17.1
-AR23.1
-AR23.2
-AR23.3
E1- AP10.1
WEN-VENDOR-GROUP (_f3)
WEN-VENDOR-VNAME (_f7)
VDR-ADDR1 {_f34)
WEN-TAXAD (_f27)
WEN-VEN-CLASS (_f23)

- WEN-PROC-GRP (f25)

Save Changes |

Field Editing: ACTIVE

LAWS¢

Home
Inbasket
Task Level Work
Auditor

Approve Capital ltems
Director
Manager
Approve Technical ltems
Vice President

User Level Work

Lawson Lawson
Requisitions Self-Service
Project & Activity Mgmt
General Ledger
Asset Management
Lease Management
Procurement Punchout Admi
Expense Admin
Employee Self-Service

Manager Self-Service

N

Vendor (AP10.1)

Welcome Lawson

o [=] 3

[logout]

[+t ]/ chonoe |~ peiic] 4_rrevens | tmaure i JY o]

Vendor Group | 7

Vendor |

ay

Related Forms ~

| Attributes

Vendor Bank | | Customer | | Approval |

Locations

Main] Contact |

Defaults | Options | Returns | User Fields | P-Cards |

— Address

Vendor Class
Process Group

[
u

Tax ID | | Mult Pay Ven

Xref Vendors

Pay Vendor

| 2

Effective Date
Address 1
Address 2
Address 3
Address 4

City or Address 5

State or Province
County

Country

Region

Postal Code I

I
|
I
I
I
—
I
—
—

= =
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REPORTING
SELECTION CRITERIA

The Report Writer gives
you up to 8 user defined
selectionparameters on
which to base your query
results. Logic parameters
Include greater than, less
than, equal to, starts
with, contains, or range
field conditions.

P [ 3|
[T Enable Field Fi\terl [¥] oNLY Show Changesl [¥ Hide E\anksl [¥ Hide Hidden Fields
Selection 1 =
Column Name Search Criteria:
| AuditDzte/Time = || BETWEEN [ Enter Date = |[p1/01/2010 )|
Enter Date = |[03/15/2010 g
Selection 2
Column Name: Search Criteria:
[NotSelected = || NotSelectzd |
Selection 3
Column Name: Search Criteria:
[Notselected = [NotSelected 3
Selection 4
Column Name: Search Criteria:
[Motselected <[ Mot Selecied ;||:|
Selection 5
Column Name: Search Criteria:
[NotSelected ][ Not Selecied ;||:|
Selection 6
Column Name: Search Criteria:
Not Selected ;II Not Selected ;Il:l
Selection 7
Column Name: Search Criteria:
[Notselected = [Notselecied =
Selection 8
Column Name: Search Criteria: _I
-
View Report Search Type: | Match Al =1
Done [ [ T [ | [ ocalintranet | Protected Mode: OFf ERESER
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REPORTING

lachensoft Reporti dows Internet Explorer =10] x| . R
B0 - [e o e |  With Report Writer you can
¢ Favorites. |15 @ suggested Sites + £ | Get More Add-ons ~ -
—— nem- o= s e | T1TEF yOUr results by User
y
Limit Search to: [10.000 - | - I d d d
KHISE‘,’ & nggv ETEne FOI’III, Fie ) P A ress, Key,
+ 20100315 0 lawson AP10.1 [C]-Change 1 155 PORTAL .
+ 20100315 22:04:37.0  lawson AP10.1 [Cl-Change 1 155 PORTAL S O u rC e O r F u n Ctl O n C O d e
'5““’"’ epo + 20100315 22:02:54.0  lawson PO10.1 [C]-Change 1 155 PORTAL
ransaction Reporting + 2010.03-15 21:59:43.0  lawson AP10.1 [C1-Change 1 155 PORTAL
+ 20100315 16:05:31.0 | lawson AP10.1 [C] Change 1 147 PORTAL i i
. + 20100315 09:59:40.0  lawson AR09.1 [C]-Change 500 102 ADDIN Y d d f y t t
Group Reports + 20100315 09:57:51.0 | lawson AR09.1 [C] Change 500 102 ADDIN ou eciae | ou wan 0 see
Group: Finance + 20100315 09:22:45.0 | lawson AR10.1 [C] Change 500 102 PORTAL . .
X March 2010 Changes |+ 201003150820520 lawson  ARTO. [Cichange (500 102 PORTAL all entries or Ju st those that
X Mike Emp Changes + 20100315 09:19:21.0  lawson AR10.1 [C] Change 500 102 PORTAL
+ 20100315 09:18:26.0  lawson AP10.1 [Cl-Change 1 156 PORTAL h h g d
System-Wide Repoits + 20100315 09:14:41.0  lawson AP10.1 [C] Change 1 156 PORTAL ave changea.
3 Employee Address + 20100315 09:13:54.0 | lawson AP10.1 [C]-Change 1 156 PORTAL
Changes + 20100315 09:08:31.0  lawson AP10.1 C]Change 1 155 PORTAL
XHR11.1 Ch
. anges .
+ 20100312 13:14:52.0 | lawson AR09.1 [C] Change MAST 113 ADDIN T h I t d t
xmg:ﬁ:ﬁg:ggfs + 2010.031213:14:51.0  lawson AR0S.1 [C]-Change MAST 112 ADDIN en sim p y sor yO ur ala ani
Changes - 20100312 13:14:51.0 | lawson AR09.1 [C] Change MAST 111 ADDIN .
X PAB2 - Today - CC 2010-03-12 1314510 | lawson AR09.1 [C]-Change MAST 111 CUD-NAVE jg:::g: & if"'l”s"” & Johnson Appyy p r | nt O r e X p 0 rt th e re S u | tS .
Vendor Address
X Change = 20100312 13:14:51.0 | lawson AR09.1 [C] Change MAST 102 ADDIN
2010-03-12 13-14:61.0 lawson AR09.1 [C}-Change MAST  |102 CUDNAME  Jack Smith |Jack Smith 102 |ADDIN
Administration P = 20100312 13:14:51.0 | lawson AROS.A 12 [C] Change MAST 101 ADDIN
ministation Fage National National Institute of
2010-03-12 13:14:51.0 | lawson AR0OT 12 [C]-Change MAST 101 CUDNAME |Institte of |01y ADDIN
Log Out Health
+ 20100312 13:14:51.0 | lawson AROS.A 12 [Cl-Change MAST 100 ADDIN
+ 20100312 12:59:17.0  lawson AROS.A 12 [C] Change MAST 100 ADDIN
+ 20100312 11:59:12.0 | lawson API0A 12 [C] Change 1 155 PORTAL  —
+ 20100312 11:50:14.0 | lawson AROS.A 12 [C] Change MAST 115 PORTAL
+ 20100312 11:38:36.0  lawson API0A 12 [C] Change 1 1 PORTAL
+ 20100312 11:27:53.0 | lawson AROS.A 12 [C] Change MAST 100 PORTAL
+ 20100312 11:27:26.0 | lawson AROS.A 12 [C] Change MAST 100
Records Found with Query: 123 D - 7 \ [ [ [ [ [ [ Localintranet | Protected Mode: Off

Kinsey § Kinse




P TRANSACTION AUDITING FOR LAWSON SOFTWARE S3

REPORTING

Report via Microsoft
Excel or straight to a
PDF file.

Kinsey § Kinsey




