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eeoe Our Goal

Risk Management Solutions

A Simplify access to security and audit data

A Expand your security and audit reporting options
V Help you meet your audit requirements
V Help with maintaining security
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Risk Management Solutions

Audit Requirements (Auditors)

A User (Actor) Access Reports

Active/lnactive User Report

SoDViolation Reports

Security Change Reports

User Last Active Report

User Activity

Transaction Changesefore and after field values
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Risk Management Solutions

Maintaining Security (1.T.)

A User / Actor Assignments
A Role | Security Class | Object
A Attributes
A ldentities
A Agents
A Context Properties
A Org Units
Role Configuration
Security Class Configuration
System Data on Business Classes
Process Flow
Federation Services

o Po o o Ix
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Risk Management Solutions

Security Transactions

Security Reporting User Activity

Segregation of Duties

Security Audit Transaction Audit

Object Comparisons
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Risk Management Solutions

v k Kinsey Landmark Reporting x + _ O %

« 2 C @ %=

I(Inseym n Security Reporting

@ % g &

- al2]

Data Last Updated: 9/25/24 02:00

kkesbus.kk.local/KK_LMReportingPortal/?SERVERID=LSF_TEST&PRODLINE=F5M

wes

Set as default | TEST-CloudSuite 11 - Multitenant v | * FSM

Security Applications

@ Security Reporting

Actors Roles Security Classes

Favorites

Actor Role Actor - Roles Matrix
Actor - Actions
Actor - Agents
Actor - All Objects
Actor - Attributes

Actor - Attributes Matrix

Security Class - Actions

Security Class - All LPL

Security Class - All Objects

Security Class - Objects (duplicated)
Security Classes without Roles

Role - Actions Role - Security Class
Role - Security Class

Role - Security Class - All LPL
Role - Security Class - All Objects

Role - Security Class Matrix

Security Class - All Objects

Provides detailed security reports including User access, Role definit o Gt ok bonons
and Security Class object assignments.

Actor - Role - Security Class

Actor - Role Configuration

Actor - Roles Matrix

Actors without Roles

Disabled - Actor

Disabled - Actor - Attributes
Disabled - Actor - Attributes Matrix

Process Flow Federation Services

-M- Activity

Actor - Audited Transactions

Process Flow - Filter Keys

Business Class

Business Class - Action Actor - Business Class Detail Process Flow - Proxies

Business Class - Field Errors - Activity Collection Process Flow - Tasks

Business Class - Key Field ND-Role Changes - By Lawson Process Flow - User Profiles

Business Class - Relation ND-Security Class Changes - By Lawson Process Flow - User Tasks

Business Class - Relation - Field

Business Class - Relation - Mapping
ND-SOD LSF to Landmark

'(Insey— Actor - All Objects

pd=ful JHlAl2]c

Server: TEST-CloudSuite 11 - Multitenant | Product Line: FSM Show Search Criteria
Expand Groups Collapse Groups Clear Filters Show/Hide Columns 68,524 records
Drag a column and drop it here to group by that column
Actor " Full Name “%Y Role ' | Security Class " | Security Class Descript ¥’ | Object ¥ Type ' Available Actions Y Included Objects Yo~
d.kinsey Kinsey, Daniel ApplicationAdministra...  ActorlnquiryAccess ST Actor BusinessClass AddActorToActorGr... =
d.kinsey Kinsey, Daniel ApplicationAdministra...  ActorlnquiryAccess ST Actor BusinessClass AddActorToActorGr... All Fields J
d.kinsey Kinsey, Daniel ApplicationAdministra...  AdministratorConsole...  This security class gr...  AdministratorConsole  WehApp
d.kinsey Kinsey, Daniel ApplicationAdministra...  AdministratorConsole...  This security class gr...  admincon Module
d.kinsey Kinsey, Daniel ApplicationAdministra...  AdministratorConsole...  This security class gr...  appsetup Module
d.kinsey Kinsey, Daniel ApplicationAdministra...  AdministratorConsole...  This security class gr...  ASConfiguration KeyField all ontology
d.kinsey Kinsey, Daniel ApplicationAdministra...  AdministratorConsole...  This security classgr...  CdDelete BusinessTask
d.kinsey Kinsey, Daniel ApplicationAdministra...  AdministratorConsole...  This security classgr...  CdDeletePersonaliz... BusinessTask
d.kinsey Kinsey, Daniel ApplicationAdministra...  AdministratorConsole...  This security class gr...  CdExport BusinessTask
d.kinsey Kinsey, Daniel ApplicationAdministra...  AdministratorConsole...  This security class gr...  CdExportPersonaliz... BusinessTask
d.kinsey Kinsey, Daniel ApplicationAdministra...  AdministratorConsole...  This security class gr...  Cdlmport BusinessTask
d.kinsey Kinsey, Daniel ApplicationAdministra...  AdministratorConsole...  This security class gr...  CdlmportList BusinessTask
d.kinsey Kinsey, Daniel ApplicationAdministra...  AdministratorConsole...  This security class gr...  CdVerify BusinessTask
d.kinsey Kinsey, Daniel ApplicationAdministra... ~ AdministratorConsole...  This security class gr...  ClearConfigurations BusinessTask
D . I th d . ﬁ b t R I S .t C I b . t d.kinsey Kinsey, Daniel ApplicationAdministra...  AdministratorConsole...  This security classgr..  ComparelListDisplay... BusinessTask
I S p ayS e I e re n C e e We e n a ny O e O r e C u rl y aSS O J e C d.kinsey Kinsey, Daniel ApplicationAdministra...  AdministratorConsole...  This security classgr...  PDFSetup BusinessClass ConfigureFirstPageH...
. . d.kinsey Kinsey, Daniel ApplicationAdministra...  AdministratorConsole...  This security class gr...  ConfigurationParam... BusinessClass Create,Delete,Enabl...
p e rm I SS I O n S ) d.kinsey Kinsey, Daniel ApplicationAdministra...  AdministratorConsole...  This security class gr...  ConfigurationParam... BusinessClass
d.kinsey Kinsey, Daniel ApplicationAdministra...  AdministratorConsole...  This security class gr...  ConfigurationParam... KeyField all ontology
d.kinsey Kinsey, Daniel ApplicationAdministra...  AdministratorConsole...  This security class gr...  ConfigurationCache... BusinessClass -
4| | »
Copyright (c) 2024
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I(Inseym Logged in as: dankinsey & ]

n n u
: ;e Cl | rlty Ap p I Icatl O n S Transaction Auditing ‘ Activity Monitor ‘ LS Reporting Landmark SoD Reporting Analytics Administration

[ | ]
H BN
SoD Report SoD Remediation

PROD - Internal - LSF 10 - No Landmark TEST-CloudSuite 11 - Multitenant
| Landmark LS Landmark LS

Test/Development - Landmark SoD Violations by Policy Category
Asset Management Cash Management Closing Inventory Order Entry Payables

<

Segregation of DutiesSED

B
Validates that the correct checks and balances have been b
Implemented within the security model to avoid potential fraudulent e e ssar B e B sser [ Novolton [ Diatie
activity.

v ¢ Kinsey Portal X ar =

€ 5 @ @ % kkesbuskklocal eQ & OO 4

I(Insey " Logged in as: dankinsey u

Transaction Auditing | Activity Monitor | LS Reporting | Landmark SoD Reporting Analytics Administration

Configuration 369 % 7% 77 7% 7¢ Enter fictitious vendor invoices and then render payment to the vendar (Security Class Check) ® - E m -
Scheduled Tasks Vi

Transaction Audit Rules P 656 ﬁ ig ﬁ 3:? * Review, Authorize or Sign Checks conflicts with Edit Vendor Master File. If one individual has responsibility for more than one of these functions, that individual could - m
Reporting Groups conceal errors or fraudulent activity. (03-06) .

:gg :r‘loi:;:t:on 6357 7% 9% 77 3% 3% |Maintain a fictitious vendor and enter an invoice to be included in the automatic payment run (06-05) - E
Data Collection ’

Scheduled Reports Vendor Maintenance (oR) Initiate Checks for Inventory Purchases - Process Vendor Invoices (or)

User Administration % *APCreateOneTimeVend... (S5ccLass) ¥ *MAlnterfaceMatchinvoi... (s5C cLass)

System Agen-t? - ¥ *APVendorSetup* -n/a  (secCLass) 3¢ *SupplierOrderMgmtlnv... (SECcCLAsS)

Alerts & Notifications " | ‘ ¥ *LMBasicProcessing* - (SEC CLASS)

About AND < *CBBasicProcessing® - n/a (S£CCLASS) AND ADD NEW GROUP

¥ *EDISetupAdmin* - n/a (SEC CLASS)
9¢ *APInterfaceExpenselnvo... (SEC CLASS)
¥ *APBasiclnvoiceProcessi... (SECCLASS)

+ |

658 ([0 ¥ YrTryyyy Mail Check conflicts with Initiate Checks for Expenditures. Signed checks should be delivered to someone independent of both the preparer and the initiator of the check -

for prompt mailing, in order to minimize the potential for concealment of fraud. (04-02)
s

659 [ % 7% 7% 7y 7y Review, Authorize or Sign Checks conflicts with Prepare Check. Checks should be signed by someone who did not initiate or prepare the check, in order to minimize the -

Displays the difference between any Role or Security Class object it e o 5.9 A

660 (O  ¥¢ 7% 7% v ve Mail Check conflicts with Prepare Check. Signed checks should be delivered to someone independent of both the preparer and the initiator of the check for prompt -

p e rm i SS i O n S mailing, in order to minimize the potential for concealment of fraud. (04-02)
i
| |

661 (O ¢ Y% 3¢ 97 7Y Review, Authorize or Sign Checks conflicts with Mail Check. Signed checks should be delivered to someone independent of both the preparer and the initiator of the check -

for prompt mailing, in order to minimize the potential for concealment of fraud. (03-04)
s

602 [0 Y¢¥%Yr 7Yy Investigate Discrepancies or Issues - Expenditure conflicts with Mail Check. If one individual has responsibility for more than one of these functions, that individual could -

Copyright Kinsey 2024
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&« C %+ @ Notsecure | 192.168.100.136:9090 * 0 e

I(Insey" Logged in as: dankinsey :

Transaction Auditing | Activity Monitor LS Reporting SoD Reporting | Analytics | Administration

B O HE B B

Security Reporting Security Analyzer Security Auditing Object Modeling Role Modeling Object Comparison Security Visualizer

Last 24 Hours Last 7 days Last 14 days Last 31 days Last 90 days Last 180 days

Security Applications

LS Security Changes (Last 180 days) =
Identity 0
PoductLine ey 11
Category 0_ 8
Program 0_ 13
Table . : 213
Form (Token) l.l_ 23
Field I- —
® Production - LS3SERVER: 1 changes
Element .I] 2| @ TEST - Infor 10/Landmark 11: 9 changes
Security Class -—B 1
Role n
User Attribute l]- 3
LSA Configuration ? 3
Security Violation 0
_— . -- e - . - " . .. h
1 »
v [ Kinsey Security Auditing X o+ — a X

€« > C M 25 kkesbus.kk.local/LM_Auditing/?SERVERID=LSF_TEST& s=08._ng=18QUERY=F1%3Dsecurity_class name%26C1%3DN%2651-1%3D-%26F2%3Drole_name%26C2%3DE%2651-2%3D-%265T%3DANDASAVEASNAME=Security%20Class%20Change... & ¢ 3 -

I(Insey- Landmark Security Auditing

n n n
S e C u r I ty ‘ \u d I t I I I g <advanced search> n Advanced search TEST-CloudSuite 11 - Multitenant v ‘ Results per page

Action Date/Time Actor Full Name Affects Prod Line Role Security Class
[~7E L\ U - Update 08/28/23 4:57 PM m.nitka Nitka, Michael FSM - KK_Duplicate_of _UCHEALTH ﬂ . -
. . . iuKE E U - Update 06/17/23 12:21 AM lawson HCM - TalentscienceallAccess_5T m .
S e C u rlty au d It re p O rts e n ab I e yo u to m O n Ito r al I C h an g e S to yo u r VoRE 2> B u-updse 06/17/23 12:21 AW jawson e - TlentsclenceBusinessPartner_ST [a:] -]
Object Name Rule(Past) Rule{Current)

DerivedlastChange Last changed September 17, 2022 B:29:36 AM UTC by lawson  Last changed June 17, 2023 5:21:36 AM UTC by lawson

security model including the before and after values of any specific

@ BusinessClass  JobRequisition 1 YES & NO allinguiries when All TSStatusTSStatusDetailsTSReguisitionNumber 1 NO a NO all uncen
] {BusinessPartne  Fiel I inqui dition

L] r and not ds ries ally

IsDraft)

@ BusinessClass  Employes 1 YES a NO RequestBehavioralAssessment, when Al O istsPri Pr istsT! it TS EnabledT5AssessmentErrorT: Error MFTSRecor ionTextTs, OrderedT: 1 NO & NO all uncon
u ] q imar i artne  Fiel ntOrderSuccessT! deredMF InProcessT 1tinProcessMFTS, {l ingTS/ mentUpd: i TSAssessmentNotl T I ingui dition

RefreshSuggestedBehavior Activities i ds estT! tEs cienceNotEnabled NotCompleteQualificationGapsExist ries ally

Show recerds with no change
MIORE =3 E) U - Update 06/17/23 12:21 AM lawson HCM - TalentScienceDirectSupervisor_ST n .
Object Name Rule(Past) Rule{Current)

DerivedlastChange Last changed September 17, 2022 B:29:36 AM UTC by lawson  Last changed June 17, 2023 5:21:36 AM UTC by lawson

Show recerds with no change

Ohj Type Object Past Current
@ BusinessClass Employes 1 ¥ES & NO ReguestBehavioralAssessment, when All Order iorAssessmentExistsPrimary iorProfileExistsT: it TSAssessmentEnabledTs ErrorT ErrorMFTSRec tionTextTSAssessmentOrderedTSAssessmentOrd 1 NO a NO o all uncon
1 ReguestPrimaryBy [AncestorDire  Fiel  erSuccessTSAssessmentOrderedMFTSAssessmentinProcessT: InProcesshMFTSAssessmentUpd; ingTs. L NotOrderedMFT ol TSAssess i inqui dition
RefreshSuggestedBehaviorActivities ctSupervisor) ds  mentReportEs ienceNotEnabledT NotCompleteQualificationGapsExist ries ally
Show records with no change
& (]
- - - - MORE (<] U - Update 06/17/23 12:21 AM lawson HCM - TalentScienceEmployee_ST
-
Displays the difference between any Role or Security Class object = & v o w e om
MORE L‘ U - Update 06/17/23 12:21 AM lawson HCM - TalentsciencelndirectSupervisor_ST m .
] ] -
e r m I S S I O n S MORE [= U - Update 06/17/23 12:21 AM lawson HCM - TalentScienceProxyDirectSupervisor_ST m .
-
p | MORE L U - Update 06/17/23 12:21 AM |lawson HCM - TalentScienceRecruiter_ST m .
MOCRE E U - Update 06/17/23 12:21 AM lawson HCM - TalentScienceSstupatllAccess 5T n .
.
MOCRE 2] U - Update 06/17/23 12:21 AM lawson HCM - TalentScienceSetuplnguiry_ST m .

Copyright(c) 2024 - ver 2.2
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Security Applications

Object Comparisons

Displays the difference between any Role or Security Class object
permissions.

v k Kinsey Object Comparison x

<« > C M 23 kkesbus.kk.local/KK_LMReportingPortal/compare. htm?SERVERID=LSF_TEST&PRODLINE=FSM

I(Inseym Landmark Object Comparison

Compare what? Compare objects Compare

Role (a)

Role (b)

T= ‘ budget

4+ BudgetAnalyst_ST (100)

= BudgetController ST (101)

Object Type

BudgetAnalyst  WebApp
BudgetController WebApp

Scenario BusinessClass

BudgetAnalyst ST (100)
BudgetController_ST (101)
BudgetAnalyst ST (100)
BudgetController_ST (101)
BudgetController ST (101)
BudgetAnalyst_ST (100)
BudgetAnalyst_ST (100)
BudgetController_ST (101)

BudgetAnalyst_ST (100)

+ + + + + + + + + +

BudgetController_ST (101)

BudgetController_ST (101)

BudgetAnalyst ST (100)

YES
YES
YES

CashAccountant ST (184)
CashAccountant_ST (184)
ChiefFinancialOfficer ST (50)
ChiefFinancialOfficer_ST (50)
Controller ST (417)
StaffAccountant_ST (160)
Controller_ST (417)
StaffAccountant_ST (160)
CloseAdministrator_ST (61)

CloseAdministrator_ST (61)

Actions

Commeon
Objects

OO I 97.1%

OO 97 1%

Included Excluded Accessible Action Attachable Included
Objects Objects

all actions
all actions
Lock,Unlock

68

68

32

32

98

49

97

49

27

27

Similarity (%)

Excluded BudgetController_ST BudgetAnalyst_ST
Actions

- unconditionally

unconditionally -

unconditionally -

Set as default| TEST-Cloudsuite 11 - Multitenant v]

Q@ x O & a i

A lc ]

Data Last Updated: 10/10/2024 2:00AM

Records: 90 (filtered)

Absorbed (%)

98.0% [l
00.0% [

31.5% I—— 37.0%

31.3% I— 37.0%

27.1% | ——— 64.0%

26.9% I —— 64.0%

23.3% —— 23.5%

23.2% I—— 30.6%

23.1% —— 23.3%

23.1% I—— 30.6%

20.1% — 44.3%

20.0% IE—— 44.3%

Previous 1 to 90 Next
Copyright (c) 2024
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TS Transaction Applications
kinsey tooged nas: i [ [
s e L == Activity Monitor
. = Provides insight and control over your Infor applications by
. - B e .. e . T monitoring user activity. Thsummaryinformation includeghe
o N N N T e e e Actor, business class, action, date, time and recackssed.

C m

25 kkesbus.kk.local/KK_LMReportingPortal/filters.htm?SERVERID=LSF_TEST&PRODLINE=FSM&ID=255

I(Insey‘ Actor - Business Class Detail

Server: TEST-CloudSuite 11 - Multitenant | Product Line: FSM

Expand Groups

Collapse Groups Clear Filters Show/Hide Columns

Drag a column and drop it here to group by that column

Actor

m.oswald
m.oswald
m.oswald
m.oswald
m.oswald
m.oswald
m.oswald
m.oswald
m.oswald
m.oswald
m.oswald
m.oswald
m.oswald
m.oswald
m.oswald
m.oswald
m.oswald
m.oswald
m.oswald
m.oswald

4

Y Business Class
Account
Account
Account
Account
Account
Account
Account
Account
Account
Account
Account
Account
Account
Account
Account
Account
Account
Account
Account

Account

4% | Action Y

update
delete
create
delete
delete
create
create
create
update
delete
create
delete
create
create
create
create
create
create
create

create

Date/Time
3/8/2022 1:26 PM
3/8/2022 11:52 AM
3/8/2022 11:52 AM
3/8/2022 11:51 AM
3/8/2022 11:50 AM
3/8/2022 11:50 AM
3/8/2022 11:49 AM
3/8/2022 11:48 AM
3/8/2022 11:47 AM
3/8/2022 11:46 AM
3/8/2022 11:46 AM
3/8/2022 11:45 AM
3/8/2022 11:44 AM
3/8/2022 11:42 AM
3/8/2022 11:42 AM
3/8/2022 11:42 AM
3/8/2022 11:42 AM
3/8/2022 11:42 AM
3/8/2022 11:42 AM
3/8/2022 11:42 AM

Y |Key 1
411
140
8140
130
420
9420
8130
9411
9999
704
9704
703
9703
720
801
462
463
464
465
466

Copyright (c) 2024

Key 2

PUB
PUB
PUB
PUB
PUB
PUB
PUB
PUB
PUB
PUB
PUB
PUB
PUB
PUB
PUB
PUB
PUB
PUB
PUB
PUB

Y Key3

Q% O 0% 2
pd =l rlal?]c

Show Search Criteria

Y | Key 4

4 -

32,523 records

Y Key5 -

linsey
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Transaction Applications

@ Transaction Auditing

Transaction Auditing extends Activity Monitor by looking

deeper into user activity at the field level. Reports include the
before and after value of any field changes.

linsey




